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BLOCKCHAIN AND AI: AN (ALMOST) PERFECT LIAISON
A PRELIMINARY STUDY OF THE CIVIL RESPONSIBILITY REGIME

By: Benedetta Capprello

INTRODUCTION

The rapid improvement and development of Distributed Ledger Technologies
(“DLTs”) and software or hardware of artificial intelligence (Al) are increasingly
changing people’s daily lives. Overall, the technological advent is deemed to be

“disruptive” towards the old and traditional nation system, as conceived since the Peace
of Westphalia; namely, the current spread of new technologies is leading towards a
paradigm shift among all in the economic, social and for what it of interest for the
present contribute, the legal. It thus requires a coherent change of approach at all levels

of society.

Both DL'T's and Al have put at stake at least the economic and the legislative sovereignty
of the State; also, traditional legal concepts struggle against the (alleged) new ones,
developed thanks to the new technologies. Reference is made, for instance, to the
contract vs. the smart (legal) contract, the companies vs. the diffuse autonomous

organizations (DAOs).

This entry intends to question what would happen if the two more challenging
technologies, blockchains (one among the DLTs representation) and Al, were to be
combined. The aim is to understand whether and how the said technologies can work
together to improve each other while increasing society’s well-being. In this respect, this
entry will tackle both the technology (what blockchain and Al are, and how they work)
and the legal consequences derived from their use. In this respect, two use cases will be
presented. In detail, the expected regime of non-contractual liability, which shall apply
to platforms/systems developed and deployed, combining a mix of blockchain and Al
software will be scrutinized. A conclusion will then be attempted. Regarding the
geographical area of interest, the entry will focus on the EU while being aware that the

phenomenon under scrutiny has a transnational dimension.

TECHNOLOGICAL SIDE

The idea to combine blockchain technologies and artificial intelligence is grounded on
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the assumption that, as said, both are leading to a radical shift in society. Given this, it
is questionable whether a combination will boost their respective use while overcoming

their shortcomings. A brief understanding of both technologies will help.

Al is used to automate tasks that normally require “human intelligence”. Al technologies
are not new, but today they have become highly sophisticated. As regards the state-of-
the-art, two significant branches of Al can be distinguished. In the first one, real-world
phenomena or processes are modeled (translated) in a form that computers can read
and use. Thus, I'T programmers will provide an Al software with rules mirroring the
underlying logic and knowledge of the activity the programmers want to model and

automate.

The second area is represented by the so-called machine learning software, which
detects patterns in large amounts of data. These systems are programmed to understand
whether a given data (such as an email) shall be in (desired) or out (spam). The system
reaches this conclusion by analyzing given words/patterns it has learned to understand
from an enormous amount of data. Accordingly, king/win/ and others lemma, along
with ab email departure (such as Belarus), might prove that a given email has a higher
chance of being spam. Accordingly, the more data an Al system has, the more it learns
and elaborates them highly sophisticatedly. However, it does not guarantee their
“quality” nor certify their provenance or immutability. The software can thus then get

mistaken. Given these shortcomings, an Al machine learning system might be combined

with blockchain technologies.

In a nutshell, blockchain 1s a digital ledger storing an impressive amount of data. The
system 1s decentralized, immutable, and transparent. It has been changing the concept
of trust: from third-party trust to technology trust. The data uploaded within the chain
are “correct” from the technical side: they have not been duplicated or reused. However,
the data are not necessarily true; the garbage in and garbage out paradigm is inherent
to blockchain: a data stored in block is in fact immutable but if it mirrors an information

which is untrue, the negative consequences will affect all the subsequent transactions.

Some blockchains rely only on endogenous data (party, token); thereby, the transaction
occurs within the chain. Some others require an exogenous third party, an oracle, acting
as a virtual agent, providing for the data, which triggers the required transaction. For
instance, a swap contract (Bitcoin versus Euro) written as a smart contract in the
blockchain might provide that the exchange will be made once the Euro has reached a
given value in the Milan stock exchange. The contract is basic: if — then. However, it

3 of 87



requires data taken from outside the blockchain to be deployed. The contract abides by

what the oracle states, and the parties, too, are indirectly bound.

This said, one might wonder whether the proposed integration of Al and blockchain
might entrust the data provided by machine learning software: the algorithm developed
within it might exploit the blockchain technologies to collect, store and use accurate and

certified data.

TWO USE CASES

1. Fetch.ia 1s a native platform developed on blockchain and provides a series of different
services in various fields of daily life (energy, supply chain, hotel agency, parking, energy
consumption). For each field, an Al agent written with an algorithm of machine learning
is deployed and increases its capabilities thank to the available amount of data at its
disposal. In fact, the platform is open to all interested users who can enter in the P2P
buying the FET token; once in, each user can share and get information 1in its field. In
practice, once a transaction in a given field is required (say that a party is searching for
a hotel room 1n a given place), providers and consumers via their Al agent (the interested
party and the hotel owner) will be connected; the Al agent will then elaborate the
information at its disposal — available within the blockchain — to get out of the
transaction their respective optimum. This means that the two Al agents share the data
stored in the platform (say the medium price for a hotel room; the amount of money the
person involved wants to spend) and through the algorithm of machine learning they
get the maximum output. Then a transaction on the blockchain is made, say the booking

of the hotel.

2. Jur.o 1s a native blockchain platform providing three levels of dispute resolution: the
first one implements “a smart arbitration” system based on legally binding procedures.
For this level, the deployment of an Al system is under scrutiny, smoothing the task of
data ’storing, reading, and elaborating. When a claim, all documents and attachments

will be scrutinized and synthesized by Al software before reaching arbitrators ’attention.

The other two layers work as ADR on a P2P platform; take for instance the case of a
selling contract of minimum value, and having a transboundary nature; in case of
breach of contract parties won’t have interest to start a claim before a court or an arbitral
tribunal; however, justice in the relationship can be ensured by other means. In this

respect ODR first, and ADR on blockchain system now can offer a solution. In practice,
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they feature a decentralized oracle-like voting system providing decisions in
small/micro-claims (similar to contract agreement). This is possible by exploiting game
theory and the Schelling focal point. The result will reflect the desirable solution; then,
the algorithm of deep learning, linked to the platform, will help corroborate or not the
solution. This means that the algorithm will elaborate the data stored in the platform
(including for instance old decision) and it will tell whether or not the solution proposed

is the “ust solution”. Those acting as arbitrators might rely on the oracle, which has a

better and deeper understanding of the praxis in a specific field.

LEGAL CONSEQUENCES

All the above raises some legal consequences which need to be tackled with. Reference
1s made to the accountability and responsibility issue. The question arises because the
oracle/Al Agent developed as an algorithm of machine learning might get wrong
because of an original bias or a bug subsequently appeared. The negative consequences
are borne by the parties (users and bystanders); however, the principle of neminem ledere
which informs each legal system requires that, in case of damage, there should always
be someone to be held liable. The spread of new technologies is putting at stake the
regimes of civil liability (fault-based or risk based) currently available; namely, the
question has become how to ascertain who 1s liable for what; the opacity of Al-systems
— especially those engaging with machine learning techniques — can make it extremely

difficult to identify who is in control and therefore responsible.

The current challenge for the legislator is to determine a clear legal framework able to,
firstly, guarantee continued technological development and secondly, to be integrated
with already binding sources of law. To reach this result, we assume that there is a
human being behind each technological application who shall be held accountable and
take responsibility for his/her wrongdoing (in programming or controlling a program).
That said, it 1s of interest to scrutinize the most recent legislative proposal enacted within

the EU.

The legislator has started to sketch normative provisions regarding blockchain
technology, at least on some aspect of its deployment (crypto assets or cryptocurrencies).
As for Al its ethical, social, and legal aspects have been under deep scrutiny. The EP
recently released a draft Regulation on Al enacting provision on civil responsibility of
Al-Operators, distinguishing between Al-systems having high or low-risk impact. Given
this, one might wonder whether the said EP proposal will apply to platforms developed
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through both Al and blockchain once enacted as a Regulation. Mainly, reference is
made to the provisions enacted for Al systems having a low-risk impact. For those, the
EP draft introduces a fault-based system according to which the Al operators will be
held accountable for their wrongdoing (only a few exemptions are provided). In the
case of the P2P platform linked to Al (Oracle /agent), the operator allegedly
accountable 1s the individual/company that has developed and is controlling the
algorithm; besides, it might be held accountable (joint responsibility) the operator

having deployed the P2P platform.

Moreover, the combination of Al and Blockchain technologies might make it easier to
apply the EU Regulation on general data protection. The data controller and the data
processors might be easily found where there is an Al system developed to store and use
the data. Unlike blockchain, Al does not guarantee the anonymity of its users and its

developers.

PRELIMINARY CONCLUSION

The entry has shown that new technologies such as blockchain and Al can be integrated
exploiting the best each one can offer. As shown, the reliability linked to a blockchain
platform (in terms of data storage and data control) can ensure that an Al-system linked
to the platform will provide its algorithm of machine learning with data which can be
trusted because they are immutable and transparent. The output so reached by the Al
algorithm increases the confidence of parties involved; the medical sector is the one
which could exploit the best from the said technologies integration (think about data
triggered out of clinical trial, then stored in a blockchain platform and re-elaborated by

an Al algorithm to provide, among all, a diagnosis).

That said, the entry has also shown that there 1s legal effect liked to new technologies
development and use which need to be tackled with; technologies run faster than
legislators at all levels; as seen, currently there have been very few normative attempts
to enact provisions defining a regime of responsibility for both blockchain platforms and
blockchain operators. Conversely, legislators have drafted provisions on Al ethical and,
also and foremost, responsible development and use. Accordingly, the proposal to apply
these letters to a platform which combines Al and blockchain technologies will help
confer legal certainty upon users; this will cover the normative on civil liability within
blockchain operators currently lay. Accordingly, the anthropocentric approach

distinguishing Al shall somehow be favored and applied for blockchain platforms. This
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will, in turn, positively impact society: it will raise the confidence in the technology while

better protecting users, acting as producers or consumers.
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MAKING LUXURY LAST FOREVER: THE USE OF BLOCKCHAIN IN DIAMONDS,
ARTWORKS, PRECIOUS METALS, AND WINES INDUSTRIES

By: Bruno Viewra

INTRODUCTION

Diamonds and valuable gemstones trade can sometimes play a central role in financing wars and
coups.! The diamond industry also provides poor working conditions, frequently using child labor?,
and the mining process of diamonds also raises concerns about environmental issues. Not only
diamonds but also luxury goods such as artworks, precious metals, and wines frequently have to
protect their product from mislabeling, counterfeit, and smuggling.? Blockchain can help track the
diamond transformation process to its origins and help luxury good producers identify, protect, and

track their products to minimize counterfeit and smuggling.

From a legal standpoint, the initiatives presented in this report can use blockchain in the diamond
industry to help improve labor conditions in diamond and precious metals mining and avoid the
financing of civil wars in third-world countries, promoting human rights like the right to life, liberty,
and security. In the luxury goods industries, the projects can help the efficient and effective

enforcement of intellectual property rights and protect consumers from defective products.

WHAT ARE THE SERVICES?

TrustChain, Everledger, and Tracr use blockchain to track, trace, and certify the authenticity of
luxury goods like diamonds, artworks, precious metals, and wines from their extraction, manufacture,

and retail.

TrustChain is a consortium led by IBM with diamond and jewelry companies to provide the final
customer perennial blockchain digital record of all transactions made within the consortium. The
consortium includes parties from the entire diamond supply chain: gem supplier, precious metals
supplier, refinery, and jewelry retailer and manufacturer. Each part adds its activity into the
blockchain before a new transaction with the next agent in the supply chain. The blockchain stores

information such as the diamond's mine of origin, the provenience of the precious metals used in the

!'See J. H. Sherman, ‘Profit vs. Peace: The Clandestine Diamond Economy of Angola’ (2000) 53(2) Journal of
International Affairs 699-719; see also J. Mhandu and S. S. Mugambiwa, ‘The Role of Diamonds in Financing and
Perpetuating Civil Wars on the African Continent’ 11(4) African Journal of Development Studies 267-284.

2 See F. P. Miller, A. F. Vandome, and J. McBrewster, Child labour in the diamond industry (VDM Publishing 2010).

3 See M. Varela, P. Lopes, and R. Mendes, ‘Luxury brand consumption and counterfeiting: A case study of the Portuguese
market’ (2021) 17(3) Innovative Marketing 45-55; see also A. Maria Pinto Da Cunha Branddo and M. Gadekar ‘The
Counterfeit Market and the Luxury Goods’ (2020) IntechOpen.
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jewelry, diamond and jewelry characteristics, and every transaction made within the consortium, from

the diamond supplier to the final consumer.

The Everledger Platform uses blockchain to certify the origin, ownership, and characteristic of
different high-valued products such as artwork, diamonds, gemstones, and wine. Everledger teamed
up with experts from diverse fields to guarantee and certify the provenance and genuineness of goods.
The platform relies on other technologies alongside blockchain to provide provenance records,
product condition, chain-of-custody, and characteristics. The platform registers every property
change on the supply chain in a private blockchain. To the Wine and Spirit Industry, Everledger also
adds to the blockchain information like anti-tamper bottle closure QRcode, NFC or RFID, bottle
location, and temperature. It stores similar data to certify luxury goods' origin, characteristics, and
ownership. Due to the wide range of goods certified by Everledger, they insert specific data about the
asset into a block. This data can be a QRcode, NFC or RFID, bottle temperature, asset location, or

ownership.

Tracr uses blockchain to store the diamond industry's digital assets, such as diamond origin,
authenticity, and 3d scanning information, allowing for the transfer of diamonds and their digital
assets with the trust of a valid transaction. Tracr assures diamonds' provenance, traceability, and
authenticity from its extraction through verified sources to the retailers. Tracr allegedly also relies on
artificial intelligence to determine the chain-of-custody the diamonds go through in the supply chain.
Besides the 3d scanning info, Tracr also stores information as diamond 4C, i.e., Color, Clarity, Cut,
and Carat Weight and its photo. In that way, Tracr adds to the block rough, split, or polished
diamond's 4C, provenance, shape, or measures. It also uses blockchain to certify the source and
characteristics of diamond jewelry. Each node on the Tracr blockchain is either a miner, a
manufacturer, a wholesaler, or a retailer. Each node adds information into the blockchain about the
diamond after adding value to it. They then transfer the diamond to the next node until the final

transaction with the end consumer.

The services' main proposal 1s to record all sorts of transactions within its scope into the blockchain
in a way it is possible to track, trace, and audit a product throughout its supply chain. Every gem

transformation, 1.e., cut, refinery, or jewelry design, is a transaction inserted into a block.

HOW DO THEY REINFORCE TRUST BETWEEN PRIVATE CITIZENS?

Companies like Tracr TrustChain seek to increase the trust in the diamond industry by first using
gems mined from verified sources. Later, with blockchain, they track every stage of gem
transformation until the hands of end customers. The possible tracking feature of blockchain allows
all the chain-of-custody of the precious stones to have reliable information about all the transactions
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throughout the value chain. Every nod then has the security of not working with conflict or unreliable

resources.

Tracr and TrustChain aim to increase trust among the diamond and jewelry industry value chains,
up to the end consumer. The services rely on different methods to guarantee that the asset and its
transfer are authentic or from reliable sources. Trustchain, e.g., initially only uses diamonds from
mines in Australia and Canada, certifying that their rough gems are from reliable sources. Tracr uses
diamonds from verified sources, and 3d scans those diamonds to guarantee their authenticity
throughout the chain. They allegedly also use artificial intelligence to add another layer of authenticity

to their diamonds.

Everledger provides authenticity and traceability to the diamond industry and various industries, like
wine, artwork, insurance, and luxury goods. Everledger services go way beyond blockchain, providing
anti-tamper bottle closure, artwork digital fingerprints, or intelligent labels to their customers. All the
information, however, is stored in the blockchain. To increase the trust in the assets traded through
its platform, Everledger relies on experts from various fields to attest, standardize and certify that the
goods are genuine and from a reliable source. Everledger's solution helps increase transparency

between traders in the art industry, avoiding smuggling and counterfeit.

Everledger increases trust in the industry by providing anti-tamper bottle closure identified by
QRcode, NFC, or RFID. By scanning the bottle label, the service offers secure sources, like landing
pages, where the provenance history of that specific wine or spirit is available and validated by every

node in the blockchain.

The main idea in all the services is to guarantee that every nod or consumer has a permanent record
of all the previous transactions added to the chain. All the services try to increase the trust among the
value chain and the end consumer. Only reliable and verified sources trade the goods from their
origins to the final consumer. They allow that every node that buys, retails, transforms, or adds value

to the product has a record of the previous transactions within the blockchain.

Even though the services allegedly use only reliable sources, diamonds still come from disputable
origins. Nonetheless, from the technological perspective, none of the services addresses known flaws
of blockchain. The lack of scalability might not be an issue for small consortiums. Still, scalability is
needed in industries with large-scale production, like wine or garments, where billions of transactions
happen every year. Due to the low throughput in blockchain, the services might not work accordingly
in some industries. Furthermore, all the services add a large amount of information to the block. The
ample storage of data can be costly and deepen the scalability problem. TrustChain, Tracr, and
Everledger are significant initiatives to increase trust among private agents, but the issues mentioned

must be addressed to keep the services viable and profitable.
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DATA TOKENIZATION: TOWARDS TRUSTED DATA MARKETS

By: Carlos Mufioz Ferrandis

INTRODUCTION

According to the European Commission, from 2020 to 2025, the data market will reach 82.5 billion
euros in the EU27. The latter is defined as the market where digital data is exchanged as products or
services derived from raw data (European Commission, ‘The European Data Market Monitoring
Tool’, 2020). Despite the foreseen EU data market growth and consolidation, there is currently a
conundrum related to data ownership rights and their protection, pertaining to non-personal and
personal data. Blockchain, and corollary to its tokenization, have risen as possible technical solutions

to the current legal uncertainty around data ownership and its protection.

According to the OECD, asset tokenization is the process of representation of pre-existing real assets
on a ledger by linking the economic value and rights derived from these assets into digital tokens
created on the blockchain. Current initiatives around the tokenization of data target a considerable
challenge: to enable what cannot be enabled by technical means by existing legal frameworks — 1.e.,

technically-enabled data property.

Under these circumstances, how can data tokenization provide trust to the different economic actors

of a data market?

DATA TOKENIZATION APPLIED IN PRACTICE

Kneron, Ocean Protocol, and Datum provide data tokenization services through their marketplaces.

Data tokens enable customers to both securely monetize and access data.

The three companies leverage blockchain capabilities for secure data storage. For instance, a
customer can store his/her personal or non-personal data in an immutable, encrypted, and flexible
way by choosing to which extent third parties can access the encrypted information. When it comes
to decentralization, Datum implements the concept of ‘Storage Nodes.” These provide computing
power and storage capacity in a decentralized way thanks to a blockchain database - e.g., BigChainDB

- which provides global storage capabilities for the submitted data.

With regards to data tokenization, these companies can convert the stored data into a digital asset
that the customer will manage within the platform. They enable the creation of ownership rights on
data by technical means —1.e., data tokens. As an example, in Ocean’s platform, data tokens can (and

are not limited to) give either perpetual or time-bound access to a dataset. Moreover, the latter can
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also provide either static or dynamic access to a dataset —1.e., access to a single file or a constant data

stream.

Data tokenization is placed at the center of a multi-sided market model. Taking a simplified approach,
on one side, data holders submit data to get it firstly encrypted and stored in the blockchain.
Subsequently, data tokens giving access to the encrypted dataset will be issued for the data holder to
trade with them and monetize his/her data. On the other side, the storage nodes are rewarded via
tokens (or fee-based models) to store data submitted by data holders. Finally, another angle of the
model integrates data consumers interested in getting access to specific types of datasets. The user will
then receive an access or purchase request from the data consumer, either proposing some terms or
abiding by existing ones implemented by a smart contract linked to the token. For instance, the user
will receive DAT tokens as payment within the Datum platform, and the decryption key will be sent

to the data consumer.

HOW DOES DATA TOKENIZATION IMPACT TRUST?

To extract the full benefits derived from data tokenization, it is crucial to secure trust among the
economic actors willing to operate in the data marketplace. To this end, security, privacy, user’s
control, flexibility, and monetization incentives are the baseline upon which trust is built-in data

tokenization platforms.

Security is provided by combining encryption mechanisms, decentralized data storage, and data
immutability by implementing tamper-proof protocols. As a result, and by providing the user with the
possibility for data anonymization, the user is given full control over his/her encrypted data and is
free to use it as s/he pleases. Once the data is stored, encrypted, anonymized, and related data tokens

are issued, both data protection and data ownership are enabled by technical means.

Technical control over the data provides the user with more asset flexibility on-chain than off-chain.
The user will be able to prevent unauthorized use of his/her data by third parties, s/he will be able
to trace who is accessing or requesting access to his/her dataset, and moreover, s/he will be free to
choose how to transact with his/her data. Thus, s/he enjoys his/her freedom of contract, which has
not been the case when subject to ‘take-it-or-leave-it’ agreements imposed by dominant data

aggregators — 1.e., user-centric approach.

From the side of data consumers looking to access specific datasets, the latter are incentivized by lower
transaction costs resulting from the elimination of the intermediary — i.e., the data broker. With
regards to companies collecting data from their users, data tokenization might provide them with the
opportunity to design new economic incentives for the users of their platforms to consciously share

their data. This new data collection model differs from the established one focused on platform access
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in exchange of personal data. However, from an operational perspective, it remains to be assessed
whether the benefits promised by data tokenization might overcome the switching costs of these
companies’ well established internal data collection processes. Although both models might not be

mutually exclusive.

However, even though trusted data monetization might well be the epitome of a data-driven

economy, the latter does not come without limits.

Data quality is a concern that might come up when assessing data tokenization. How can the
blockchain platform provider and 3 parties willing to access the data assess the quality of submitted

data? T'wo leading foreground solutions might be explored:

(1) Legally binding platform governance mechanisms where the data holder will be ultimately

responsible for the quality of the submitted data;

(11) for non-personal data, the intervention of regulated, automated entities (e.g., oracles as

data curators) in charge of attesting certain data features, such as accuracy.

Both suggestions might risk impacting users’ flexibility and control over their data while imposing
consumer safeguards. Hence, internal governance mechanisms might be needed to secure economic
actors' trust. Trust cannot rely on a ‘one-way-street’ definition benefiting one side of the platform
(data holders). Trust as a core standard in the blockchain realm should be secured for every economic
actor in the platform, thus including due consumer safeguards to balance the economic interests in

blockchain-enabled data platforms.

Other limitations which are not specific to data tokenization, and are present in blockchain settings
in general, are: (i) security-related concerns when it comes to potential risks of data breaks, as Ocean
Protocol clearly states in its terms of use (clause 3.6); (i) the lacking potential of cross-chain
interoperability, enabling data tokens from different data platforms to be exchanged — i.e., cross-

platform data transactions.

CONCLUDING REMARKS

Data tokenization provides users with the necessary technical features to own and secure their data
and thus be able to monetize it in several ways. Blockchain, therefore, provides data holders with a
technical architecture protecting the content, identifying its owner, and enabling the latter to trace

his data usage by 3 parties.
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Nonetheless, the above-discussed solutions might still be limited when providing efficient consumer
safeguards regarding data quality, and broadly, to protect platform users from potential cybersecurity
threats. Nonetheless, data tokenization has an immense potential to keep empowering the next
generation of prosumers by enabling users to exploit the full benefits of trusted data ownership, thus

creating new markets and new economic actors.

Upcoming legislative proposals such as the Data Governance Act, on the one hand, and new
regulatory tools such as sandboxes — e.g., Al Act’s data protection sandbox, might potentially have a
beneficial role in future data trading markets, and more specifically, in data tokenization
marketplaces. Nonetheless, the latter will have to be paired with solid platform governance practices
from the providers of these services, in order to secure data protection, veracity and quality, being

core incentives for data trading.
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BLOCKCHAIN IN THE MINING AND METALS INDUSTRY: PERSPECTIVES AND
LEGAL IMPLICATIONS

By: Gabriel Luchetti

INTRODUCTION

The sustainable development of the mineral industry is directly proportionate to the consolidation of
the regulatory framework upon which transactions and investments are implemented. This is
particularly true for the mining and metals industry segment, where investments are inherently risky
and long-term, consequently making the legal system an important variable within risk allocation.
Moreover, the overall industry demand 1s shifting towards more sustainable and responsible projects,
which is further requiring companies and governments to improve monitoring and enforcement of

environmental, social and governance standards throughout mineral extractive chains.

Because of the randomness of geological occurrences, mineral deposits will often be located in
underdeveloped legal systems, as mining investors will face a dilemma regarding whether to decline

the investment opportunity or internalize the legal risks and proceed with the new ventures.

According to a comprehensive study that examined different types of legal regimes governing mining
projects in 18 countries around the world*, in most jurisdictions, natural resources are owned by the
state and a right to explore and exploit (i.e., a “mineral right”) is typically granted to private
companies. The study highlights two primary systems under which states grant mineral rights, being:
(1) licensing system?, which is typical in well-developed mining jurisdictions; and (ii) contract-based
system®, which is more commonly observed in emerging jurisdictions.”

Therefore, in order to attract investments to the mining sector, governments must act in accordance

with established statutes (or contracts) and must not create regulatory distortions that harms security

of tenure®. Private mining entrepreneurs, in turn, must not only trust the government, but also allocate

David Kienzler and others, ‘Natural Resource Contracts as a Tool for Managing the Mining Sector’ (2015) 21
Columbia Center on Sustainable Investment Staff Publications.

A generally applicable legal framework that fully governs the rights and obligations of the state and private entities
and with very little room for negotiation of key provisions relating to the mineral right. This system has the benefits
of reducing opportunities for corruption and information asymmetries; whereas improving public oversight and
security of tenure (see Footnote #5).

Individually negotiated agreements providing for the key provisions of the mineral right, which regularly ends up with
poorly negotiated terms that confer limited benefits to the country and local communities. For this reason, the study
also identified a trend away from negotiated agréments and towards legislated terms to govern the rights and
obligations of the parties in a mining project.

Kienzler and others (n 1).

Meaning the legal certainty of the mineral title’s management ownership. If one government could simply expropriate
mining titles, there would be little ex ante incentives for mining entrepreneurs to invest in such jurisdiction. On the
other hand, if the criteria for cancellation and maintenance of mineral titles are clear and predictable, entrepreneurs
may feel safer to invest.
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several risks inherent to the mining business itself, particularly those related to compliance with ESG
Standards — as a breach along the extraction chain (child labor or environmental crimes, for instance)
can undermine the whole operation. Thus, the success of the industry varies as a function of trust in

both licensing and contract-based systems.?

More recently, blockchain technology has emerged as a valuable tool for enhancing the trust factor
within the mining and metals industry. Depending on the design of applications built on top of the
blockchain, the technology has the potential to improve governments’ ability to manage and grant
mineral rights by deploying smart contracts within blockchain-based platforms. Blockchain may also
improve market players’ ability to monitor compliance with regulatory and environmental standards
throughout extraction chains, as well as to further escalate trade, thus improving the trust factor within

the industry.

Due to the incipient development of blockchain technology, especially in the mining business, its legal
boundaries are not yet established, as there is great uncertainty regarding the legal validity and the
enforcement of legal rules in blockchain-based ecosystems. It follows that new legal rules will most
likely have to be implemented as the technology consolidates, so as to ensure a legal framework that

favors innovation without surrender of adequate regulatory principles.

In the following topics, this paper will address three use cases for blockchain technology in the mining
and metals industry, which have been briefly introduced above, namely: (i) blockchain-based smart-
contracts to grant and manage mineral rights; (ii) blockchain as a tracking platform to monitor and
enforce compliance with ESG standards throughout extractive chains; and (iii) blockchain as a
transactional platform for business-to-business mineral commodities trade. The following topics also

address the legal implications arising from such scenarios.

BLOCKCHAIN-BASED SMART CONTRACTS TO GRANT AND MANAGE MINERAL RIGHTS

The first use case for blockchain technology in the mining and metals industry relates to the
deployment of blockchain-based smart contracts to grant and manage mineral rights, particularly in

emerging jurisdictions still managing mineral rights through negotiated agreements (see footnote 3).

According to a report prepared by the prepared by the Columbia Center on Sustainable Development

per request of the German’s Federal Ministry for Economic Cooperation and Development!?, “/o/ne

Historically, both governments and private market players have carried out significant legislative efforts to design
legal rules that enhance trust. Some examples include (i) the Kimberly Process for certifying diamonds; (ii) the OECD
Due Diligence Guidance for Responsible Supply Chains of Minerals from Conflict-Affected and High-Risk Areas;
(iii) Section 1,502 of the United States Dodd-Frank Act; and (iv) the European Union’s conflict minerals regulation,
which came into force on 1 January 2021.

Kienzler and others (n 1).
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of the biggest criticisms of negotiating agreements s that it gives significant discretion to a small number of people, often
with little to no oversight, public consultation, or transparency. Given the financial potential and economic value of mining
agreements, discretion without proper accountability can create serious risks of corruption.” The report follows that
the issues arising from the contract-based system “have contributed to the global trend away from negotiated

mining contracts towards legislated terms to govern the rights and obligations of the parties in a mining project.”

Also, according to the report, the transition from the contract-based to the licensing system transition
can be slow and difficult due to the natural slowness of legislative processes, which is the reason why
the report suggests the adoption of model mining agreements!'! providing for the boundaries of

negotiable and non-negotiable terms to facilitate the transition between the two regimes.

In this regard, blockchain can be a convenient tool as the underlying platform upon which model
mining agreements are implemented and enforced via smart contracts — contractual arrangements

that facilitate replication whereas preventing content distortion of the base model.

In order to implement this structure, governments should deploy model mining agreements as smart
contracts in blockchain platforms. Blockchain technology would then facilitate public oversight and
consultation to the terms of the agreements, fostering transparency and increasing reputational costs
that would discourage the provision of wrongful terms and conditions. This could potentially narrow

the risk for corruption and undue influence on developing mining jurisdictions.

Furthermore, a framework in which the governance terms of mineral rights are transparent and easy
to monitor should considerably improve security of tenure in underdeveloped jurisdictions, to the
extent that it would reduce the subjective aspect on the negotiation (and, mainly, cancellation) of
mining agreements. This would enhance investor protection, enabling a reliable and predictable legal
framework for carrying out mining investments while underdeveloped jurisdictions shift towards

license-based systems.

Yet, it is important to address an apparent contradiction between blockchain’s essence of

decentralization and its use by governments, which are centralized institutions by definition.

For that matter, complete decentralization of the mineral rights management system is a suboptimal
structure, in the sense that governments would not admit the unrestricted exploration and exploitation
of mineral deposits which, as previously mentioned, are property of the state. Therefore, one should

consider a design tradeoff'in order to implement the blockchain as the underlying technology to grant

1" According to the report, “[t]he model is similar to a form contract in that it provides the general structure of the

agreement and most terms, all of which are non-negotiable, while including carefully delimited areas that are open for
negotiation, such as royalty rates within a certain range and community development and work commitments. It
strengthens the government’s position by narrowing the focus of negotiations”.
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and manage mineral rights — some degree of government control is imperative to the platforms’

governance rules, as well as mitigation measures with respect to encryption and user identification.

Therefore, the success of this scope of blockchain use case heavily depends to the governance and
design of the smart contracts to be deployed. Here lies the importance of the legal system to embrace

the technology.

As a key legal implication, mining jurisdictions will need to design legal rules that provide legal
certainty for model mining agreements deployed into blockchain platforms — that is, legal rules that
assure contract sanctity. In addition, there is also an institutional challenge of understanding the
dynamics of blockchain technology, which can be a challenge especially for underdeveloped
jurisdictions. Therefore, it 1s also necessary that public servants are qualified to understand the
blockchain framework and adopt an approach that embraces and incentives innovation, rather than

handling technological innovations with mistrust and skepticism.

At the time of writing, no governments using blockchain to manage mining rights have been
identified. If, on the one hand, this hinders concrete analysis about the legal implications of the
technology in the mining sector, on the other, it introduces a research agenda that will be relevant to
develop the appropriate legal boundaries to ensure that blockchain technology will be implemented

efficiently, without prejudice to adequate regulatory standards to the mining and metals industry.

BLOCKCHAIN PLATFORMS TO MONITOR AND ENFORCE ESG STANDARDS

A second use case for blockchain technology in the mining industry relates to blockchain as a platform

for tracking mineral supply chains, especially in high-risk areas (i.e., conflict minerals!?).

Several jurisdictions have been enacting legislation to prevent the exploitation of conflict minerals to
fund illicit activities. The legislative efforts also aim to improve compliance with ESG standards

throughout mineral supply chains, e.g., preventing child labor, environmental crimes, and corruption.

In this context, blockchain technology can be implemented as a platform for mining companies to
track their extraction processes, from the mining pits to end-user, to ensure that the operation is not
funding illicit activities and/or 1s ESG compliant. The ideas in this scope of application include private
blockchain consortia involving all market players (i.e., mining companies, investors, traders, and so

on). In this case, each node (i.e., market player) would be responsible for inputting data into the

12" According to the European Union, in politically unstable areas, the minerals trade can be used to finance armed groups,
fuel forced labor and other human rights abuses, and support corruption and money laundering. These so-called
'conflict minerals' such as tin, tungsten, tantalum and gold, also referred to as 3TG, can be used in everyday products
such as mobile phones and cars or in jewelry. It is difficult for consumers to know if a product they have bought is
funding violence, human rights abuses or other crimes overseas.
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blockchain, which would then be validated by specific nodes (in case of a private blockchain) or by
the remaining nodes (in case of a public blockchain). In both cases, however, it is important to note
that blockchain itself would not grant the validity of the data. The technology would have to be
combined with traditional due diligence methods (such as the OECD Guidance) to ensure that the

information mined into the platform is truthful.

The Responsible Sourcing Blockchain Network is a great example of a platform that tracks conflict
minerals’ supply chains, built on IBM’s blockchain. The platform aims at providing an immutable
audit trail that documents proof of initial ethical production of raw material and its maintenance from
mine to end manufacturer. It also aims at providing decentralized control, so no single entity can
corrupt the process, thus promoting trust, while enabling platform users to share proof of fact while
protecting confidential and competitive-sensitive data. Lowering costs through digitalization is also a

goal.

Another great initiative that illustrates this use case is ‘Minespider’, a company that deploys
blockchain protocols for responsible mineral sourcing. The application offers transparency and
traceability at every stage of the supply chain, addressing the conflict minerals issue and reducing

monitoring and due diligence costs while improving security.

Another use case 1s “I'racr’, which uses blockchain to store the diamond industry's digital assets, such
as origin and authenticity and 3D scanning data, allowing for the transfer of digital resources with the

trust of a valid transaction.

As mentioned, blockchain’s aspects of immutability, transparency, and security may be harnessed by
mining entrepreneurs to reduce due diligence costs and improve compliance with binding legislations,
such as the recently enacted European Union Conflict Minerals’ Regulation. Nonetheless, in this
scope of application, the technology is not sufficient by itself to ensure the trustfulness of the data
inputted into the platforms. Traditional due diligence methods would complement the company’s

operations alongside blockchain to create a valid and reliable tracking system.

As key legal implications, one should anticipate potential antitrust issues arising from the exchange of
competitively sensitive information between members of the blockchain, as well as the facilitation of

collusive/exclusionary practices from dominant market players operating in the blockchain.

Environmental authorities should also participate in the development of blockchain technology by
mining entrepreneurs, as it may facilitate monitoring of compliance with environmental requirements

laid out by licensing and inspection agencies.
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TRADING MINERALS AND COMMODITIES IN BLOCKCHAIN PLATFORMS

The third use case of blockchain application in the mining industry relates to a transactional platform

for business-to-business commodity trade.

Trading on top of blockchain platforms may turn out to be convenient as the technology may facilitate
(1) selling mineral products to local and export markets; (if) obtaining payment in a freely convertible
currency and to convert that currency into the currency which was initially invested (at an adequate
conversion rate); and (iii) the ability to service loans and to repatriate profits and capital — three

cornerstones of an investment-friendly regulatory framework as proposed by Pritchard.

One use case is Atomyze — a tokenization platform for commodities trading. The marketplace aims
at connecting investors, financial service professionals, and commercial users of metals and other
commodities. The goal is to modernize commodities trading and investment, improve supply chain
contracts’ management and create real access and liquidity for market participants. Blockchain
technology builds trust between the extractive chain and manages several smart contracts, thus

increasing the number of transactions in the industry.

As large corporations are further reporting sales being carried out on the blockchain,!3 key legal
implications relate to implementing a legal framework that protects transactions held in blockchain
platforms, as well as monitoring and inhibiting anticompetitive practices by dominant market players

operating in blockchain platforms.

13 Brazil's Vale conducts first iron ore sale via blockchain. Available at: Reuters Staff, ‘Brazil's Vale conducts first iron

ore sale via blockchain’ (Reuters, 3 September 2020) https://www.reuters.com/article/vale-sa-blockchain-
idUSSON2FMO032 accessed 9 June 2022.
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CENTRAL BANK DIGITAL CURRENCIES: REINFORCING PUBLIC TRUST

By: Hatvm Hussain

INTRODUCTION

The advent of distributed ledger technologies has ushered an ongoing financial system reform that
will potentially revamp the monetary and payment systems worldwide. At the forefront of this change
has been central bank digital currencies. Two years after China laid down the regulatory framework for its
central bank digital currency (CBDC), it launched a pilot of digital yuan a few months back.!'* With
many equity and debt securities already existing only in digital form, CBDC projects have been
implemented in Cambodia,'> Bahamas,!® and the Eastern Caribbean Central Bank,!” with larger
central banks such as the Swedish Riksbank,'® European Central Bank,'? German’s Bundesbank,?°

and the Bank of England?! is also exploring its use case.

A Central Bank Digital Currency (CBDC) is an electronic form of central bank money that could be
used (1) by institutions for improved settlement and payments in financial markets (wholesale CBDC)
or (i1) by households and businesses to make payments and store value, creating new opportunities for
payments and the Central Bank to maintain monetary and financial stability (direct/hybrid CBDCi).
Simply put, CBDC’s give individuals access to central bank account and can operate either as a

traditional bank account, or in a tokenised form on a blockchain.

Historically, payment systems for centuries have followed a two-tiered system, where the public has
accounts with commercial banks used to make payments and withdraw cash, and commercial banks

have accounts with the central bank. Technological innovations — such as credit/debit cards,

!4 Frank Tang, ‘China moves to legalise digital yuan and ban competitors with new draft law’ (South China Morning
Post, 27 October 2020) https:/www.scmp.com/economy/china-economy/article/3107119/china-moves-legalise-digital-
yuan-and-ban-competitors-new accessed 9 June 2020; Reuters, ‘China central bank launches digital yuan wallet apps for
Android, i0S’ (Reuters, 6 January 2022) https://www.reuters.com/markets/currencies/china-cbank-launches-digital-
yuan-wallet-apps-android-ios-2022-01-04/ accessed 9 June 2022;

15 Alice Shen, ‘Cambodia officially launches quasi-CBDC’ (Central Banking Institute, 2 November 2020)
https://www.centralbanking.com/fintech/cbdc/7705396/cambodia-officially-launches-quasi-cbdc accessed 9 June 2022.
16 Vipin Bharathan, ‘Central Bank Digital Currency: The First Nationwide CBDC In The World Has Been Launched By
The Bahamas’ (Forbes, 21 October 2020) https://www.forbes.com/sites/vipinbharathan/2020/10/21/central-bank-digital-
currency-the-first-nationwide-cbdc-in-the-world-has-been-launched-by-the-bahamas/?sh=e50db8e506eb  accessed 9
June 2022.

7 ECCB, ‘ECCB Digital EC Currency Pilot’ (ECCB, 12 March 2019) https://www.eccb-centralbank.org/p/about-the-
project#:~:text=The%2520Eastern%2520Caribbean%?2520Central %2520Bank,0f%2520the%2520EC%2520dollar%?25
20%252D%2520DCash accessed 9 June 2022

18 Swedish Riksbank, ‘The Riksbank’s e-krona project: Report 1’ (2017) Swedish Riksbank.

19 Martin Arnold, ‘ECB confident it can overcome challenges to create a digital euro’ (Financial Times, 22 October 2020)
https://www.ft.com/content/b6f0c233-0b35-45d1-8961-1c6599558d9b accessed 9 June 2022.

20 Jens Weidmann, ‘On the future of money and payments’ (Deutsche Bundesbank, 11 September 2020)
https://www.bundesbank.de/en/press/speeches/on-the-future-of-money-and-payments-843720 accessed 9 June 2022.

2! Bank of England, ‘Central Bank Digital Currency: Opportunities, challenges and design’ (2020) Bank of England
Discussion Paper.
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electronic transfers, small technologies, etc. — are ultimately cleared through this two-tiered payment
system. However, unlike past innovations, token-based payment systems such as those based on
distributed ledger technologies (DL T) pose a new and potentially radical challenge to existing financial
structures. While it resolves high intermediation costs and increases efficiency of payments, inherent

1ssues such as financial stability, data protection, privacy, and operational risks also arise.

It 1s also essential to understand three central bank digital currencies models to determine various
policy considerations attached to them. First, indirect CBDCis allow the customer to hold a claim on
an intermediary bank, while the central bank controls wholesale accounts such as those of the
intermediary. In this model, digital tokens are issued by the commercial bank which also handles
KYC requirements, including those pertaining to suspicious transaction reporting, identification and
customer due diligence. Here, the data of the consumer is stored by the financial intermediary who is
responsible for the safety and privacy of customer information (in a same way as cryptocurrency

exchanges currently store data).

Whereas, in a direct CBDC, everyone holds an account with the central bank, which issues the digital
currency and manages the permissioned system to clear transactions. While the central bank can enlist
intermediaries to do initial KYC, the central bank owns customer data on transactions. Finally, in a
hybrid CBDC, the private intermediary plays a larger role in transactions. In this model, the central
bank issues a digital token in place of cash, and depositors can withdraw digital tokens from their

accounts with the intermediary.

Primarily, central banks primarily have two motivations for CBDCis: (a) decline of cash as a means of
payment and (b) financial stability. Other factors leading to increased interest in CBDCs include

payments efficiency (both domestically and cross-border), financial inclusion, and safety.

BENEFITS OF CBDCs

Central bank digital currencies offer three key advantages in reinforcing public trust: (1) anonymity,
(1) account control, and (iii) opportunity for innovation. First, a crucial aspect of CBDCs operation is
its controllable anonymity — transactions through a DLT based digital currency are not anonymous
but use a pseudonym mechanism that discloses transaction data in full scale to PBoC as a sole third
party. This allows the central bank to keep track of personal data of the consumers while maintaining

anonymity at the user level.

Second, CBDCs employs a command and control-style architecture in which the regulators can
unilaterally freeze users’ funds, stop the flow of money, or control accounts directly and
instantaneously. This allows greater control over illicit flows of money and reinforces regulatory

control through money laundering and terrorist financing mechanisms.
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Third, CBDCs also lay the groundwork for digital wallets that users can link to conventional bank
accounts. The characterization of CBDCs as property even allows the general public to apply for
digital wallets without opening a bank account (but potentially, with strict balance limits). As a result,
issuing central bank digital currencies can extend financial services in poor, remote, and underbanked
areas and improve financial inclusion. For instance, in China, the e-CNY support for smart contracts
has led to new financial instruments, such as uncollateralized flash loans (automatically approved

loans) and the rise of decentralized financing (DeF1) mechanisms.

Advantages Disadvantages

Increasing efficiency & security of payments ~ Transaction monitoring is not typically the role
of central banks

e Making central bank money available to 1. Increased political influence over the
all economy

Strengthening the  resilience  of  retail Reduced role for commercial banks and
payments increased  authority of central  banks
(centralisation of authority)

. Disintermediating commercial banks Small numbers of proven use cases to date
and reducing their level of control

. Facilitating new  monetary policy Complex to implement technically
measures, such as use of negative
interest rates

2. Detecting and  discouraging
illicit transactions

In the current banking system, three types of monies exist: a central bank paper currency issued in the form
of small-denominated paper bills by the central bank, private bank digital currency provided by private
banks in the form of demand deposit liabilities and prwvately issued digital currencies issued by private
entities. In comparison with PIDCs, a CBDC has a clear benefit in combining some of the benefits of
digital currency to complement existing fiat-money whilst also having the support of existing financial
system and the ability to shape regulation. A CBDC offers in digital form the unique advantages of

central bank money: settlement finality, liquidity, and integrity.

In this respect, two further distinctions can be made: wholesale CBDCs and retaill CBDCs. While

wholesale CBDCs build on the current two-tier structure (which places the central bank at the
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foundation of the payment system while assigning customer-facing activities to PSPs) and are intended
for the settlement of interbank transfers and related wholesale transactions, retail CBDCs are a more
far-reaching innovation that modifies the conventional two-tier monetary system by making CBDC

available to the general public.

In effect, wholesale CBDCs can make central bank money programmable, to support automation
and mitigate risks. Besides, wholesale CBDCs are implemented on new technology stacks which

enables them to be designed with international standards in mind to support interoperability.

Let us now consider how CBDCis provide utility in operation. As the Chinese experiment with e-CNY
has revealed, It China’s CBDC does not change the existing money in circulation or create
competition with commercial banks. Rather, it leverages the two-tiered system (discussed above) to
keep existing monetary policy transmission as it is, thereby preventing any negative impact on how
the real economy operates. It also prevents disintermediation by settling into the existing financial
system and by retaining the role of intermediaries. Finally, the model is extremely cost effective,
improves money circulation, and enhances user-friendliness of payment services. On the legal front,
the draft regulatory framework grants e-CNY the status of a legal tender and categorises it as a
property bound by Chinese property law.?? Digital yuan is also subject to existing anti-money
laundering and counter-terrorist financing regulations. It places high fiscal penalties for those

attempting to make or sell digital tokens that replaces RMB in circulation.?

Three salient features of e-CNY, based on PBoC’s 80+ patent filings include: (1) anonymity, (i1)
account control and (iiil) opportunity for innovation.?* First, a crucial aspect of e-CNY’s operation is
its controllable anonymity — transactions through China’s CBDC are not anonymous, but use a
pseudonym mechanism that discloses transaction data in full scale to PBoC as a sole third party. This
allows the central bank to keep track of personal data of the consumers while maintaining anonymity

at user level.

Second, the Chinese CBDC employs a command and control-style architecture in which the regulators
can unilaterally freeze users’ funds, stop the flow of money or control accounts directly and
instantaneously. 7Third, e-CNY also lay the groundwork for digital wallets that a user can link to
conventional bank accounts. The characterisation of e-CNY as property even allows the general

public to apply for digital wallets without opening a bank account (but with strict balance limits). As

22 The People’s Bank of China, ‘Notice of the People's Bank of China on Public Comments on the Law of the People's
Republic of China on the People's Bank of China (Revised Draft for Comments)’, (The People’s Bank of China, 23
October 2020) http://www.pbc.gov.cn/goutongjiaoliu/113456/113469/4115077/index.html accessed 9 June 2022.

B YICAL ‘The central bank solicits public opinions on the Law of the People's Republic of China on the People's Bank
of China’ (YICAI, 23 October 2020) https://www.yicai.com/news/100810505.html accessed 9 June 2022.

24 Perianne Boring and Marc Kaufman, ‘Blockchain: The Breakthrough Technology of the Decade and How China Is
Leading the Way — An Industry White Paper’ (2020) Chamber of Digital Commerce.
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a result, 1ssuance of e-CNY can extend financial services in poor, remote and underbanked areas and
improve financial inclusion. An e-CNY support for smart contracts may led to emergence of new

financial instruments, such as flash loans (automatically approved loans).

Among other considerations, two other benefits of the CBDCs stand out from a public good
perspective. First, it enhances payment systems rather than replacing them. Second, it promotes

significant financial inclusion.

MAJOR CHALLENGES:

Technological innovation is a double-edged sword. While the Chinese CBDC framework presents
numerous opportunities, there are also profound associated risks such as consumer protection,
adequacy of existing legal frameworks, monetary policy implications, potential for illicit activities and
financial instability. This has been evident since the invention of bitcoin in 2009, as well as with the
emergence of stablecoins such as Facebook’s Libra — raising questions about the readiness of current
financial systems to adopt these technologies. 2 Evidently, half-baked innovations could be
destructive, CBDCs should therefore map coverage of all critical standards, including investor
protection rules, principles for financial market infrastructure and legality. The Chinese CBDC falls
severely short of this threshold. There are many concerns, but I delve into two key aspects in detail:

(A) privacy and (B) identity verification.

Privacy: Permission-less cryptocurrencies such as Bitcoin were designed specifically to not be
controlled by the state. On that basis, use of CBDC requires additional regulatory and compliance
support. With controllable anonymity features in a CBDC, while built-in compliance rules may help
in detecting criminal activities such as terrorist financing, tax evasion or money laundering, it also lays
the foundations for large-scale abuse and human rights violations, enabling the government (and
potentially private operators like banks) to track individuals with an unprecedented level of

granularity. Specifically, two types of privacy considerations arise:

1. Identity Privacy: the practice of using pseudonyms (ex: S. Nakamoto =’1234", with 1234 being
the pseudonym) rather than persistent identifiers to provide anonymity in a CBDC is a fragile
design. In case of Bitcoin, the pseudonym (also called address) is the hash of the public key,
which does not reveal any information about the user to whom it is tied. However,
pseudonyms can leak information about actual participants in the transaction in two ways: (1)
hackers can cluster pseudonyms together to identify them according to common transaction

patterns and tagging addresses with real world owners (websites such as WalletExplorer

2 Financial Times, ‘Federal Reserve sets out regulatory challenges facing Facebook’s Libra’ (Financial Times, 16
October 2019) https://www.ft.com/content/ef650f9a-f052-11e9-ad1e-4367d8281195 accessed 9 June 2022.
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already offer these solutions,?6 for bitcoin network) and (i) by exploiting the underlying
communication network infrastructure i.e. the Internet (for instance, when a user initiates a
transaction involving CBDC, they must send a message over the internet to the central bank.
An attacker with access to internet infrastructure may identify the point of origination i.e. the

IP address and link it to a person’s hardware).

2. Transaction privacy: in a CGBDC, input data beyond identity privacy (such as
transaction amounts) are stored on-chain and entrusted to validator (ex. central bank) who
can decrypt confidential data. Placing complete trust in a central bank to protect privacy,
however, involves a trade-off — a single breach of the permissioned ledger can expose the
identities and financial histories of millions of users at once (an example of this is the Equifax
data breach,?” which affected nearly half of the US adult population. Centralisation of data in

case of the CBDC thus creates complex privacy considerations.

A typical consequence of privacy is also incidence of fraud. An identity thief could be a hacker in an
‘X’ country not subject to compulsion under the laws of CBDC’s jurisdiction. In case of fraud,
CBDC’s administrators must be capable of modifying the transaction (or reverse/alter it) in
accordance with legal system of the country to ensure justice to the aggrieved. There is also a need to
verify when the transaction should be modified, so an infrastructure which interfaces with agents
capable of giving trusted instructions for modification is essential. In its current form, the irreversible
character of cryptocurrency transactions makes the recourse path impossible. Besides, a dispute
resolution mechanism to settle litigations requires evidence (such as IP address of the thief, history of
attempted transactions etc.). Given the pseudo-anonymous nature of CBDCs, the authorities may be
unable to capture these details. This conflict with judicial mechanisms is a major drawback of a

CBDC.

It is also not clear that a CBDC based on public blockchain can ever ensure compliance with GDPR
disclosure limitation and rectification rules. Achieving a solution that combines privacy with
performance, trust and easy adoption is difficult. For a CBDC, the challenge is not whether
technological building blocks for such designs exist (they do) but to build them into operational, secure

and privacy-preserving systems.

Digital Identity Verification: Decentralised cryptocurrencies are inherently designed to avoid

identification, through use of cryptographic public and private keys. This raises a key question for
CBDCs as identity checking or ‘Know Your Customer’ (KYC) is necessary to facilitate payment

transactions. A CBDC adopts the same approach as Financial Intelligence Units do in case of

26 WalletExplorer, ‘Bitcoin block explorer with address grouping and wallet labeling” (WalletExplorer, 2022)
https://www.walletexplorer.com accessed 9 June 2022.
%7 Hal Berghel, ‘Equifax and the Latest Round of Identity Theft Roulette’ (2017) Computer 72.
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cryptocurrency exchanges for AML purposes — delegate identity checking to commercial banks.
However, this puts payment systems at great risk because they are exposed to security attacks. Just as
cryptocurrency exchanges have been hacked consistently in the past,?® it is possible for commercial
banks to be compromised, severely affecting financial stability. Any potential attack on commercial

banks does not only affect financial system, but also risks identity theft of consumers.

Another question concerning identity verification for a CBDC is kow a customer’s identity is verified,
especially in cases where a plethora of proxies are used by the users of CBDC. Few approaches to

tackle this, and their trade-offs are:

e In-person checks: use of a government issued ID or passport to complete verification at branch

office,

e Online checks: video identification services (this approach has the same issues that absence of

identity layer on internet raises),

e Use of weak digital identity proxies: such as email, phone no., IP address or CAPTCHA (all of

these can be faked, however),

e Biometrics: use of biometrics for CBDC verification raises profound security and privacy issues
(ex: India’s Aadhaar??) especially when used for identity features (in this case, a central bank not
only records biometrics, but also has to compare with biometrics of all others, which requires data
to be centralised and stored with the central bank, and thus, providing a single point of

compromise),

e Self-sovereign identities: this approach involves users collecting digital attestations of identity from
an institution so as to reproduce the same when demanded. Self-sovereign identities may form a

viable identity basis for CBDCs but are currently immature given their low acceptance rates.

Beyond privacy and identity issues, several other concerns abound. Central banks are usually lenders
of the last resort, use of CBDC thus greatly enlarges the commercial footprint of PBoC, extending (to
some extent) the role of central bank in financial intermediation. This way, a CBDC also goes against
the objectives of digital currency’s decentralised nature (increasing both political and economic power

of government).

B IDEX, ‘A Complete List of Cryptocurrency Exchange Hacks [Updated]” (IDEX, 17 July 2020) https:/blog.idex.io/all-
posts/a-complete-list-of-cryptocurrency-exchange-hacks-updated accessed 9 June 2022.

29 Subhashis Banerjee and Subodh Sharma, ‘Privacy Concerns with Aadhaar’ (2019) 62(11) Communications of the ACM
80.
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The other major challenge with a CBDC is the usability of wallets, particularly key management. Since
the inception of Bitcoin, more than 4 million (~25% of total) bitcoins have disappeared forever.3°
Daunting key management has led to emergence of custodial services such as Coinbase, 3!
paradoxically centralising systems originally meant for decentralisation. The need for financial
intermediaries such as custodial services also go contrary to the goal of financial inclusion of the
CBDC. It begs the question: if CBDC still requires intermediaries, how is it different from traditional

fiat currency operating in the market currently?
PoLiCY CONSIDERATIONS

The risk of CBDCs is complex, requiring several technological, legal, and financial considerations. A
key decision thus remains to analyse if CBDC create more problems than it solves. Even with the
desire to encourage new technologies, allowing large scale payments to be made through vehicles
which are (a) excessively costly to audit (due to associated technical and operational costs) and (b)

which requires a new regulatory framework, is quite risky.

Policy responses can be twofold. First, it is crucial to implement regulations to mitigate adverse effects
of digital yuan, such as state-controlled data monopolisation. This should be done to resolve concerns
around consumer consent, data ownership and data collection/dissemination procedures. Second,
public sector should play an active role in providing core foundational infrastructure and encourage
innovation to promote level playing field. Essentially, the role of central banks should not transform
to being a monopolistic state bank, but retail payments/loans should be encouraged from private
sector by setting up sandboxes/innovation offices. A good example is the evolution of internet, made
possible by common adoption standards such as TCP/IP. In this regard, developing countries which
lack legacy infrastructure are best placed to leapfrog existing payment architectures and associated

vested interests (for instance, India’s efforts to build digital infrastructure called ‘IndiaStack’?).

Specifically, given that pseudonymous accounts only offer weak privacy (as explained 