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ABSTRACT
Diffusion processes in large networks have been used to model many real-world phenomena,
including how rumors spread on the Internet, epidemics among human beings, emotional con-
tagion through social networks, and even gene regulatory processes. Fundamental estimation
principles and efficient algorithms for locating diffusion sources can answer a wide range of
important questions, such as identifying the source of a widely spread rumor on online social
networks. This book provides an overview of recent progress on source localization in large net-
works, focusing on theoretical principles and fundamental limits. The book covers both discrete-
time diffusion models and continuous-time diffusion models. For discrete-time diffusion mod-
els, the book focuses on the Jordan infection center; for continuous-time diffusion models, it
focuses on the rumor center. Most theoretical results on source localization are based on these
two types of estimators or their variants. This book also includes algorithms that leverage partial-
time information for source localization and a brief discussion of interesting unresolved problems
in this area.

KEYWORDS
source localization, diffusion processes, epidemic processes, Jordan infection center,
rumor center, large networks, social networks
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Preface
We are living in an ever-connected world because of the proliferation of the Internet, mobile
devices, and online social networks. Mathematical modeling and analysis of diffusion processes
in large networks can help us understand many of the phenomena and problems in this net-
worked world—such as epidemic threshold (i.e. the condition under which an epidemic will
break out) and influence minimization/maximization on social networks—and have therefore
become a research topic of great interest in recent years. This book studies retrospective analysis
of diffusion in networks, in particular the question of how to find the source or sources of a
diffusion process given incomplete information on both the network and diffusion. This book
is a result of exciting research by the authors since 2011. It is suited for graduate students and
researchers who are interested in this problem of large network diffusion. The goal of the book is
to provide an overview of key theoretical discoveries on this topic. We feel it is more important
for readers to understand the intuition behind the results than to know the detailed proofs that,
in some cases, can be quite tedious. Therefore, throughout this book, we use examples to explain
the analysis and present simplified proofs based on additional assumptions.

ORGANIZATIONOFTHEBOOK
We start this book by discussing the motivation and background of the source localization prob-
lem in Chapter 1. Chapter 2 focuses on discrete-time diffusion models and source estimators
based on the Jordan infection center. Starting from tree networks and independent cascade
models, we introduce the short-fat tree (SFT) algorithm based on the Jordan infection center
and show that the estimator identified by the SFT is the maximum likelihood (ML) estimator
of the diffusion source. Then, we consider the Erdos-Renyi random graph and present condi-
tions under which the source is the unique Jordan infection center with high probability. We
further introduce NETSLEUTH, which is a heuristic source localization algorithm for general
networks.

Chapter 3 introduces rumor centrality and rumor center for continuous-time diffusion
models. We first prove that the rumor center is the ML estimator of the diffusion source on
regular tree networks, and then present source localization algorithms based on rumor centrality
for general networks. Fundamental limits on the detection probability of rumor center are also
included.

In Chapter 4, we introduce algorithms that use partial timestamps—the times at which
nodes were infected—for locating the source. Besides providing a source estimator, these algo-
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rithms rank the nodes according to their likelihood of being the source, which can be very useful
in practice. Finally, in Chapter 5, we briefly discuss several unresolved problems in the field.

Lei Ying and Kai Zhu
June 2018
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