
Editorial

Patient privacy in the COVID-19 era: Data
access, transparency, rights, regulation
and the case for retaining the status quo

Joan Henderson, BAppSc (HIM) (Hons 1), PhD (Med)

Initiated in response to the COVID-19 pandemic, a range of

new techniques and delivery processes have been

developed that functionally change access to clinical

care, and significantly challenge governance of

information associated with these services. Many

countries have overarching privacy legislation in place

for protection of personal and patient information, but

sudden and rapid changes to services (e.g. telehealth,

COVID-19 testing stations, rapid access to pathology

results, tracking apps) were introduced well ahead of any

considered legal protections for patient privacy and

governance of these processes.

Lenert and McSwain (2020) proposed changes to cur-

rent regulations in the United States because they limit

collaboration on patient care and research to constrain

the virus and understand its sequelae. Similar regulatory

protections for personal and health information exist in

Australia (Office of the Australian Information Commis-

sioner, 2020) at both state and federal levels. For more

than a decade, researchers have criticised the limitations

that these protections place on epidemiological research,

arguing that processes such as obtaining consent cause

time delays and reduce research efficiency; create selec-

tion bias (Tu et al., 2004); lack clarity in defining “de-

identified,” “re-identifiable” and “non-identifiable”; and

that, while there is little evidence of complaints or pri-

vacy breaches in health research (O’Keefe and Con-

nolly, 2010), there is a real possibility for actual harm

from lack of access to individual medical records by

bona fide researchers (Peto et al., 2004). Privacy restric-

tions on linking disease registries with other necessary

patient information is a further complication (Gun,

2005). Privacy, however, is a “qualified fundamental

human right” (United Nations, 1948), requiring protec-

tion (Warren and Brandeis, 1890). The right to privacy

and confidentiality for health information has a long

history:

And whatsoever I shall see or hear in the course of my pro-

fession, as well as outside my profession in my intercourse

with men, if it be what should not be published abroad, I will

never divulge, holding such things to be holy secrets. (Hippo-

crates (circa 320 BCE) in Jones (ed.), 1868)

An Australian Medical Association survey in 2005 found

that patients had “strong concerns” about the privacy and

security of their medical record information, even when

de-identified. Their greatest reported concern was that their

private health information could be sold for profit without

their permission; 81% said their doctor should ask for per-

mission before providing their de-identified medical infor-

mation even for research (Australian Medical Association,

2005). More recent studies indicate that patient attitudes

remain much the same (Kalkman et al., 2019). Patients may

support sharing their health information for research, but

their reservations remain high and their support conditional,

due to concerns about privacy, security, control, responsibil-

ity and accountability.

Coronavirus has moved the goalposts. From a purely

epidemiological perspective, there is an argument for pri-

vacy regulation “work-arounds” for the common good. In

other circumstances (e.g. border closures, social distancing,

compulsory mask-wearing) the rights of the individual are

restricted, with limitations imposed for communal safety.

The need for immediate patient information is imperative

for contact tracing, public health reporting and appropriate,

timely clinical care, but whether or not the pandemic has

changed patient attitudes is unknown.

Historically, patients felt assured that their “physical”

paper-based medical records were stored securely by their

health professionals. This system had considerable limita-

tions from a care provision perspective. Through digital

transformation, patient data are increasingly aggregated,

accessible and arguably less secure, in correlation with

pressures on patients to accept imposed change. The result

is a lack of trust and a general lack of confidence in the

ability of well-meaning data recipients to provide adequate
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protection to health data. At the performance level, some

innovations have proved limited to the degree that the

trade-off between privacy and access to information is

unconvincing. For example, the Australian COVID-19 Tra-

cing App introduced in April 2020 (Australian Government

Department of Health, 2020), at a cost of more than

Australian $2 million (Sadler, 2020), has so far failed to

locate anyone not found through manual tracing. Several

reasons have circulated for its failure: it didn’t function

adequately with iPhones; contacts had to be within a

1.5-m radius for at least 15 minutes (surface contact trans-

fer can occur in much less time). However, one of the main

reasons was the low uptake. For the tracing app to be effec-

tive, around 60% of the population needed to be involved

(Hinch et al., 2020), yet fewer than 25% of Australians

download the app (Patton, 2020). The low participation

possibly reflected a populace lacking confidence in their

government’s capacity to deliver something useful given

their recent track record of problematic IT innovations: the

2016 Census (“crashed” in its first foray from paper to

online format) (ABC News, 2016); the My Health Record

(similarly “crashed” when online applications opened)

(McCauley, 2018); and “Robo-debt” (significant

computer-generated overpayments were erroneously raised

against social security recipients) (Hayne and Doran,

2020). Another “trust” factor may be associated with the

data from the tracing app being stored by a foreign com-

pany (Amazon Web Services) (Sadler, 2020).

The My Health Record initiative displayed similar parti-

cipant uptake reluctance. After low “opt-in” registrations,

the government changed tactics to “opt-out.” Given its cost

and potential, it seemed a logical move so that the majority

of the population would benefit from the system. It is

unknown whether the one-in-ten who opted out did so

through pique (the removal of their option to join, based

on an informed decision); through distrust of the government

“owning” their health data; through concern that data can

also be disclosed to law enforcement and other government

agencies (Australian Government Department of Health,

2020); or that the government could not guarantee protection

of their privacy from accidental breaches or deliberate hack-

ing. Given these concerns, it appears reassuring that so few

opted out, and 90% of Australians now have a My Health

Record (Australian Digital Health Agency, 2019). However,

as of January 2020, only 12.9 million (56.9%) of the 22.65

million records created had any content, and only 2.07 mil-

lion (9.1%) records had been accessed by individual patients

(Taylor and Corderoy, 2020). Public reluctance to become

actively involved remains.

The two examples above required a high degree of trans-

parency to reassure the population on governance issues,

but COVID-19 has also boosted opportunities for other,

less transparent commercial organisations to expand their

markets. An increasing number of telehealth, appointment

booking and pre-screening services present potential risk to

privacy of which patients may not be aware. For example,

HealthShare’s BetterConsult for General Practitioners

(GPs) (BetterConsult, 2020) is self-described as “a time

saving pre-consultation tool that captures your patients’

symptoms, medication and other relevant clinical informa-

tion. It then translates the data into concise medical notes,

read for review before the consultation.” General practices

register with the service; when a patient books an appoint-

ment, the patient is sent “a secure link to a structured pre-

consultation interview” (BetterConsult, 2020). This system

is integrated into most of the leading GP clinical software

products. It is not the first of its kind; HealthEngine has

been in operation since 2006 and offers appointment con-

nections to GPs, dentists and allied health professionals

(HealthEngine, 2020a). The company recently released a

report (based on a convenience sample of 730 practices) on

the uptake of telehealth during April–June 2020 (HealthEn-

gine, 2020b), which provided interesting feedback about

who, how, where and why the (de-identified) respondent

patients accessed telehealth care. These connection provi-

ders have potential to deliver positive and convenient ser-

vices, but there are many questions unanswered in terms of

governance and privacy protections for the data they col-

lect. Both recommend that patients read their privacy pol-

icy and terms of use statements (collectively between 8000

and 11,000 words for each company) but how many

patients will do so – or comprehend them? Pain is distract-

ing, and over 65% of Australian GP-patient encounters

involve management of a condition likely to be causing

pain or distress at the time of their consultation; one in

three are over 65 years of age, and 10% are from a non-

English-speaking background (Britt et al., 2016). The

amount of personal and health information collected

through these platforms is comprehensive, and one of these

companies has recently been fined Australian $2.9 million

“for publishing misleading patient reviews of medical prac-

tices and sharing patient contact information with private

health insurance brokers,” the latter having earned them

more than Australian $1.8 million (Bungard, 2020).

The lack of clarity around the governance of patient infor-

mation collected through these systems raises other ques-

tions: Do patients feel obliged to use this service if they

want to see the GP? Are they informed that it is not condi-

tional? Might they feel that refusal may impact on the care

they receive? Do they understand that this provider now

“owns” whatever information they have entered or do they

think this is part of their GP record? If they don’t understand,

how can this be considered “informed” consent for

“secondary use” of their information? Are clinicians aware

that the company is using preconsultation interview data, in

what circumstances, possibly releasing it, to whom, and for

how much? What are the medico-legal implications for the

GP/practice if patients do not have full understanding and

there is a complaint? Do the clinical professional organisa-

tions approve of their use? Have their Ethics Committees

had any input? Ultimately, how informative are these data-

sets given they are non-probability (convenience) samples,

unlikely to be representative of the population, and therefore

not reliable sources for extrapolation of any analysed find-

ings? It is paradoxical that so much is spent on “data” of such

limited value when, in order to produce valid, reliable infor-

mation, qualified researchers must demonstrate achievable
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goals, rigorous methods and ethical scrutiny of their govern-

ance to win highly competitive funding.

This pandemic notwithstanding, the argument that

patient privacy should be compromised for such minimal

benefit is unconvincing. There is little advantage in easing

legislative protections, and much to be gained by increasing

privacy and governance restrictions on services making

substantial financial gains from patient health information.

Conversely, it is time to demand plain language explana-

tions, ethical oversight and mandatory inclusion of person-

nel with knowledge and experience in the governance of

health information, so patients, clinicians and the owners of

these convenient services are all protected appropriately.
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