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In order to improve and sustain their competitiveness over time, organisations nowadays need to undertake different initiatives to
adopt frameworks, models and standards that will allow them to align and improve their business processes. In spite of these efforts,
organisations may still encounter governance and management problems. This is where Risk Management (RM) can play a major
role, since its purpose is to contribute to the creation and preservation of value in the context of the organisation's processes. RM is a
complex and subjective activity that requires experience and a high level of knowledge about risks, and it is for this reason that
standardisation institutions and researchers have made great efforts to define initiatives to overcome these challenges. However, the
RM field nevertheless presents a lack of uniformity in its terms and concepts, due to the different contexts and scopes of application,
a situation that can generate ambiguities and misunderstandings. To address these issues, this paper aims to present an ontology
called SRMO (Software Risk Management Ontology), which seeks to unify the terms and concepts associated with RM and provide an
integrated and holistic view of risk. In doing so, the Pipeline framework has been applied in order to assure and verify the quality of
the proposed ontology, and it has been implemented in Protégé and validated by means of competency questions. Three application
scenarios of this ontology demonstrating their usefulness in the software engineering field are presented in this paper. We believe
that this ontology can be useful for organisations that are interested in: (i) establishing an RM strategy from an integrated approach,
(ii) defining the elements that help to identify risks and the criteria that support decision-making in risk assessment, and (iii) helping

the involved stakeholders during the process of risk management.

CCS CONCEPTS e« Software and its engineering ~Software creation and management ~Software development process

management ~Risk management

Additional Keywords and Phrases: Risk Management, Integrated Risk Management, Risk Ontology, ISO 31000

Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made
or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this
work owned by others than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to
redistribute to lists, requires prior specific permission and/or a fee. Request permissions from permissions@acm.org.
© 2022 Copyright held by the owner/author(s).
1049-331X/2022/1-ART1 $15.00
http://dx.doi.org/10.1145/3498539
ACM Trans. Softw. Eng. Methodol.



1 INTRODUCTION

Nowadays, software organisations use different management approaches to improve the success of their projects and
optimise their processes [47]. This has led to great efforts and changes in these organisations, in an attempt to adapt to
the new business environments and thus respond quickly and accurately to current markets [38], and has led to an
evolution and transformation in the organisational structure and culture [107].

However, despite these efforts, organisations - whatever their size and field [22,133] - are still exposed to various
types of risks that threaten their organisational and operational structure. Many of these risks are sometimes difficult
to identify, leaving organisations deeply uncertain as to when they might occur and how to respond correctly [122].
This is where Risk Management (RM) becomes a key challenge for most organisations, as it requires a well-defined
process that is aligned with the organisation's objectives [8]. In addition, it requires organisations to pay careful
attention, as RM can contribute to reduce risks in business processes, financial losses, damage to the reputation or
image of the business, etc. [125]. Risks therefore reflect both opportunities for profit and threats to success [57] and
not addressing them could lead to a reduction in an organisation's market share [110]. All this makes RM a key
strategic activity that could help towards the success of the business [57].

As a result, organisations make great efforts in taking decisions on the selection and adoption of approaches that
will best suit their needs and effectively manage risks [112]. However, they are then faced with a wide variety of RM
approaches, which are defined by standardisation institutions and researchers, making it more difficult to choose the
most appropriate one [112]. Many of these have been developed for specific contexts or sectors of application and to
meet diverse needs [3] (e.g., corporate, project, information security, IT services, etc.). On the other hand,
organisations often use different RM approaches and practices, with the result that RM is not done systematically
[108]. The application of diverse RM proposals involves a lack of consistency in the terminology associated with risks
[12], where different terms can be used without a clear and coherent semantics, and this could lead to a deficient
understanding of RM activities and therefore to a poor implementation [27].

To address the aforementioned issues, this paper proposes a domain ontology called SRMO which aims to help
reduce the ambiguity of the terms and concepts associated with the RM domain. This ontology provides the key
elements to support the definition and establishment of a risk management strategy (RMS) based on an integrated
approach, which enables organisations to have a holistic view of risks. This is known in practice as integrated risk
management (IRM). In other words, a form of risk management that "addresses risks across a variety of levels in the
organisation, including strategy and tactics, and covering both opportunity and threat” [20]. In addition, it provides a
multidimensional view of risk that helps to identify and evaluate the effects that risks have on the value of the
company. This is achieved through a coherent and organised approach, which enables the implementation of an RMS
at all levels of the organisation, instead of a traditional or tactical implementation with a limited scope [85], [84]. RM,
therefore, should not be carried out in isolation, but instead integrated into all structures and decision-making
processes and should be linked directly to the achievement of objectives at all levels, since an RM that does not aid in
decision-making may end up being simply ignored [127].

The SRMO derives from the analysis, comparison and integration of the terminology associated with RM contained
in different standards, frameworks and models widely recognised by the industry such as ISO 31000, COBIT, PMBOK
and CMMIL This ontology facilitates the definition of elements that will enable the identification of the different
sources and risk factors that may affect the organisation's assets. It also establishes the risk criteria that will support
the decision-making process during the risk assessment process. Furthermore, it provides support to interested parties

during the RM process, to carry out an adequate management of all the information related to risks. SRMO is a generic
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ontology, independent of an RM approach, which can be employed by any type of organisation and applied in the

context of the software life cycle.

The remainder of this paper is organised as follows. Section 2 discusses the background to this research and the

analysis of related research, plus the conceptual premises used for the development of this proposal. In Section 3, the

issue of ontologies, and the methodology adopted for the elaboration of this proposal, is described. Section 4 presents a

common ontology for software RM that provides for the harmonisation of the terminology and concepts associated

with this domain, along with the description of its implementation. Then, an evaluation of the ontology and the

popularisation of its results is presented in Section 5. A general discussion about the contributions of this ontology is

contained in Section 6. Finally, the conclusions are presented in Section 7.

2 BACKGROUND

2.1 Risk management in main standards & frameworks

Nowadays, at a business level, there is an outstanding use of standards, management and governance frameworks that

encompass RM and that are intended to help achieve the goals and objectives of the organisation, as well as to guide

professionals in obtaining good results and gaining an awareness of this management practice. Some of the standards
most widely used and recognised by the industry as good practices are ISO 31000, COBIT, PMBOK and CMMI
[9,21,22,37,100,132]. A summary of the main characteristics of each of these approaches that support RM is shown in

Table 1.
Table 1: Summary of the approaches that support risk management
Characteristic Approach
15O 31000:2018 COBIT 2019 PMBOK® Guide - 6th Ed CMMIV 2.0
Name Risk management - Objectives for Information  Project Management Body of  Capability Maturity Model
Guidelines and Related Technology Knowledge Integration
Organisation Developer 1SO - International ~ Information Systems Audit  Project Management Institute CMMI® Institute an  ISACA
Organisation for and  Control  Association  (PMI) Enterprise
Standardisation (ISACA)
Version 2018 2018 2017 2018
Application Domain Overall Governance of enterprise IT Projects Development,  Services,  Supply
(GEIT) management and People
management
Organisational N/A N/A N/A Yes
Certification
RM Processes or 1 Processes and 6 major 2 Processes (EDMO03 and 1 knowledge area (11- Project 1 practice Area (Risk and
practices subclauses: APO12) and 9 practices. Risk Management) and 7 Opportunity Management - RSK) and
6.2 communication and EDMO03 Risk Optimisation: processes: 8 practices:
consultation EDM03.01  Evaluate risk  11.1 Plan Risk Management RSK 1.1 Identify and record risks or
6.3 scope, context, criteria management 11.2 Identify Risks, opportunities and keep them updated
6.4 Risk Assessment EDMO03.02 Direct risk 11.3 Perform Qualitative Risk ~ RSK 2.1 Analyse identified risks or
6.4.2 Risk identification management Analysis opportunities
6.4.3 Risk analysis EDM03.03  Monitor  risk 114 Perform Quantitative RSK 2.2 Monitor identified risks or
6.4.4 Risk evaluation management Risk Analysis opportunities and communicate
6.5 Risk treatment 11.5 Plan Risk Responses status to affected stakeholders
6.5 Monitoring and review APO12 Manage Risk: 11.6 Implement Risk ~ RSK 3.1 Identify and use risk or
6.6 Recording and reporting APO12.01 Collect data, Responses opportunity categories
APO012.02 Analyse risk 11.7 Monitor Risks RSK 3.2 Define and use parameters
APO12.03 Maintain a risk for risk or opportunity analysis and
profile handling
APO12.04 Articulate risk RSK 3.3 Develop and keep updated a
APO12.05 Define a risk risk or opportunity management
management action portfolio strategy
AP012.06 Respond to risk RSK 3.4 Develop and keep updated
risk or opportunity management
plans
RSK 3.5 Manage risks or
opportunities by  implementing
planned risk or  opportunity
management activities.
Support to IRM Yes Yes NJ/A (this is possible through  Yes

[105])
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RM Tools N/A N/A Yes Yes (implicit in the document itself)

RM Techniques Yes (through ISO 31010 [67]) N/A Yes Yes (implicit in the document itself)
RM Metrics N/A Yes N/A N/A

RM Goals N/A Yes Yes N/A

Artefacts/Work Products N/A Yes Yes Yes

Capability Level N/A Yes N/A Yes

Roles and N/A Yes N/A N/A

Responsibilities

Abbreviations - N/A: not applicable.

ISO 31000 was considered as it is the international standard designed to carry out the implementation of risk
management in any type of organisation. Finally, it is important to note that one of the most relevant aspects for the
choice of COBIT, PMBOK and CMMI is that they are focused on process management and project management,

address and integrate RM within their structure and can be applied in software organisations.

2.1.1 1SO 31000.

ISO 31000:2018 is an international standard that establishes the common principles and guidelines for conducting RM,
independently of the scope, organisation type, nature or consequences (positive/negative) of the risk [26,71,81,108].
Furthermore, it is a major reference for carrying out RM from a holistic viewpoint [7] and applies to any activity of the
organisation [71]. ISO 31000 is based on three fundamental components or pillars: the principles, the framework and
the RM process [71,76,121]. The principles are fundamental for the establishment of an RMS that enables the creation
and protection of value in terms of the achievement of an organisation's objectives [71,95]. The framework is intended
to assist the organisation in the integrated adoption of RM in all its processes, operational and governance activities
[71]. The RM process is an iterative process that can be adapted and carried out in any organisation and applied at
strategic, operational, program or project level to add value to the organisation and to assist stakeholders in making

decisions and achieving objectives [71,112].

2.1.2 COBIT 2019.

COBIT 2019 is a framework for carrying out an effective Information and Technology (I&T) governance and
management [55]. It is the best known and the most adopted framework in the industry [74,133]. It incorporates best
practices for the design, implementation, monitoring, continuous improvement [56] and assurance of information
technology (IT) [74]. COBIT is aimed at designing and implementing governance systems that are more flexible and
personalised, that incorporate new technologies, and that are aligned with the main standards, frameworks and
regulations related to this domain. In addition, it supports a CMMI-based scheme to determine the maturity and
capability levels of the processes [55,56]. COBIT focuses on creating value from information and technology,
optimising risk and resources [55]. Risk optimisation is a key objective in the preservation of value. Thus, as in COBIT,
RM plays an important role and it is advisable to integrate it into the overall IT governance and management. It should
also be measured to verify its impact and contribution to risk identification and management [52,56]. All of this is
aimed at creating a culture that enables these practices to be sustained at all levels of the organisation in an effective
and efficient manner, involving management, risk professionals and other members of the organisation [52]. ISACA
has recently published a specific RM framework (Risk IT [57]) that facilitates the implementation of the controls
defined in COBIT for governance and RM, through a structured methodology that enables the management and

understanding of the risks related to IT at each level of the organisation.
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2.1.3 A Guide to the Project Management Body of Knowledge (PMBOK).

PMBOK is a guide which provides the essential foundations for carrying out project management, and which includes
a set of traditional and innovative practices that are widely used and tested in the PM profession [104]. In addition,
this guide provides the tools and techniques that support project management activities in an organisation [15,134].
Project risk management is considered in PMBOK as a knowledge area whose objectives are "to increase the
probability and/or impact of positive risks and to decrease the probability and/or impact of negative risks, in order to
optimise the chances of project success" [104].

In addition, organisations working with the PMI philosophy through portfolios, programs and projects, can
complement their management practices and especially their risk management practices with other standards, such as
those defined in [105], which aim at integrating RM in the context of enterprise risk management, providing the
essential components of RM in the different governance layers of portfolios, programs and projects. This is made
possible through a framework that aims to create and maintain value through RM activities in the different domains of

the organisation (enterprise, portfolios, programs and projects).

2.1.4 Capability Maturity Model Integration (CMMI V 2.0).

CMMI V2.0 is an integrated model of best practices designed for any business environment to build, maintain and
improve the capability of the key business processes [17]. CMMI enables organisations to maintain and improve the
execution of their processes in order to increase their quality, profitability and competitiveness [18]. This model is
made up of development, service and supplier management views (views considered as constellations in version 1.3
[109]). RM in this model is considered a practical area which is called Risk & Opportunity Management (RSK). RSK is
intended to identify, record, analyse and manage potential risks and opportunities that may occur at the project level,
in order to mitigate negative effects or harness positive ones to increase the likelihood of success in achieving project

objectives [17].

2.2 Related research

Judging by the results obtained from a systematic literature review presented in [81] and a search for related research
papers about RM ontologies in different application domains (e.g., software engineering, projects and information
systems), it is evident that there is a strong interest from researchers and practitioners in helping to present the
knowledge and terminology associated with RM practices. Table 2 presents a summary of the relevant characteristics
of the related papers concerning: (C1) general purpose of the ontology, (C2) application domain, (C3)
method/methodology used in the construction of the ontology, (C4) modelling language applied for the ontological
representation, (C5) language for the development of the ontology, (C6) software used in its implementation, and (C7)

conceptual support (standards, models, methodologies, etc.) for the design of the proposal.

Table 2 Main characteristics of the related papers

# Authors C1 C3 C4 C5 Ce C7
C2: General
1 Brownswor  To simplify the terminology associated with the RM - UML - - AS/NZS 4360:2004 [4]
d[12] process and to improve its understanding by the ISO Guide 73:2007 [58]
different stakeholders in any type of organisation.
2 Ansaldi et A domain ontology to formalise the knowledge Noy and - - Protégé 1SO 31000:2009 [59]
al. [3] associated with RM is proposed through the analysis of =~ McGuinnes 1SO 31010:2009 [70]
ISO standards. This ontology serves as a knowledge s [92] 1SO Guide 73:2009 [72]

base for the development of a tool that supports the
choice of the most appropriate risk assessment
techniques according to the needs and characteristics of
the organisation. A preliminary evaluation of the
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3 Sales et al.
[117]

C2: Educational

4 Robin and
Uma [111]

C2: Projects

5 Falbo et al.
[27]

6 Nota et al.
[91]

7 Rojrattanak
orn et al
[113]

8 Yamami et
al. [135]

9 Gaspoz et
al. [36]

10 Abioye et
al. [24]

C2: Business Processes

proposal to check its utility was carried out, assisted by
experts. The results of this evaluation and the use of a
formal method for the assessment of the proposal are
not evidenced.

To show the relationship between the concepts of value
and risk, through the construction of a common
ontology which focuses on the process of risk
assessment. This relationship is based on experience,
ie., on the way in which risks are judged through the
breakdown of smaller events. The purpose is to clarify
the internal structure of the risk and its degree of
impact on objectives. These judgments are considered
by the authors as experience value ascription and
experience risk assessment, which involve a value and
arisk experience.

To identify and organise, from an educational
perspective, the concepts and their interrelationships
involved in software risk analysis. The authors claim
that the ontology can be used as a knowledge base of
an information system or as a knowledge repository of
an e-learning application on this subject.

A knowledge management approach to support
organisational learning about risk management is
presented. A software risk ontology is developed,
which serves as a knowledge management base for the
GeRis developed by the same authors. The evaluation
of the ontology is not addressed as part of the scope of
this paper.

A metamodel for RM in distributed environments is
described, whose makes use of a risk ontology based on
the SEI guidelines. A set of rules expressed in a logic
programming language called RSF is proposed to
qualify the operational aspects of RM in distributed
environments. The proposal was validated by means of
two case studies where the instances of the model
applied to a distributed software project carried out by
a virtual company and in an environmental project
conducted in the Italian region of Campania are
presented.

The identification of risks in software projects is
tackled by using a knowledgeable ontology. The
proposal adopts the risk taxonomy of the SEI and the
project planning process area of the CMMI. In addition,
it serves as a knowledge base to help reduce workload
and subjective risk judgement. It was evaluated
through a case study, applied to a software project.
Furthermore, a set of questions was defined in SPARQL
to help identifying risks in a project concerning the
missing work products within the selected process area.
To integrate the knowledge involved in project
management in areas such as: scope, schedule, cost,
risk and quality. Each of these knowledge areas has its
own ontological representation and together form a
global ontology for the governance of IT projects. For
the evaluation of the ontology, the authors claim to
have used the criteria of inconsistency, incompleteness
and redundancy. The integrity of the ontology was
validated using inference engines Fact ++ 1.6.5 and
Pellet. The use of a specific evaluation method was not
evidenced.

To. help prevent risks in projects, the ontology was
integrated into an Enterprise Resource Planning (ERP)
system to help identify, define and monitor the
multiple  variables that could impact projects. A
verification of the technical accuracy of the ontology
through its implementation in Protégé was carried out.
The validation of the ontology was performed through
its integration into the ERP. A specific evaluation
method, as suggested in METHONTOLOGY, was not
evidenced.

A software risk ontology (SRO) oriented towards the
conceptualisation of project risks is proposed along
with a hierarchical risk breakdown structure (HBRS)
which aims to support RM tasks. In addition, a
technological prototype based on ORS is presented
which aims to improve project delivery and reduce the
impact of risks. Finally, this proposal was validated
using structured questions, expert interviews and case
studies.

Falbo et al.
[29]

METHONT
OLOGY
[32]

Boyce and
Pahl. [11]

Natalya and
McGuinnes
s [92]

OntoUML -

- OWL

UML -

- OWL

- OWL

- OWL

B OWL
and
RDF

- Guarino et al. [44]
Sales et al. [118]

Protégé -

- CMU/SEI-96-TR-012 [16]

Protégé Risk taxonomy [14]
CMMIDEV v 1.3 [120]
Soydan and Kokar [123]

Protégé PMBOK - 5th Ed [103]

Protégé Literature review

Protégé Literature review,
organisational
documents,

expert interview
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11 Lykourentz It is aimed to promote collaboration between the Ontology Conceptual - - 1SO 31000:2009 [59]

ou et al different business areas in the context of operational ~ Ontogeny network AS/NZS 4360:2004 [4]
[78] RM. The proposed ontology supports decision-making  [89] IRM 2002 [51]
and the definition of governance strategies based on ENISA [25]

the risks identified. As regards the evaluation, a
validation of the content and capacity of the ontology
was carried out through surveys completed by IT
experts from industry and academia.

12 Pittl et al An ontology based on a risk catalogue of the German - - OWL SeMFIS Fill [34]
[101] Federal Office for Information Security (IT- platform IT-Grundschutz-Katalog
Grundschutz) is reviewed. The ontology serves as a [13]

knowledge base for the generic classification of risks
that can arise in different business processes. It is also
part of a tool that, by means of rules and semantic
annotations, enables the automatic generation of risk

reports.
C2: Information technology (IT)
13 Ahmed et An ontology-based approach to risk assessment is - - OWL - -
al. [2] presented. The proposal is oriented to deal with

information security problems at the organisational
level and was used with the SemanticLIFE framework.

14 Peng and A theoretical ontology that aims to help identify risks - - - - Critical literature review
Nunes in the post-implementation of the ERP system in an
[45,46] organization is proposed. The ontology is divided into

hierarchical levels/categories of risks. The authors
validated the suitability of the ontology through
surveys sent to operations and IT managers from public
sector companies in China.

15 Nurse and A high-level ontology is proposed, which contains the ~ King and  UML - = Existing Security and
Sinclair most relevant factors of the RM process that can Reinold Risk Ontologies
[93] influence the security requirements of web services and [75]

applications in an organisation. The proposal aims to
provide a shared conceptualisation of security risks and
requirements, which can be used as a knowledge base
for a future requirements comparison tool.
16 Agrawal An ontology for the domain of the management of Noy and - OWL protégé 1SO 27005:2011 [60]
[1] security risks is proposed, which aims to structure and McGuinnes 1SO 27000:2014 [62]
organise the basic concepts of the risk assessment s [92]
phase in information security, according to the
guidelines proposed by the ISO 27005 standard. The
proposal was validated through a case scenario, where
instances of the ontology were created to verify its
potential use in a health clinic.

Acronyms and Abbreviations - C1: General purpose of the ontology, C2: Application domain, C3: Method/Methodology, C4: Modelling
language, C5: Ontology language, C6: Implementation software, C7: Conceptual Support

Based on the analysis of the related research results, some important aspects of the ontologies and their limitations

are presented below:

(i) It is possible to observe that the trends of the cited papers on RM ontologies have been focused on the following
application domains:

e  General level, to simplify and improve the understanding of this topic [12]; to disseminate the
relationship between the concepts of value and risk on the basis of experience along with its
contribution to risk assessment [117]; and to support the selection of techniques for risk assessment
according to the characteristics and needs of an organisation [3].

e  Educational level, to assist in training on software risk analysis [111].

e  Project level, to help integrate RM into IT project governance practices [135]; to assist with RM in
distributed software projects and to qualify the operational aspects of their realisation [91]; to support
RM and assist in risk prevention through its integration into an ERP system [36]; to support automated
risk identification in software projects [113]; to support RM learning in organisations and serve as a
knowledge base for decision-making about risks of software processes and projects [27] and to
undertake risk classification based on the software life cycle, through the use of an HBRS and assist in

qualitative risk analysis using analytical hierarchical process (AHP) [24].
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e  Business process level, to identify and classify process risks and the automatic generation of risk reports
[101]; to promote the collaboration and communication in operational RM of the different business
areas and to support decision-making [78].

e IT level, to help identify risks that arise after the implementation of ERP systems [45,46]; to structure
and organise the concepts related to information security risk assessment [1]; to support the assessment
of risks related with information security aspects at the organisational level, based on the attacks and
vulnerabilities that information systems may suffer [2]; and to have a shared conceptualisation of
security risks and requirements in web services and applications [93].

(ii) In the analysis of related literature, it can be seen that it is necessary to be more rigorous in the development of
ontologies due to the fact that very few studies report the method chosen for their development, which can limit
the scientific rigor, coherence and quality. Furthermore, most of the ontologies have not been represented using
a modelling language; they are described using natural language at a very high level and with very little detail,
which in some cases makes it difficult to grasp and/or understand the relationships between the concepts and
the knowledge they represent. Similarly, very few proposals evidence the use of a formal language for ontology
construction (e.g., OWL, RDF, etc.) and the use of software tools for implementation and editing. In the case of
the articles in which the authors stated that they had implemented the ontology, none of them shared a website
or web repository to access the resources. As a result, it is not possible to do a better analysis and reuse of the
formalised knowledge.

(iii) In several ontologies, the absence of definitions of domain concepts and their relationships was noted, which
generates confusion in interpretations and therefore does not contribute to improving the body of knowledge of
RM. Hence, it is necessary to support the creation of a consistent terminology to improve the understanding,
application and reuse of knowledge associated with RM. However, in [1,12,78,93] the authors included the
definition of some relevant concepts of the RM domain, in order to ensure that its scope could be understood.
However, these are proposals that are based on standards that have already been withdrawn or replaced by the
institutions that manage them.

(iv)  The ontologies have different purposes and abstraction levels. Furthermore, they have a high degree of
heterogeneity in the terminology used to represent the RM domain, which makes it difficult to understand what
the essential elements should be in carrying out this management practice. This is also due to the fact that
researchers only focus on a very high-level description of RM activities/phases/steps and/or use scenarios.

(v) It was also noted that RM is considered in different proposals at an operational level and from a traditional
approach, which ‘evidence the need to develop ontologies to formalise the establishment and control of a RM
strategy at any level of the organisation, which provide the key elements to support the definition of the RM
context and the risk criteria or parameters necessary to support decision-making during RM. It is also required
to support this practice throughout the life cycle of an organisation's asset and to contribute to the proper
management of the risk profile of the assets. These new initiatives should also help to cover the RM domain in
the context of the software life cycle and be supported by international standards/models/frameworks that are
widely recognised by the industry. This is in order to help significantly reduce the ambiguity of terminology

associated with this management practice.

In short, the studies analysed and discussed above provide valuable information on RM at a high level and in
different application domains. These are specifically focused on supporting this management practice at the

operational level, leaving aside other levels of organisational management, which are a fundamental part of having a

ACM Trans. Softw. Eng. Methodol.



holistic view of risk that helps to preserve organisational value through RM practices. Some ontologies lack of formal
methods for their development and/or the use of modelling languages that allow their representation and
implementation through computer tools. These results, added to those achieved in [66], show the need to help
formalise and improve the process of RM, through the definition of proposals that significantly reduce the ambiguity,
inconsistencies and incompleteness in the terminology, concepts and definitions associated with this domain. In this
sense, a first step is to establish a formal description of the knowledge related to software risk management that helps
to integrate, understand and organise the concepts, terms and their relationships around different process structures
defined in approaches and frameworks widely recognised by the industry. It is important to note that this step is part
of a broader research, which has as its main objective "to define a methodological framework for risk management
that will provide an organisation with a framework for establishing an integrated approach to RMS, which allows for a
holistic view of risk and helps to guide RM practices and preserve its value at any level of the organisation.
Furthermore, the methodological framework will establish a framework that will facilitate the different stakeholders to
carry out an adequate risk management of their assets and increase the effectiveness and performance of this practice
In the organisation’".

Therefore, the general question that guided this research was:

Is it possible to create an ontology that allows grouping the fundamental concepts and relationships to describe risk

management knowledge at any level of the organisation?

In order to provide an answer to this question, this paper presents an ontology that aims to formalise the
terminology associated with the RM process at different levels of the organisation, in order to provide a unified view
through a common language that helps to reduce ambiguities and allows researchers and practitioners in the software
industry to have a better understanding of this topic and lay the foundations for further research to improve and

automate RM practices.

3 ONTOLOGIES AND THEIR REPRESENTATION FORMALISM

An ontology is an abstract and explicit representation of the elements (objects, concepts, entities, and their
relationships) belonging to a domain of knowledge or area of interest that is common and shared [41]. Ontologies are
used to formalise or determine the knowledge of a specific domain [124] in a formal and generic way so that it can be
shared through applications and groups of people [40]. Therefore, an ontology is an explicit knowledge-level
specification of a conceptualisation [48]. As such, ontologies help to solve problems of integrity and consistency in the
terminology used in a given context, by means of a common vocabulary or terminology that helps to minimise
ambiguities [19,28,30,35,128], and which is possible by means of knowledge integration [30,49,116].

There are different types of ontologies, such as high-level ontologies, domain ontologies, application ontologies and
information ontologies [19,31,43,114,124]. Domain ontologies, which is the type of ontology presented in this paper,
allow one to express conceptualisations of a specific context [124] through the capture of knowledge [31], the
definition of concepts and their relationships with respect to the activities that take place in the domain, and the
theories and principles that govern them [40].

On the other hand, although different methods and methodologies exist to support the elaboration of ontologies -
such as those analysed in [40] the Cyc method, Uschold and King's method, Griininger and Fox's methodology, the
KACTUS method, METHONTOLOGY, the SENSUS method, and the On-To-Knowledge methodology - it was decided
to use the “representation formalism for software engineering ontologies” (REFSENO) [126], which is an enhanced
adaptation of METHONTOLOGY [19]. REFSENO, proposed by the Fraunhofer Institute for Experimental Software
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Engineering (IESE), makes possible [126]: (i) knowledge modelling in a precise and consistent way, in this case with
graphic representation using concept diagrams, which are similar to the class diagrams in UML; (ii) the definition of an
ontology in a clear and precise way through the identification and detailed definition of the concepts and their main
relationships, by means of a set of tables; and (iii) the validation of the ontology to check its consistency and
suitability, which can be done through instances or case studies. Other methodologies only allow less intuitive and

complex representations and are intended for people who are not familiar with first-order predicate logic or similar.

3.1 Brief description of the methodology and its use

The methodology followed for the development of the ontology was REFSENO [126], which establishes four main

stages:

o Stage 1: The main sources of knowledge to be used in the development of the ontology were established, which
are listed in Table 3 and were analysed in section 2.1.

o Stage 2: The purpose, main objective of the ontology and the usage scenarios regarding the application of RM at
the different management levels of the organisation were stated. These scenarios allowed determining the scope
of the ontology and structuring the knowledge to produce the subontologies. To help determine the scope, a set
of competency questions (CQs) were established through natural language [40]. These CQs are also intended to
help verify the concepts and their relationships, and to determine whether they are necessary and sufficient to
cover the domain, once the ontology is implemented. Additionally, all the main concepts related to the usage
scenarios were identified by conducting an analysis of each of the main sources described in Table 3.

e Stage 3: The ontology was conceptualised and represented through different iterations. The terminology
identified in stage 2 was compared, similarities were looked for and where necessary harmonised to eliminate
ambiguities and propose a common terminology. For the definition of the terms, a source was used to provide
an explicit definition of the term or several definitions were adapted as necessary to achieve consistency with
respect to the domain represented by the ontology. In the case that the main sources did not present a glossary
of terms and definitions, the family of standards or products related to these main sources was used to define
the concepts. Also, the semantic relationships between the different concepts and their representation were
identified and defined using the UML notation. By carrying out the relationship of the concepts, commonalities
between two or more concepts were analysed and as a result, if it was necessary, they were included in the
glossary (these were the concepts introduced for modelling purposes). Finally, an instance of the ontology was
created to carry out a conceptual validation.

o Stage 4: The operational implementation of the ontology was carried out through the Protégé tool, to verify the
knowledge representation through the CQs.

The results of each of these steps are described in more detail in the following section.
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Table 3. Sources of knowledge utilised to construct the ontology

Key Source Name Reference

D1 Main documents for ontology definition
Dla Risk Management — Guidelines 1SO 31000:2018 [71]
Dib COBIT 2019 Framework: Introduction and Methodology COBIT 2019 Framework [55]
Dic A Guide to the Project Management Body of Knowledge PMBOK 6th ed. [104]
Did Capability Maturity Model Integration Version 2.0 CMMI V2.0 [17]

D2 Other standards/frameworks/models/techniques/studies related to RM
D2a Systems and software engineering — Life cycle processes — Risk management 16085:2021 [68]
D2b Risk management — Vocabulary ISO Guide 73:2009 [72]
D2c COBIT 5 for Risk COBIT 5 for Risk [52]
D2d Practice Standard for Project Risk Management PMI[102]
D2e Taxonomy-Based Risk Identification CMU/SEI-93-TR-006 [14]
Daf Risk factors in software development projects: a systematic literature review Menezes et al. [83]

D3 Documents related to software processes, projects, enterprise governance of IT, information security, asset management, etc.
D3a Systems and software engineering -- Software life cycle processes 1SO 12207:2017 [69]
D3b Capability Maturity Model Integration for Development Version 1.3 CMMI-DEV Version 1.3 [120]
D3c Software & Systems Process Engineering Meta-Model Specification V2.0 SPEM V2.0 [96]
D3d Managing Successful Projects with PRINCE2 PRINCE2 6th ed. [5]
D3e COBIT 5: A Business Framework for the Governance and Management of Enterprise IT COBIT 5 Framework [53]
D3f COBIT 5 Enabling Processes COBIT 5 Enabling Processes [54]
D3g Information security management 1SO 27001:2013 [61]
D3h Asset management - Overview, principles and terminology 1SO 55000:2014 [63]
D3i Systems and software engineering — Measurement process 1SO 15939:2017 [66]

D4 Ontologies related with GR
D4a Ontology-based operational risk management Lykourentzou et al. [78]
D4b Learning How to Manage Risks Using Organisational Knowledge Falbo et al. [27]

D5 Ontologies in the software engineering field
D5a Software process ontology Falbo et al. [28]
D5b Ontology of Process-reference Models Pardo et al. [98]
D5c Ontology for Software Development Governance Masso and Pardo [80]
D5d e-Government project management ontology Sarantis et al. [119]

D6 General definitions
Dé6a A Paradigmatic Analysis Contrasting Information Systems Development Approaches and Methodologies Livari et al. [50]

4 SOFTWARE RISK MANAGEMENT ONTOLOGY

Considering the above analysis of the current situation, it is important to help reduce ambiguity in the terminology
related to RM. To this end, this section presents the development of a domain ontology for software RM from an
integrated approach. The ontology is obtained through the analysis, comparison and integration of different solutions

for RM, and for its definition we pursued the following goals which were adapted from [10,35,99]:

e Locate and identification of terms, synonyms and homonyms, inconsistencies, and terminological conflicts.

e Integration of the concepts found in the reference literature.

These objectives can be achieved through a common ontology that represents the domain for RM. The proposed
ontology should define all concepts, providing terms with clear and concise definitions which precisely identify the
relationships between them. Also, an ontology in this research domain can serve as the basis to support RM in an
organisation, its main objective being to define and establish an RMS that supports the different organisational levels
in an integral way and makes possible the measurement and control of RM activities. It also defines the different risk
criteria that will support the decision-making needed to manage the risk profiles of the different processes and
projects carried out in an organisation.

Bearing this in mind, we set out in the following section the software risk management ontology (SRMO).

4.1 SRMO: Software Risk Management Ontology

SRMO is a domain ontology which was designed using some of the most widespread, industry-recognised RM
solutions, including: ISO 31000:2018, CMMI V2.0, PMBOK and COBIT 2019. Additionally, the ISO 16085:2021 [68]
standard was considered, which is oriented to RM in the life cycle of Systems and Software Engineering projects.
Furthermore, this standard facilitates the application of the ISO 31000:2018 standard in this context. ISO 16085 has
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been designed to be applied to systems and software life cycle processes through the standards ISO 15288:2015 [64],
ISO 12207:2017 [69], and ISO 9001:2015 [65], among others.

SRMO seeks as its principal objective to establish a common terminology that allows organisations and
professionals engaged in software development to understand which are the key and fundamental elements in
carrying out an RM in the context of the software life cycle, with emphasis on processes and projects. By using the
REFSENO methodology, the represented knowledge with SRMO has been organised into three domain subontologies,
which, when integrated, provide a more complete and clearer view of each of the concepts related to RM (see Figure
1).

As can be observed in Figure 1, the subontology for the establishment of risk management (RMEO) lies at the core
of this proposal, since its concepts are used by the other subontologies. RMEO aims to provide an organisation with
each of the elements that it needs to establish the RM process from an integrated perspective. The Risk Context
Establishment subontology (RCEO) presents each one of the elements (e.g., risk categories, risk types, risk thresholds,
etc.) needed to help identify, analyse and evaluate the risks in an organisation. Finally, the Risk Profile Management
subontology (RPMO) is intended to provide the necessary components to support the management of the risks which
can affect an organisation asset. Therefore, SRMO is the integration of each of the concepts and relationships
represented in these subontologies.

The description of the SRMO ontology and its subontologies in terms of its purpose, the glossary of concepts and
their relations, along with their graphic representation by using UML, are shown in the following subsections. Due to

space limitations, the description of the attributes associated to each of the concepts was omitted.

«Subontology»
Risk Praofile

R LR EEELELLEELS >

Management
Ontology - RPMO

o

«Ontology» «Subontology»
Software Risk ----->> Risk Management
Management Establishment
Ontology - SRMO Ontology - RMEO
‘::\
;\_‘ v

' «Subontology»

et e Risk Context
Establishment

Ontology - RCEO

Figure 1: Software risk management ontology and relationships between its subontologies.

4.1.1 Risk Management Establishment Ontology (RMEQ).
4.1.1.1 Purpose.

The RMEO subontology provides a conceptual framework that identifies the basic elements that must be considered by
an organisation in carrying out the design and establishment of an RMS from an integrated approach (see Figure 2). It
also provides a holistic view of RM, which can be implemented at any level of the organisation, in which the processes
and projects (with all their constituent elements) are considered as key assets of the organisation. These assets are
worth protecting since any damage to them could impact negatively on the business and its ability to fulfil its aims
and objectives. The purpose of RMEO is to establish an RM that is adapted to the needs of the business and that helps
to: (i) Meet the objectives of the business strategy and of each of its assets through the systematic application of RM

practices; (ii) Promote a risk culture that helps to maintain the value of the organisation; (iii) Establish a consistent
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approach for the RM which is in line with the size and nature of the organisation and which clearly describes the RM
process, including the management practices (i.e., activities, tasks and steps) and resources necessary to conduct the
RM (in the case of the roles and/or organisational structures, the level of responsibility assigned for RM practices
should be specified); and (iv) Monitor, measure, and evaluate RM practices and strategy through the establishment of
control points for the improvement of the RM processes and capabilities of the organisation, in order to make them
sustainable over time. Finally, this subontology should be able to respond to the following competency questions

(CQs):

e CQ1: What are the established objectives and metrics for an RMS?

e CQ2: What are the RM process tasks associated with an RMS, what are the management resources allocated to
them, and what is their accountability?

e CQ3: What are the objectives and metrics assigned to an RM process?

e CQ4: What are the procedures that can be used in the tasks of an RM process?

e CQ5: What are the active strategies for managing risks, what scope do they have, and through which approach
are they implemented?
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Figure 2: UML representation of Risk Management Establishment Ontology (RMEO).

4.1.1.2 Concepts and relationships of RMEO.

The precise definitions of the RMEO concepts are presented (alphabetically ordered) in Table 4 as follows: the first
column shows the term, the second column shows the related super concept, the third includes the definition of the

term, and the fourth shows the source of the term (and where it has been cited, adopted, or adapted). Table 5 shows
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the relationships between the concepts shown in Table 4. The descriptions shown in the fourth column of Table 4 use
the following nomenclature: Cited in [source], if the term has been cited by a source and this is not the main source (in
this case the term has not been modified); Taken from [source], if the term has been defined in another source but it is
necessary for this this ontology and therefore has not been changed or adapted; Adapted from [source], if the term has
been defined in one or several sources and some changes or adjustments have been made to complement or adapt the

term to the context of the ontology. This same structure has been used for all the subontologies.

Table 4: Definition of the terms in the RMEO

Term Super- Definition Source
concept
Activity Concept An activity is a set of tasks or actions to be performed and which describes how to achieve the Adapted from:
objectives of the process. To be accomplished, an activity requires or adopts different types of =~ Falbo et al. [28], Pardo et
resources (procedures, roles, tools, etc) and may depend on other activities or divide into sub- al. [98]
activities to achieve the same objective. Additionally, during its accomplishment an activity
may create and modify artefacts (work products).
Approach Concept An approach is a conceptual structure that describes and formalises a set of good practices Adapted from:
belonging to a specific domain. It consists of a set of fundamental concepts, objectives, rules, or  Livari et al. [50]
guidelines, which are organised in a structured way. An approach may be used by one or more
types of organisations.
Artefact Concept An artefact (product or work product) is any kind of element capable of being created, used, or Adapted from:
updated during the life cycle of an asset. Artefacts are frequently the results of carrying out a CMMI V2.0 [17], Falbo et
task, whether these be independent or part of a solution. They may also be regarded as al. [28], Pardo et al. [98],
necessary to support the execution of an asset. Artefacts can be input or output, mandatory or Sarantis et al. [119]
optional, and used in one or many assets. Two kinds of artefacts are generally recognised:
deliverables and systems. The granularity of the results of an artefact will be determined by the
nature of the asset (e.g., lessons learned (deliverable), a module of a software system (system),
risk management plan (deliverable), etc.).
Asset Concept An asset is any item, thing or entity that has a tangible or intangible value, whether financial or ~ Adapted from:
not, for an organisation and its stakeholders. Assets contribute to obtaining the goals and CMMI-DEV  Version 1.3
objectives of an organisation and, as such, are worth protecting, as if they are damaged, they [120], ISO 55000:2014 [63],
could impact negatively on the business. COBIT 5 for Risk [52]
Category Concept Categories are logical groups of related processes that address common problems encountered Adapted from:
by any type of organisation. CMMI V2.0 [17]
Control point Concept Set of specific actions that facilitate control of the processes defined in an organisation through Adapted from:
the permanent monitoring of the process, the evaluation and measurement of the execution of ~ ISO  31000:2018  [71],
the process, and the recommendation of corrective and preventive actions that improve the PMBOK 6th ed. [104]
process.
Management Resource These are all the organisational structures and roles required by an organisation to carry out Adapted from:
resource the activities of governance and management of its business processes. COBIT 5 for Risk [52]
Metric Concept A metric is a quantifiable entity that enables the measurement of the degree of achievement of ~ Adapted from:
an objective of any asset of the organisation. A metric can be used to anticipate the appearance COBIT 5 Framework [53],
of a risk, as well as to support the monitoring and control of risks. In these cases, it is called a ~ COBIT 5 for Risk [52]
“trigger”.
Objective Concept Something toward which work is to be directed, a strategic position to be attained, a purpose to Taken from:
be achieved, a result to be obtained, a product to be produced, or a service to be performed. PMBOK 6th ed. [104]
Organisational Management 1t is an entity (committee, business unit, etc.) that helps with the governance and management Adapted from:
structure resource tasks of the organisation. These entities have associated functions and responsibilities. In COBIT 2019 Framework
addition, they are responsible for making decisions in the different business processes, allowing [55], COBIT 5 for Risk [52]
management to be carried out effectively and efficiently.
Policy Concept It describes the basic principles formally expressed by the managers of an organisation, which ~ Adapted from:
are intended to influence and guide decision-making, so that decisions are aligned with the CMMI-DEV  Version 1.3
objectives and strategies defined by the organisation. [120], COBIT 5 for Risk
[52], PMBOK 6th ed. [104],
Masso and Pardo [80]
Procedure Resource It is any method or technique adopted by the organisation to achieve consistent performance or Adapted from:
results when the main activities of the business are being carried out. For example, the methods Falbo et al. [28]
systematically define the step-by-step of how a process activity should be carried out. A
technique, meanwhile, is a less rigorous procedure than a method. That is, it has a practical
approach to the implementation of a specific process activity.
Process Asset Generally, this is a collection of practices influenced by the enterprise’s policies and procedures ~ Taken from:
that takes inputs from a number of sources (including other processes), manipulates the inputs, ~ COBIT 5 Framework [53]
and produces outputs (e.g., products, services)
Project Asset A temporary endeavour undertaken to create a unique product, service, or result. Taken from:
PMBOK 6th ed. [104]
Resource Asset Any asset of a company that can be used or consumed during the execution of a process and  Adapted from:
that can help the organisation to achieve its objectives. I1SO  12207:2017  [69],
COBIT 5 Framework [53]
Responsibility Concept It represents the different types or levels of responsibilities that can be undertaken by the  Adapted from:
management resources involved in an RMS. The responsibilities are the obligations for or the ~ PMBOK 6th ed. [104],
authorities over each of the resources in the tasks and processes related with the assets COBIT 5 Framework [53],
involved in the scope of an RMS. Responsibilities can be associated with those defined in the ~ COBIT 5 Enabling
RACI matrix (Responsible, Accountable, Consulted, Informed) and an organisation can make Processes [54]
use of a responsibility assignment matrix (RAM) to carry out their allocation.
Risk  management  Asset A set of elements that guide the activities of RM at any level of an organisation (strategic, ~ Adapted from:
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project, software life cycle, among others). A risk management strategy (RMS) aims to help an
organisation increase the probability of achieving its objectives and to reduce the impact of
risks at any level, providing the necessary elements to support decision-making, in order to
counteract risks. It also enables the establishment of control mechanisms to monitor, measure
and evaluate the RM process of the organisation, with the aim of continuously improving it

It is a specific policy that allows the risk management process to be formalised through a basic
set of principles that should govern the organisation's actions in conducting RM process

Describes a set or group of responsibilities, duties and skills required to perform a specific

Describes a specific and coherent part of the work to be carried out in a task. A group of steps
represents all the work that must be undertaken to achieve the overall objective of a task. Not
all steps are mandatory to carry out a task in a process.

Process element that defines the work done by roles. A task is associated with the input and the

A partially complete document in a predefined format that provides a defined structure for
collecting, organising and presenting information and data.

strategy

within the organisation.
Risk Policy Policy

activities.
Role Management

resource activity.

Step Concept
Task Concept

output products.
Template Resource
Tool Resource

A software program, which may have a general or a specific purpose, which allows for

CMMI-DEV Version 1.3
[120], CMMI V2.0 [17], ISO
31000:2018 [71]

Adapted from:
PMBOK 6th ed. [104]

Cited in:
Pardo et al. [98]

Adapted from:
SPEM V2.0 [96]

Taken from:

Pardo et al. [98]
Taken from:
PMBOK 6th ed. [104]
Adapted from:

automatically carrying out a given activity with the aim of producing a product or result.

PMBOK 6th ed.
Pardo et al. [98]

[104],

Table 5 presents the relationships between the RMEO concepts:

Table 5: Relationships in the RMEO

Name Concepts Description

Allows for the definition of Risk management strategy - A risk management strategy allows for the definition of one-to-many metrics. A metric is defined by
Metric arisk management strategy.

Allows for Risk management strategy - A risk management strategy allows for the establishment of one-to-many resources. One resource

establishment of Resource can be used in many risk management strategies.

Are managed with Asset — Approach All the assets are managed with one or more approaches. An approach can be used to manage one

to many approaches.

Are set Risk management strategy -  In a risk management strategy, one to many objectives are set. An objective is defined by a risk
Objective management strategy.

Can add Task - Step A task can add many steps. Many steps are used in a task.

Can be broken down into Activity - Activity An activity can be broken down into many other activities (subactivities).

Can be composed of Process — Process A process can be composed of many other processes (subprocesses).

Can be generated in Artefact - Activity An artefact can be generated in one or many activities. An activity has as output one or many

artefacts.

Can be related to Asset — Asset An asset can be related to other assets. An asset can be required by other assets.

Can be subdivided into Activity - Task An activity can subdivided into many tasks. A task is part of an activity.

Can be updated with Artefact - Artefact An artefact can be updated with many other artefacts (versions).

Can be used in Artefact - Activity An artefact can be used in one or many activities. An activity has as input one or many artefacts.

Can contain Asset - Artefact An asset can contain many artefacts. An artefact can be used in many assets.

Can depend on Activity - Activity An activity can depend on other activities. An activity can interact with other activities.

Can have as predecessors Task - Task A task can have as predecessors many other tasks (subtasks).

Can produce Task - Artefact A task can produce many artefacts as outputs. An artefact can be output of one or many tasks.

Can require Task - Artefact A task can require many artefacts as inputs. An artefact can be input of one or many tasks.

Can use Task — Resource A task can use many resources. One resource can be used by many tasks.

Classifies from Category — Process A category classifies from one-to-many processes. A process is categorised by a category.

Consists of Process — Activity A process consists of one-to-many activities. An activity is part of a process.

Defines Risk management strategy - A risk management strategy defines one to many responsibilities. A responsibility is defined in a
Responsibility risk management strategy.

Determines from Risk management strategy - A risk management strategy determines from one-to-many control points. A control point is

Has

Has as its scope

Is applied to

Is in accordance with
Is measured by

May be applied to
May be concerned with
May be made up of
May be required by
May be supported by
May define

May employ

May include

May involve

Must have

Control point
Organisational structure — Role

Risk  management
Asset
Control point — Asset

strategy -

Risk management strategy — Risk
policy
Objective — Metric

Process — Category

Role - Control point

Category — Category

Resource - Asset

Objective — Objective

Approach - Category

Artefact - Template

Approach - Approach
Organisational structure -
Organisational structure

Asset - Management resource

established by a risk management strategy.

Each organisational structure has one or many roles. A role can be involved in one or many
organisational structures.

Each risk management strategy has as its scope one or many assets. An asset can be involved in
many risk management strategies.

A control point is applied to one or more assets. An asset may or may not have many checkpoints
applied to it.

A risk management strategy is in accordance with one or many risk policies. A risk policy can be
considered by many risk management strategies.

An objective is measured by one or many metrics. One metric allows many objectives to be
measured.

A process may or may not be applied to a category. And many processes can be applied to a
category.

One role may be concerned with many control points. A control point is governed by a role.

A category may or may not be made up of many categories (subcategories).

A resource may be required by one or many assets. One asset may require many resources.

An objective may or may not be supported by other objectives.

An approach may or may not define many categories. A category is defined by an approach.

An artefact may employ a template. A template can be used for creating many artefacts.

An approach may or may not include other approaches (families).

An organisational structure may involve many other organisational structures. An organisational
structure may be involved with many other organisational structures.

Each asset must have one or many management resources. A management resource can be assigned
to one or many assets.
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Must have assigned

Must set out

Proposes

Should be measured with

Task - Management resource

Approach - Process
Task - Metric

Asset — Objective

Each asset must have assigned one or many objectives. An objective can be assigned to one or many

assets.

responsible for many tasks.

A task must set out one or many management resources. A management resource can be

An approach proposes one to many processes. A process is defined by an approach.

A task should be measured with one or many metrics. One metric allows many tasks to be
measured.

4.1.2 Risk Context Establishment Ontology (RCEO).

4.1.2.1 Purpose.
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Figure 3: UML representation of Risk Context Establishment Ontology (RCEO).

This subontology provides the basic mechanisms for an organisation to define and establish the risk criteria or
parameters that are required to carry out the RM (see Figure 3). It also identifies the different sources of risk that will
allow the classification of the risks to which the different assets of the organisation are exposed, together with their
different triggering factors. The RCEO allows one to establish the different levels of risk acceptance and tolerance that
an organisation is prepared to assume to fulfil its objectives. The risk criteria should be aligned with the scope of the

strategy and the approach selected for the RM and should be documented in the risk management plan of an asset.

These criteria are also the reference parameters on which the importance of a risk can be determined, depending on its

probability and impact on the asset objectives. Therefore, these criteria should be consistent as they will support the

risk assessment process to estimate, evaluate, classify and prioritise risks throughout the process. Consequently, the

RCEO subontology should address the following CQs:

e CQ7: Which assets of the organisation are implementing an RMS?

CQ6: What are the identified risk categories and subcategories in an RMS?
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e CQ8: What are the acceptance criteria defined in an RMS and which are considered by an asset of the

organisation?

e CQ9: What risk factors are taken into account by an asset of the organisation and what risks do they cause?

e CQ10: What impact criteria are related to an asset of the organisation and with which control variables are they

associated?

4.1.2.2

The precise definitions of the RCEO concepts are presented in Table 6, while in Table 7 the relations between these

concepts are shown.

Concepts and relationships of RCEO.

Table 6: Definition of the terms in the RCEO

Term Super- Definition Source
concept

Acceptance criteria Concept A set of criteria established by an organisation to support risk assessment. Risk acceptance Adapted from:
criteria are made up of levels and metrics that will serve as a reference to determine whether the 1SO 27001:2013 [61]
risks are acceptable or require handling. Some of these acceptance levels include: acceptable,
tolerable and unacceptable, etc.

Control variable Concept These are key aspects to be managed when a certain asset of the organisation (e.g., process, Adapted from:
product, project) is being carried out. The variables are also known as constraints, i.e, limiting: ~ PRINCE2 6th ed. [5]
factors that affect the execution of any asset. These variables serve as a support for measuring
the impact of the risks. For example, some of the constraints used to measure the impact of risk
in projects are: time, cost, quality, among others.

Impact criteria Concept It allows one to measure the positive or negative effects of the occurrence or manifestation of a Adapted from:
risk in the organisation. Impact represents the different consequence levels of a risk and can be COBIT 5 for Risk [52],
expressed qualitatively or quantitatively. Additionally, the impact will have associated to it a  Lykourentzou et al. [78],
variable that will enable one to focus on the measurement of the effect of the risk when it PMBOK 6th ed. [104]
occurs.

Likelihood criteria Concept This is understood as the possibility of an event occurring. It is a measure to indicate the Adapted from:
frequency of occurrence of a risk in a determined period. It can be quantitative or qualitative ISO  31000:2018  [71],
and can be described using general or mathematical terms. COBIT 5 for Risk [52]

Risk Concept An uncertain event or condition that, if it occurs, has a positive or negative effect on one or Taken from:
more project objectives. PMBOK 6th ed. [104]

Risk category Concept Also known as risk sources or risk types. A category allows for the identification and grouping Adapted from:
of risks pertaining to one type of assets of the organisation. In addition, categories can be PMBOK 6th ed. [104], PMI
divided into common groups, adopting a hierarchical structure with the necessary levels to [102], CMU/SEI-93-TR-006
understand the risk exposure of an asset of the organisation. This hierarchical structure is called [14]
the Risk Breakdown Structure (RBS)/risk taxonomy, which are methods used to identify and
classify risks. These methods can be generic, specific, or tailored to an organisational asset.

Risk factor Concept It is a condition that has the potential to cause risks, which can be in the internal or external Adapted from:
context of an organisation. Risk factors are causes of risk events/scenarios that can have a 1SO 31000:2018 [71],
positive/negative effect on assets. An internal risk factor can be related to financial, legal, PMBOK 6th ed. [104]
management, planning, etc. aspects, while an external factor can be related, for example, to any
component of the PESTEL analysis (Political, Economic, Social, Technological, Environmental,
Legal).

Risk factor category Concept It provides a hierarchical structure to carry out the identification and grouping of the different Adapted from:
risk factors associated with an asset of the organisation. These categories can be related to the COBIT 5 for Risk [52],
risk categories represented in the RBS/taxonomies used in risk identification and classification. Menezes et al. [83]

Risk level criteria Concept These are all the criteria defined by the organisation to classify the risk level of their assets. Adapted from:
These levels are determined in accordance with the magnitude of a risk (also called combination COBIT 5 for Risk [52], ISO
of risks, expressed in terms of the combination of impact and their likelihood). The definition of Guide 73:2009 [72]
these criteria allows one to evaluate the risks and to take decisions about them.

Risk  management Artefact It is a component of the strategic plan of the organisation which facilitates the implementation Adapted from:

Plan of the risk management strategy as well as defining how the risks of an asset should be PMBOK 6th ed. [104], ISO
managed. 16085:2021 [68]

Scale Concept An ordered set of values, continuous or discrete, or a set of categories to which the attribute is Taken from:

mapped.

1SO 15939:2017 [66]
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Table 7: Relationships in the RCEO

Name

Concepts

Description

Are aligned with
Are monitored by
Are related to
Belongs to

Can classify

Can generate

Can help to group
Determines
Groups

Has assigned

Has associated
Has related

May be related to
May have

May use

Must consider
Need

Require

Shall Consider
Shall contain
Should consider
Should define
Should establish from
Should identify
Should provide
Should stipulate
Should take account of

Takes account of

Will need to be set

Control variable — Asset

Risk — Metric

Risk level criteria - Scale

Risk —~ Management resource
Risk category — Risk

Risk factor — Risk

Risk factor category — Risk factor
category

Risk management strategy — Risk
level criteria

Risk factor category - Risk factor

Risk  management plan -
Likelihood criteria
Impact criteria — Control variable

Risk  management
Acceptance criteria
Risk - Risk

Risk category - Risk category
Risk management plan - Risk
category

Acceptance criteria — Scale

plan -

Likelihood criteria — Scale

Impact criteria — Scale

Risk management plan - Risk
management strategy

Risk management plan - Risk
level criteria

Risk management strategy — Risk
factor category

Risk management strategy -
Acceptance criteria

Risk management strategy -
Impact criteria

Risk management strategy — Risk
category

Risk management strategy -
Control variable

Risk management strategy -
Likelihood criteria

Risk Management Plan - Impact
criteria

Risk management plan - Risk
factor

Risk management strategy -
Scale

All the control variables are aligned with an asset. One asset can have many control variables related
to it.

All the risks are monitored by one or many metrics. One metric can monitor many risks.

Risk level criteria are related to a scale. One scale may be required by many risk level criteria.

A risk belongs to a management resource. A management resource can own many risks.

Each risk category can classify many risks. A risk can be classified into many risk categories.

Each risk factor can generate many risks. A risk is generated by one or many risk factors.

A risk factor category can help to group or not many other risk factor categories (subcategories).

A risk management strategy determines one or many risk factor categories. Risk level criteria are
considered by one or many risk management strategies.

Each risk factor category groups one or many risk factors together. A risk factor can be grouped by
one or many risk factor categories.

A risk management plan has one to many likelihood criteria assigned. Likelihood criteria can be
assigned to many risk management plans.

An impact criterion has a control variable associated with it. One control variable can be associated
with many impact criteria.

A risk management plan has one to many acceptance criteria related. One acceptance criterion can
be related to many risk management plan.

Each risk may be related to many other risks.

A risk category may or may not have many other risk categories (subcategories).

A risk management plan may or may not use many risk categories. One risk category is used on
many risk management plans.

Acceptance criteria must consider a scale. A scale can be considered by one or many acceptance
criteria.

Likelihood criteria need a scale. A scale can be required for many likelihood criteria.

Impact criteria require a scale. One scale may be required by many impact criteria.

Each risk management plan shall consider a risk management strategy. A risk management strategy
is considered by one or many risk management plans.

Each risk management plan shall contain one or more risk level criteria. Risk level criteria can be
used in many risk management plans.

A risk management strategy should consider one or many risk factor categories. A risk factor
category is considered by one or many risk management strategies.

A risk management strategy should define one or many risk acceptance criteria. One risk acceptance
criterion is defined by one or many risk management strategies.

A risk management strategy should establish from one-to-many impact criteria. One impact
criterion is established by one or many risk management strategies.

A risk management strategy should identify one to many categories of risk. A category of risk is
identified by one or many risk management strategies.

A risk management strategy should provide one to many control variables. A control variable is
defined by one or many risk management strategies.

A risk management strategy should stipulate one or many likelihood criteria. One likelihood
criterion is established by one or many risk management strategies.

A risk management plan should take account of one-to-many impact criteria. One impact criterion
can be linked to many risk management plans.

A risk management plan takes account of many risk factors. A risk factor is considered by one or
many risk management plans.

A risk management strategy will need to be set at one-to-many scales. A scale is established by one
or many risk management strategies.

4.1.3 Risk Profile Management Ontology (RPMO).

4.1.3.1 Purpose.

This subontology provides the key elements to support the RM process in an organisation, through the management
of the risk profile (see Figure 4), which is composed of: (i) the recording of the materialisation of the risk, by including
the factors that influence the occurrence of a risk event, their causes and consequences, on the objectives of an asset of
the organisation, (ii) the description of the results of the risk analysis and the prioritisation of the response to the risk,
and (iii) the design of a risk action plan to reduce or eliminate the negative consequences or enhance the

opportunities. Therefore, the RPMPO subontology should provide answers to the following CQs:

e CQ11: What risks have been identified for any given asset of the organisation, to which category do they
belong, and who owns them?

e CQ12: Which triggers are being used to anticipate the occurrence of the identified risks for any given asset of
the organisation?

e (CQ13: What are the causes that lead to a risk and what possible consequences could they trigger?
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e (CQ14: What assets have been impacted by the materialisation of a risk and what are their consequences on the
objectives?

e CQ15: What actions help to counteract a risk?

e CQ16: What is the response to risk events that materialise a risk?

e CQ17: What are the causes and risk factors that may influence in the materialisation of a risk?
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Figure 4: UML representation of Risk Profile Management Ontology (RPMO).
4.1.3.2 Concepts and relationships of RPMO.

The precise definitions of the concepts included in the ontology are presented in Table 8. The relationships between

these concepts are shown in Table 9.
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Table 8: Definition of the terms in the RPMO

Term Super- Definition Source
concept
Cause Concept Any internal or external factor that has the potential to generate a risk. The causes can be Adapted from:
human or non-human, i.e, it can be a process, a management resource, the market, competitors, COBIT 5 for Risk [52], PMI
natural phenomena, etc. [102]
Consequence Concept Effects on the objectives of an asset of the organisation caused by the materialisation of a risk. ~ Adapted from:
For example, in a project this consequence may be seen on the cost, time, quality, etc. COBIT 5 for Risk [52],
PMI [102]
Impact estimate Concept Enables the consequences of a risk event on the organisation's assets to be assessed using impact Adapted from:
criteria. It also allows one to determine the effect (positive/negative) of the risk event on the 16085:2021 [68]
objectives, which are represented by each of the control variables defined by the organisation.
Response action Concept Specific action that aims to reduce the causes and consequences of a risk to the minimum or to Adapted from:
enhance opportunities to the benefit of the organisation. They are carried out by management PMBOK 6th ed. [104], PMI
resources and must be monitored to verify their effectiveness. The response actions once [102], Falbo et al. [27]
implemented, if not effective, may generate additional risks. The response actions which can be
planned by an organisation to manage risks are those of mitigation and contingency. The former
ones are aimed at reducing the occurrence or materialisation of risk and the latter ones seek to
correct any occurrence of a risk event when the attempts at mitigation have failed.
Risk analysis Concept Risk analysis aims to estimate the probability and impact of risk events in order to understand  Adapted from:
their effect on the achievement of the objectives and to determine the level of inherent or COBIT 5 for Risk [52],
residual risk after the implementation of the responses defined in the action plan. CMMI V2.0 [17]
Risk event Concept Anything that can occur at any specific time and moment, which can have various causes and Adapted from:
consequences that can impact the achievement of the objectives of an organisation's assets, COBIT 5 for Risk [52], ISO
having positive or negative effects. 31000:2018 [71]
Risk profile Concept It provides the identification and description of the whole set of key risks to which an asset of ~ Adapted from: 16085:2021
the organisation is exposed. In other words, all the risks that affect the achievement of the  [68]
objectives of an asset and which can be generated in the internal context of the organisation in
the same way as those that arise in an external context.
Risk response Concept The response established by the organisation to counteract the risk once it has been assessed.  Adapted from:
The risk response may have several options (accept, share or transfer, escalate, avoid, etc.) and COBIT 5 for Risk [52]
priorities (high, medium, low), which will be selected in accordance with the magnitude of the
risk.
Table 9: Relationships in the RPMO
Name Concepts Description
Affects Risk event — Asset A risk event affects one or more assets. An asset can be affected by many risk events.

Allows planning
Allows to be obtained

Are caused by
Are monitored through

Are performed on
Are subject to

Can lead to

Can materialise in
Can originate from
Considers
Contains

Identifies

Is associated with
Is influenced by
Makes use of

May be subject to
May consider

May require

May trigger

Must be carried out by

Must belong to
Occurs for

Risk analysis — Response action
Risk analysis — Impact estimate

Risk — Cause
Response action — Metric

Response action — Asset
Consequence - Control variable

Response action - Risk

Risk - Risk event

Cause - Asset

Risk management plan - Risk
profile

Risk analysis = Risk response
Risk profile - Risk
Impact estimate -
variable

Risk event - Risk factor

Control

Risk analysis — Risk level criteria
Risk analysis - Risk event

Risk profile - Risk analysis
Response action — Resource

Risk - Consequence

Response action - Management
resource

Risk analysis - Risk

Risk event — Cause

A risk analysis allows planning one or many response actions. A response action can be planned in
one or many risk analyses.

A risk analysis allows many impact estimates to be obtained. Each impact estimate is related to a
risk analysis.

Many risks are caused by one or many causes. One cause can lead to one or many risks.

Many response actions are monitored through one or many metrics. One metric allows several
response actions to be monitored.

All the response actions are performed on one or more assets. An asset may or may not require
several response actions.

All the consequences are subject to one or many control variables. A control variable can be
considered in several consequences.

A response action can lead to many risks. A risk may have been generated by a response action.

A risk can materialise in many risk events. A risk event is the materialisation of one or many risks.
One cause can originate from many assets. One asset can be involved in several causes.

Each risk management plan considers one or many risk profiles. Each risk profile is associated with
arisk management plan.

A risk analysis contains a risk response. A risk response is to a risk analysis.

A risk profile identifies one or more risks. A risk can be assigned to one or many risk profiles.

An impact estimate is associated with a consequence. One control variable can be associated with
many impact estimates.

A risk event is influenced by one or many risk factors. One risk factor can influence many risk
events.

A risk analysis makes use of risk level criteria. Risk level criteria can be used in several risk analyses.
A risk analysis may be subject to a risk event. A risk event is the subject of one risk analysis.

A risk profile may consider one or many risk analyses. A risk analysis belongs to a risk profile.

A response action may require several resources. One resource may be required in several response
actions.

A risk may trigger many one or many consequences. A consequence is associated with one or many
risks.

Each response action must be carried out by a management resource. One management resource can
perform many response actions.

Each risk analysis must belong to a risk. A risk can be associated with many risk analyses.

A risk event occurs for many causes. A cause can lead to one or many risk events.

4.2 Instance of SRMO

This section presents an example of an application with which the SRMO has been instantiated by considering some of

its key concepts (represented by italics in the description of the example). This application example aims to illustrate
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some of the benefits of the ontology and the contribution it makes in supporting the RM practices in an organisation.
For this purpose, a hypothetical scenario has been created in which real situations are considered, obtained from

different RM approaches and from the scientific literature associated with this field of knowledge.

4.2.1 Ontology instantiation example.

Nowadays, organisations support their activities (i.e., operational, financial, strategic, etc.) through a project-based
approach, to create new products or services [86,88], as well as to face the continuous market changes and
requirements related to technological advances, competition, regulations, economic demands, etc. [79]. This has led to
projects becoming a primary business asset to help organisations break out of their status quo and to provide financial
and social value [106]. In this regard, RM becomes an essential practice to help organisations and the different parties
involved in the project to identify risks and systematically apply strategies, so reducing the negative effects of risk on
the achievement of the project objectives. Accordingly, this is how, using the SRMO, the main elements are put
forward for the establishment and support of a "Risk Management Strategy” (RMS). By means of this RMS an
organisation can: (i) define a general policy for the management of risk in projects, which should be in line with the
needs of the business, (ii) establish the key objectives and metrics to carry out the measurement and evaluation of the
efficacy of the RAS, (iii) consider an approach for the RM (made up of categories, processes, activities, tasks and
artefacts) which can be adapted to the characteristics of the projects and which ensures that the RM is applied in the
correct manner, (iv) identify or define the key management resources (organisational roles and structures) to support
the practices of the RM with its different levels of responsibility and (v) guarantee the regularity of the monitoring and
evaluation of the RMS by means of the control points. In Table 10 an example is shown of the instantiation of each of

these concepts, by means of some of the components proposed in the COBIT framework [56].

Table 10: Instance of risk management strategy based on COBIT

SRMO Concept Instance
Risk Management Strategy RMST: Risk Management Strategy for programs/projects
Risk Policy RPI: Program/project management policy: Deals with managing risk linked to projects and programs. It details management’s

position and expectations regarding program and project management. Moreover, it also handles accountability, goals and
objectives regarding performance, budget, risk analysis, reporting and mitigating adverse events during the execution of
programs and projects.

Metric Metricl: Percent of critical business objectives and services covered by risk assessment
Metric2: Ratio of significant incidents that were not identified in risk assessments vs. total incidents
Metric3 Frequency of updating risk profile

Objective EG02 Managed business risk. This objective is measured by the Metric1, Metric2 and Metric3
Category Categoryl: Evaluate, Direct and Monitor

Process RMProcess: Risk Management Process (Adapting COBIT-2019)

Activity EDM03: Ensured Risk Optimisation

Task EDM03.01: Evaluate risk management.

Step EDM03.01.1: Understand the organisation and its context related to I&T risk.

Artefact Artefactl: Evaluation of risk management activities

Role Rolel: Chief Risk Officer

Organisational Structure OST: Enterprise Risk Committee

Responsibility The Role1 and OS1 are Responsible for the task “EDM03.01°

Control Point The RMS1 should be reviewed and evaluated once annually following its implementation.

An organisation to conduct the RM should define and establish the different criteria or parameters of the risk (i.e.,
Impact criteria and likelihood criteria) which should support decision making during the evaluation and prioritisation
of the risksin the projects. These criteria reflect the risk appetite that an organisation is willing to take in its pursuit of
the objectives of the project, and should be oriented towards time, scope, cost and quality. These objectives make up
the so called “triangle” of project management and in the ontology can be defined by means of the concept “Control
Variable’. On the other hand, an organisation should make available the means necessary to carry out the
identification and classification of the risks. A common way used by organisations is the Risk Breakdown Structure

(RBS), which can be generic or specific, according to the type of project. In terms of definition, the ontology supplies
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the concept of “Risk Category”. Lastly, each one of these elements and others besides can be included in the risk
management plan. These elements help to structure and guide the RM practices throughout the entire life cycle of the
project. In Table 11 one can see an example of each of these concepts, by means of the adaptation of the proposals in
the PMBOK [104].

Table 11: Instance of some key elements of a risk management plan based on PMBOK

SRMO Concept Instance

Scale Scale5: Very High, Scale4 High, Scale3: Medium, Scale2 Low, Scalel: Very Low
Control Variable CV1: Time, CV2: Scope, CV3: Cost, CV4 Quality

Impact Criteria The Impact Type is quantitative and is used to estimate risk with Negative effect

IC5: Impact Rating (Value=5, Scale5), criteria: >20% CV3 increase
IC# Impact Rating (Value=4, Scaled), criteria: 10 to 20% CV3 increase
IC3: Impact Rating (Value=3, Scale3d), criteria: 3 to 10% CV3 increase
ICZ Impact Rating (Value=2, Scale2), criteria: 1 to 3% CV3 increase
ICT: Impact Rating (Value=1, Scalel), criteria: <1% CV3 increase
Likelihood Criteria Criteria used to estimate the likelihood of risk with negative effect
LC%: Likelihood Rating (Value=5, Scale5), criteria: >70%
LC# Likelihood Rating (Value=4, Scale4), criteria: 40-70%
LC3: Likelihood Rating (Value=3, Scale3), criteria: 20-40%
LC2 Likelihood Rating (Value=2, Scale2), criteria: 5-20%
LCT: Likelihood Rating (Value=1, Scalel), criteria: 0-5%
Risk level Criteria Criteria used for the classification of level of risk with negative effect
RL#: criteria: risk magnitude >=60, Scale5
RL3: criteria: risk magnitude > 40 and <60, Scale4
RLZ criteria: risk magnitude >12 and <40, Scale3
RLI: criteria: risk magnitude <=12, Scale2
Risk Category RCI: Project Risk (Risk Category)
|_ RC1.1: Technical Risk (subcategory)
|_RC1.1.2 Requirements definition (subcategory)

The risks can be generated by different factors and at different stages of the project. Accordingly, it is important to
carry out an adequate identification and register of the risks by means of a risk profile of the project. A basic example

of a risk register can be seen in Table 12.

Table 12: Instance of risk register in projects

SRMO Concept Instance

Project Project001

Risk Profile The risk profile defined for Projectog1 is the RProfileProject001 and the risk identified is R0OI.
Risk Factor Category RFCI: Risk factors of project (Risk Factor Category)

|_RFC1.1: Product engineering (subcategory)
|_RFC1.1.1: Requirements (subcategory)
Note: The risk factor categories are based on those proposed in [83], which are concerned with software development

projects.
Risk Factor RFI: Requirement ambiguity, Type Internal and RFI is classified in RFCI.1.1.
Role Role2: Project Manager
Role3: Business Analyst
Metric Metric7: Check that the specification of the project requirements complies with 100% of the characteristics described in the

requirements quality model defined/used by the organisation (Risk Trigger).

Metric8: Check that 100% of the requirements can be implemented and are actually necessary for the project (Risk Trigger).
Metric9: Approval by the client of the specification of the requirements (Risk Trigger).

Metric10: Percent of requirements changed during project execution (Risk Trigger).

Risk R0O0I: Poor Requirements Quality. The R00I belongs to the Role2 (risk owner) and this is generated by RFI The risk
pertains to RC1.1.2and the risk triggers associated are Metric7, Metric8, Metric9 and Metric10.
Cause Causel: Lack of ability among the requirements engineers. This cause can generate the R00I risk.

Cause2: Lack of commitment from the client/end user to provide information on the project requirements. This cause can
generate the R001 risk.

Consequence Consl: Failure to meet the agreed delivery dates for products. The ConsI is subject to CVI and can be caused by R001 risk.
Cons2: Increases in the project budget to be assumed by the organisation. The ConsZis subject to CV3 and can be caused
by R001 risk.

Risk Analysis RA001, Risk Type: Inherent Risk

The project risk team determined that the approximate estimate of the likelihood of the occurrence of the risk is 5, and that
the approximate global estimate of how significant the risk impact would be, if it happened and thus became an issue, is 18.
Finally, the risk magnitude is 90, therefore, the risk level is RL4.

Impact Estimate The approximate estimate of the risk impact R001, in relation to the objectives of the project represented by the control
variables:
IE1: CV1, Score=5,
IE2 CV2, Score =4,
IE3: CV3, Score =5,
IE4: CV4, Score =4
The total of the estimate of the risk impact is 18.

Risk Response The decision made to respond to the R001 risk is mitigate (Response Strategy)

Response Action The response actions planned to help in mitigating the R001 risk analysed via the RA001, and which should be carried out
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by Role3, are:

RActionI: Train the requirement engineers or system analysts about the business logic of the project that is to be
developed.

RActionZ: Ensure that the users are clear as to what they want to achieve with the project.

4.3 Implementation of the SRMO

This ontology was implemented in OWL (Ontology Web Language) [130], using the Protégé editor [90] (5.5.0 version).
This editor enables the construction of ontologies based on frames. As a result, each of the SRMO concepts was
transformed into a class, each of the attributes into data properties through domains, and each of the relationships into
object properties. It is also worth mentioning that the enumerations were transformed as data properties, using the
ranges, by assigning the values predefined in the subontologies.

In addition, to enable the evaluation of the ontology and the execution of the CQs, the instance of SRMO (section
4.2) was populated and completed by creating a series of instances/objects in each of the classes, which are referred to
in Protégé as individuals. A summary of this implementation can be observed in Table 13 and in Figure 5, which show

the obtained values of the key metrics generated by the tool.

Table 13: Ontology metrics

Metrics Results
Axiom 2118
Logical axiom count 1656
Declaration axioms count 462
Class count 46
Object property count 99
Data property count 44
Individual count 273
Property assertions: RO01 =M § Data property hierarchy: riskType (210 = W X
Asserted o] mmwmayTrigger Cons2 D00 = 45 Asserted [
¥ @ Resource mmareMonitoredBy Metric9 oY | = effectType
» Mini:emeanemume == mayTrigger Consl | B endDate
Procedure . == functions
Template mmareMonitoredBy Metric? d = globallmpactDesc
Tool m=areMonitoredBy Metric8 < 20 = globallmpactEstimate
RiskManagementstrategy mmareMonitoredBy Metric12 Quo’ == identifier
Category mmareMonitoredBy Metricll 1@ = impactType
Cause i = instructions
Consequence = areMonitoredBy Metric10 m justification
ControlPoint wmareCausedBy Cause2 == knowledge
ControlVariable mmareCausedBy Causel - level
ImpactCriteria = name
ImpactE stimate mubelongsTo Rolel0 == probabilityDesc
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Figure 5: The screenshot of the ontology implemented in Protégeé.

4.4 Application of the Competency Questions to the SRMO

Competency questions (CQs) are used to evaluate ontological commitments and to determine whether an ontology
meets the requirements [42,92]. In order to perform this check and verify whether the ontology can work in a real

world, a formal specification of the CQs was performed manually, using the SPARQL query language [131] and tested
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with the Protégé tool. It should be noted that the CQs were applied to the ontology instance described in section 4.3. A
summary of the formalisation of the CQs is shown in Table 14. The answers given by each of the CQs can be found in

the ontology resources repository (see section 5.2.2).

Table 14: Competency questions expressed in SPARQL

Specific Competency Question

SPARQL Query

CQ1

cQ2

CQ3

CQ4

CQs

CQ6

cQ7

CQs

What are the established objectives and metrics for the risk
management strategy for programs/projects “RMS1”?

What are the RM process tasks associated with the risk
management strategy for programs/projects “‘RMS1”, what are
the management resources allocated to them, and what is their
accountability?

‘What are the objectives and metrics assigned to the RM process
“RMProcess™?

What are the procedures that can be used in the RM process
tasks “RMProcess™?

What are the active risk management strategies, what scope do
they have, and through what approach are they implemented?

What are the identified risk categories and subcategories in the
risk management strategy for programs/projects “RMS1”?

What assets of the organisation are implementing the risk
management strategy for programs/projects “RMS1”?

What are the acceptance criteria defined in the risk
management strategy for programs/projects “RMS1” and which
are considered by an asset of the “Project - Project001”
organisation?

PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?0 ?M
WHERE {

?RMS SRMO:mustHaveAssigned ?0.

?0 SRMO:isMeasuredBy ?M.

?RMS SRMO:identifier "RMS1"

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?P ?T ?MR ?R
WHERE {
?P SRMO:consistsOf ?A.
?A SRMO:canBeSubdividedInto?T.
?RAM_Task SRMO:mustSetOut ?T .
?RAM_Task SRMO:mustSpecify ?MR.
?RAM_Task SRMO:provides ?R .
?RMS SRMO:mustStipulate ?RAM_Task .
?RMS SRMO:identifier "RMS1".

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?P ?0 ?M
WHERE {

?P SRMO:mustHaveAssigned ?0.

?0 SRMO:isMeasuredBy ?M.

?P SRMO:identifier "RMProcess".

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO# >
SELECT ?P ?A ?Pr
WHERE {

?P SRMO:consistsOf ?A.

?A SRMO:canBeSubdividedInto ?T.

?T SRMO:canUse ?Pr.

?P SRMO:identifier "RMProcess”

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?RMS ?App
WHERE {

?RMS SRMO:hasAsltsScope ?A .

?RMS SRMO:areManagedWith ?App.

?RMS SRMO:status "Active".

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?rC ?sbRCL1 ?sbRCL2
WHERE {

?rC SRMO:mayHave ?sbRCL1.

?sbRCL1 SRMO:mayHave ?sbRCL2.

?RMS SRMO:shouldIdentify ?rC.

?RMS SRMO:identifier "RMS1".

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?A ?RMP ?RMS
WHERE {

?A SRMO:canContain ?RMP.

?RMP SRMO:shallConsider ?RMS.

?RMP SRMO:status "Active".

?RMS SRMO:identifier "RMS1".

}

PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?aC

WHERE {

?RMP SRMO:hasRelated ?aC.

?A SRMO:canContain PRMP.

?RMP SRMO:status "Active".

?A SRMO:identifier "Project001"
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cQ9

CQ10

co11

cQ12

cQ13

cQ14

CQ15

What risk factors are taken into account by an asset of the
“Project - Project001” organisation and what risks do they
cause?

What impact criteria are related to an asset of the “Project -
Project001” organisation and with which control variables are
they associated?

What risks have been identified for an asset of the “Project —
Project 001” organisation, to which category do they belong,
and who owns them?

‘What triggers are being used to anticipate the occurrence of the
identified risks for an asset of the “Project - Project 001”
organisation?

What are the causes that generate an “Poor Requirements
Quality (R001)” risk, and what possible consequences could it
trigger?

What assets have been impacted by the materialisation of a
“Poor Requirements Quality (R001)” risk and what are their
consequences on the objectives?

What actions help to counteract a “Poor Requirements Quality
(R0O01)” risk?

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?rF 7R
WHERE {
?A SRMO:canContain ?RMP.
?RMP SRMO:takesAccountOf ?rF.
?rF SRMO:canGenerate ?R.
?rC SRMO:canClassify ?R.
?RMP SRMO:status "Active".
?A SRMO:identifier "Project001".

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?iC ?eT ?cV ?S
WHERE {
?A SRMO:canContain ?RMP.
?RMP SRMO:shouldTakeAccountOf ?iC.
?iC SRMO:require ?S.
?iC SRMO:hasAssociated ?cV.
?iC SRMO:effectType ?eT.
?RMP SRMO:status "Active".
?A SRMO:identifier "Project001".

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT 7R ?rC ?mR
WHERE {
?A SRMO:canContain ?RMP.
?RMP SRMO:considers ?rP.
?rP SRMO:identifies ?R.
?rC SRMO:canClassify ?R.
?R SRMO:belongsTo ?mR.
?rP SRMO:status "Active".
?RMP SRMO:status "Active".
?A SRMO:identifier "Project001".

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?R ?M
WHERE {
?A SRMO:canContain ?RMP.
?RMP SRMO:considers ?rP.
?rP SRMO:identifies ?R.
?R SRMO:areMonitoredBy ?M.
?rP SRMO:status "Active".
?RMP SRMO:status "Active".
?A SRMO:identifier "Project001".

}

PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?cons ?cause

WHERE {

{
?R SRMO:areCausedBy ?cause.
?R SRMO:identifier "R001".

UNION

?R SRMO:mayTrigger ?cons.
?R SRMO:identifier "R001".

}

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?a ?cons ?cV
WHERE {
?R SRMO:canMaterialiseln ?rE.
?rE SRMO:effects ?REM.
?REM SRMO:affects ?a.
?REM SRMO:results ?cons.
?consq SRMO:areSubjectTo ?cV.
?R SRMO:identifier "R001"

}
PREFIX SRMO:
<http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?rAction ?aT
WHERE {

?rA SRMO:mustBelongTo ?r.

?rA SRMO:allowsPlanning ?rAction.

?rAction SRMO:actionType ?aT.

?r SRMO:identifier "R001"
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CQ16 What are the responses to risk events that materialise in a PREFIX SRMO:
“Poor Requirements Quality (R001)” risk? <http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>

SELECT ?rE ?rA 1R

WHERE {
?r SRMO:canMaterialiseIn ?rE.
?rA SRMO:mayBeSubjectTo ?rE.
?rA SRMO:mustBelongTo ?r.
?rA SRMO:contains ?rR.
?r SRMO:identifier "R001".

CQ17 What are the causes and risk factors that may influence in the PREFIX SRMO:
materialisation of a “Poor Requirements Quality (R001)” risk? <http://www.semanticweb.org/jhonmassodaza/ontologies/2021/0/SRMO#>
SELECT ?c ?rF
WHERE {

{
?r SRMO:canMaterialiseIn ?rE.

?1E SRMO:occursFor ?c.
?r SRMO:identifier "R001".

UNION
?r SRMO:canMaterialiseIn ?rE.

?rE SRMO:isInfluencedBy ?rF.
?r SRMO:identifier "R001".

5 EVALUATION OF THE SRMO

In this section the evaluation of the SRMO ontology is addressed, which is a key task in the process of building and
refining an ontology [39,77] which is reliable, so it can be shared and used by the community [129]. According to
McDaniel et al. [82], the evaluation applied to a domain ontology aims to assess whether an ontology has been
accurately, efficiently and adequately modelled with respect to the domain it represents. The authors propose a
framework called the “Ontology Evaluation Pipeline”, which combines different evaluation methods and approaches
available in the literature. This framework aims to make an ontology which is error-free, modular in nature, and
which can be stored in an ontology repository so that it can be easily found and shared. The evaluation set out in the
framework comprises two phases, ontology validation and ontology improvement, whose application for the SRMO is
described in the following subsections. In addition to this evaluation, the use of the ontology is presented through two

scenarios or application cases.

5.1 Ontology Validation Phase

The ontology validation purpose is to verify that an ontology is of sufficient quality to be used and also that it is
appropriate for the domain it represents [82]. To carry out this phase, three activities are suggested: (i) check domain

and task fitness, (ii) remove errors and (iii) apply metrics.

5.1.1 Check Domain and Task Fitness.

This activity is designed to verify if the ontology meets the domain objectives and for this purpose, the FOCA
methodology [6] was selected, as it enables quality control of the ontology. FOCA uses a questionnaire that follows the
GQM approach to evaluate the components of the ontology along with a statistical model for the calculation and
verification of the ontology quality. FOCA consists of three steps: (i) ontology type verification, (ii) questions
verification and (iii) quality verification. One expert in ontologies, projects management and software processes

manually reviewed the SRMO and applied the method described below.
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5.1.1.1 Step 1- Ontology Type Verification.

The type of ontology must be specified in this step for which the following FOCA verification types are: Typel -
Domain or Task ontology; and Type 2 - Application ontology). As mentioned above, the SRMO is considered as a
domain ontology.

5.1.12 Step 2- Questions Verification.

Table 15 contains a summary of how GQM was applied for this step. This consists of five objectives, thirteen questions
and six metrics, which allow the quality of an ontology to be evaluated. It is also worth mentioning that the
methodology specifies that depending on the type of ontology a question will be disabled. Since SRMO is a domain
ontology, question Q4 should not be considered. On the other hand, each question should have a score associated to it.
To award this score, the authors [6] define for each one of the questions specific verification criteria, which will allow
one to evaluate whether or not the ontology fulfils the purpose of the question, through the assignment of a
corresponding value (e.g., 25, 50, 75, 100). Finally, the average of each of the objectives is calculated, with reference to

the scores achieved by each of the questions that are associated to the objectives.

Table 15: Applying the GQM approach of the FOCA methodology on the SRMO

Goal Question Metric Grade Mean
1. Check if the ontology complies Q1. Were the competency questions defined? 1. Completeness 100 66.66
with Substitute Q2. Were the competency questions answered? 1. Completeness 100

Q3. Did the ontology reuse other ontologies? 2. Adaptability 0
2. Check if the ontology complies  Q4.Did the ontology impose a minimal ontological commitment? 3. Conciseness - 75
Ontological Commitments Q5. Did the ontology impose a maximum ontological commitment? 3. Conciseness. 50

Q6. Are the ontology properties coherent with the domain? 4. Consistency 100
3. Check if the ontology complies Q7. Are there contradictory axioms? 4. Consistency 100 100
with Intelligent Reasoning Q8. Are there redundant axioms? 3. Conciseness 100
4. Check if the ontology complies  Q9.Did the reasoner bring modelling errors? 5. Computational efficiency 100 100
Efficient Computation Q10. Did the reasoner perform quickly? 5. Computational efficiency 100
5. Check if the ontology complies  Q11.Is the documentation consistent with modelling? 6. Clarity 100 100
with Human Expression Q12. Were the concepts well written? 6. Clarity 100

Q13. Are there annotations in the ontology that show the definitions of 6. Clarity 100

the concepts?

5.1.1.3 Step 3- Quality Verification

In this step the quality of the ontology must be calculated. The authors in [82] propose two ways to carry out this
calculation, which are called total quality and partial quality. For this paper the total quality verification was selected
since this method allows one to consider the five roles for knowledge representation (i.e., Substitute, Ontological
Commitments, Intelligent Reasoning, Efficient Computation and Human Expression). These roles are related to the
five objectives presented in Table 15. The total quality of the ontology is calculated using the beta regression model
(see equation 1) proposed by Ferrari et al. [33]. The result of applying this model ranges between 0 and 1.

exp—.4—4—+. 0Vg X i+0. oV x Co)i+ 0.01(Covg x Re); +0. oV, xCp).— .66 Xpi— dx i
0.44+0.03(Covg x Sb);+0.02(Cove x Co);+ 0.01(Covg x Re); +0.02(Covcy x Cp),—0.66LExp;—25(0.1x NI);

= 1)

v 1+exp(—0.44+0.03((:ov5 x Sb);+0.02(Cov¢ x Co);+ 0.01(Covg x Re); +0.02(Covcp x Cp)i—0.66LExpi—25(O.1x Nl)i)

Criteria to calculate the total quality:

e Covg is the mean of grades obtained from Goal 1.

e Cov is the mean of grades obtained from Goal 2.

e Covg is the mean of grades obtained from Goal 3.

e Covcp is the mean of grades obtained from Goal 4.

e LExp is the variable which corresponds with the experience of the evaluator. If the evaluator considers

himself/herself a person with vast experience in ontologies, the value of LExp is 1, if not, 0;

ACM Trans. Softw. Eng. Methodol.



e Nlis 1 only if some Goal was impossible for the evaluator to answer all the questions;
e Sb=1,Co=1,Re=1,Cp =1, because the total quality considers all the roles.

Substituting the values obtained after applying the questionnaire (see Table 15) in the beta regression model
(equation 1) and the criteria to calculate the total quality, results in:

exp(—0.44 + 0.03(66.66 x 1) + 0.02(75 x 1) + 0.01(100 x 1) + 0.02(100 x 1) — 0.66 x 0 — 25(0.1x 0))
1+ exp(—0.44 + 0.03(66.67 x 1) + 0.02(75x 1) + 0.01100 x 1 + 0.02(100 x 1) — 0.66 x 0 — 25(0.1x 0))

ﬁ:

exp(—0.44 + 19998 +15 + 1+ 2 — 0-0)
1+ exp(—0.44 + 19998 +15+ 1+ 2 — 0-0)

i=

g op(6.0598) 0.997670571
K=1F exp(6.0598)

The result of the total quality is 0.997and being a result close to 1 one can conclude that the SRMO is of a high quality.

5.1.2 Remove Errors.

This activity is aimed at eliminating syntactic errors and inconsistencies in verification and at reducing redundancies.
In order to carry out this activity, the Ontology Taxonomy Evaluation method was applied [77]. This is a manual
evaluation method for verifying errors in the construction of the taxonomic knowledge of the frames-based ontology
[39,77]. It rests on three main criteria: Inconsistency, Incompleteness and Redundancy. The application to the ontology

of these criteria is shown in Table 16.

Table 16: Ontology taxonomy evaluation

Criteria Subcriteria Explanation
Inconsistency Circularity errors In order to validate semantic inconsistencies in the ontology, a review of each of its concepts and
Partition errors subconcepts was carried out, as well as its instances. It could be verified that there were no circularity
Semantic errors errors between the concept relationships and partitioning errors. The Hermit reasoner was also used to
find inconsistencies.
Incompleteness Incomplete concept classification The integrity of the concepts and their relationships was assessed, verifying that the domains and
Partition errors ranges of relationships were appropriate and accurate and that the class properties represented the

basic and necessary information to understand the domain concepts. In addition, all the concepts
specified in the ontology design were included.

Redundancy Grammatical redundancy It could be verified that there were no redundancy or incompleteness errors in the defined concepts of
Identical formal definition of some  the ontology, nor in their representation by means of classes, the latter in order to eliminate possible
classes ambiguities.

Identical formal definition of some
instances

5.1.3 Apply Metrics.

Once it has been established that the ontology matches the domain for which it was designed, metrics must be applied
to verify or check its quality [82]. For this purpose, the five basic criteria to evaluate the quality of an ontology
identified by Gomez-Perez [39] were used: consistency, completeness, conciseness, expandability and sensitiveness.
The application of these criteria, which are shown in Table 17, will ensure that the ontology is correctly constructed

with respect to the content it represents.
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Table 17: Ontology quality criteria

Criteria Explanation

Consistency We can assert that the description of the ontology and subontologies is consistent since they are aligned with the domain they represent.
Furthermore, the document presents the definition of each of its terms and their relationships, to avoid contradictions and misinterpretations. The
definition of its terms arises from the analysis, and comparison of the associated terminology in widely recognised RM standards and frameworks. For
the graphic representation, the SRMO uses a basic notation (UML class diagrams), which could aid a better understanding of the knowledge modelled,
as UML is a language widely used by industry and academia. Tests were also conducted to validate the consistency of the knowledge modelled and
implemented in Protégé, using the Hermit reasoner, to ensure that the ontology did not present errors. This is to ensure that the ontology is error-
free and complies with the domain specifications. Finally, examples of instantiation were made to demonstrate how each of the concepts can be used.

Completeness The ontology tries to adequately cover the whole context of RM from an integrated approach, providing the key elements that enable the
establishment of an RMS supported by decision-making mechanisms and a holistic risk management. In this sense, the ontology includes the most
relevant terms to facilitate the understanding and comprehension of this management practice. Each of these terms was organised in tables,
accompanied by their definition and bibliographic support. On the other hand, competency questions were defined and adapted by means of test cases
to evaluate the fulfilment of the ontology's requirements and to verify that the outputs are correct.

Conciseness The ontology is concise, as it does not present definitions of unnecessary or irrelevant terms. The ontology does not present redundancies between
existing terms and their representations.

Expandability Since it has not been tailored to specific organisations or management fields, the SRMO can be adapted and extended by including and defining new
terms, so that it can be used in specific industry contexts.

Sensitiveness The ontology is not expected to be sensitive to small changes in the existing definitions. This is because the definitions of its terms have been

consistently achieved, through the disciplined integration of the different definitions from the relevant RM standards and frameworks.

5.2 Ontology Improvement Phase

This phase is aimed at further improving the ontology, if necessary, before it can be published, in order to provide an
ontology with the necessary quality for its use in the future. To carry out this phase, two activities are set out [82]: (i)

Pruning and modularisation and (ii) Library placement.

5.2.1 Pruning and modularization.

The modularisation consists of pruning and modularising the ontology, prior to its publication, i.e., subdividing it into
smaller pieces that are easier to use and that have specific purposes with regard to the knowledge they represent. This
improvement activity was not applied once the validation phase of the ontology was finished, since originally the
SRMO was conceived in a modular way, with specific purpose subontologies that would cover different plots of the
RM domain, but which together would support the implementation and execution of this process, providing
organisations with an integrated vision of risk..In addition, this modular design of the SRMO facilitates the reuse of
knowledge and the updating of each of its terms and relationships. On the other hand, each of the subontologies
underwent changes during its design and implementation phase. Therefore, pruning was applied to eliminate
unnecessary terms and relationships, to guarantee the purpose of each of the subontologies with respect to their
domains and thus avoid redundancies. This made it possible to generate the connections between each of them

through relevant terms.

5.2.2 Library placement.

The purpose of this activity is to create or select an appropriate repository for the ontology publication. To fulfil this,
the ontology and the competency questions, which were implemented by using the Protégé editor, were placed in the
github repository, so that they could easily be accessed and used in future studies through the following URL:
http://bit.ly/SRMO Resources

5.3 SRMO Application Cases

In order to strengthen the evaluation process, this section presents two scenarios or application cases that demonstrate

the usefulness and capacity of SRMO in real situations.
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5.3.1 Application Case 1: Universidad del Cauca.

This application case aims to demonstrate the usefulness of SRMO to analyse the strategies implemented at the
University of Cauca (Unicauca, Colombia) to mitigate risks due to the global situation caused by the COVID-19
pandemic. This pandemic forced social distancing and the closure of the university in order to protect the health and
safety of the university community. Unicauca, through the Superior Council, was confronted with the need to respond
quickly to this situation by implementing transitory measures to guarantee academic activities and those related to the
fulfilment of its mission objectives, through the use of information and communication technologies (ICT) or others
that would allow a gradual return to the tasks that were carried out on a daily basis, but in a virtual context. This
obliged the Superior Council to carry out an assessment of the risks that the university community could face and to
define an action plan to help counteract the challenges arising from this new normality.

This application scenario was carried out with the help of two staff members of the institution, with- whom the
documentation related to the strategies implemented by the university in the academic context was reviewed and
analysed. Through several virtual work sessions, the knowledge used in the strategies was identified according to the
ontology developed. For reasons of confidentiality, only some of the results of the analysis which are representative

for illustrating the applicability of the ontology are presented here:

e Control actions to reduce risks related to the use of digital platforms and technologies to improve pedagogical
resources, academic assessments and online teaching activities, etc, by teachers. In this sense, Unicauca defined
different control actions aimed mainly at: (i) training of teachers in the use of information technologies (IT), (ii)
acquisition of software products and services in the cloud to support teaching activities and their configuration
on the university's platforms, and (iii) adjusting the software of the Integrated System of Enrollment and
Academic Control (SIMCA) to adapt and configure it to the current situation.

o Control actions to reduce the risk of dropout of undergraduate students in vulnerable socio-economic situations,
internet connectivity problems and lack of computer equipment. In order to strengthen the continuity of
students, the university established control measures aimed at: (i) acquisition of computer equipment, extension
of software licences and internet data plans, (ii) definition of a protocol for the selection, allocation, monitoring
and control of resources, and (iii) implementation of a report in SIMCA for the characterisation of the
university population with respect to geographical location, economic situation and socio-economic stratum to
help each Faculty Council of the university in the selection and allocation of the different resources.

e Unicauca, being a public entity, has implemented the Risk Management Component, defined in the Internal
Control Standard Model (MECI) [87], which is required by the Colombian government for its public entities and
is based on the ISO 31000 Standard. Regarding the implementation of this component, it became evident that the
university has not updated the RMS to date with respect to the current situation; although there are guidelines
through institutional agreements, these have not been included in the RMS. There was evidence of a lack of
rigour in the assignment of levels of responsibility for the different management resources identified with the
new risk mitigation strategies as a result of COVID-19, as well as those already established at a general level in
the RMS. There is a comprehensive institutional risk map in force for 2021, but it has not been updated with the
risks identified as a result of COVID-19 and for which mitigation strategies are already in place. It was also
possible to observe that the RMS specifies the criteria to support the assessment of risks, but these are very
generic. In the case of the criteria for determining impact, only corruption risks are considered, leaving aside

other key constraints for the university (i.e., reputational, operational, technological, information,
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environmental, etc.). On the other hand, there is a general risk policy and no specific RM guidelines for the most
critical assets, which would help to promote and strengthen this management practice.

e It was possible to identify that the university has a Technological Resources Management process, but this has
not been included in its critical processes. This process is vital for the functioning of the institution and even
more so in the current situation, since among its objectives is the construction of computer applications that
contribute to the automation of institutional processes, through the formulation, development and

implementation of projects that provide solutions to the problems or needs of the institution.

In summary, this brief application scenario allows us to demonstrate the usefulness of the ontology and to see how
it can serve as a tool to help analyse the definition and/or implementation of risk mitigation strategies in an
organisation. The main lesson learned from having put this proposal into practice is that an organisation can benefit
from an ontology to analyse, verify and validate an RMS, as it offers structured and formalised knowledge that can be
adapted to its needs. Moreover, being an ontology that integrates different RM approaches, they can consider other
elements that will help to complement or improve an RMS. On the other hand, we are also aware that this application
case has limitations that need to be taken into account. We used the SRMO in an organisation that does not belong to
the software development sector, but is an institution that depends on software to meet its mission objectives and
because of the COVID-19 pandemic accelerated its digital transformation to improve its processes. Additionally, with
remote work and online classes, the use of ICT and access to computer applications by the university community
increased, bringing with it enormous challenges and risks for the institution. Situations that motivated us to select
Unicauca for the application of our ontology. Another limitation is the profile of the staff, as none of them had
knowledge of ontologies or knowledge models, which implied active participation in the activity, which could have
influenced the results of the analysis. Therefore, a future evaluation of the SRMO should consider ontology and RM
experts with different levels of experience. As well as software organisations to be able to instantiate, analyse, validate

or verify the definition and implementation of an RMS in companies in this sector.

5.3.2 Application Case 2: Use of the SRMO for the definition of a RM methodology.

The SRMO was used to define a specific RM methodology belonging to a methodological framework aimed at
supporting the RM of an organisation's assets from an integrated approach. This methodology describes in detail the
activities and tasks to be performed by all stakeholders in RM. In this sense, the SRMO provided the conceptual
structure of the RM domain at the different management levels of an organisation, through each of the subontologies
(RMEO, RCEO and RPMO). These subontologies resulted in two processes: Establishment of Business Risk
Management (EBRM) and Risk Management (RM). For their definition, the process pattern developed in the
framework of the COMPETISOFT project [94] was adapted. Furthermore, the definition of the processes is supported
by the standard notation of SPEM 2.0 [97] and the use of the modelling tool EPF Composer [23]. An overview of the

methodology is presented in Figure 6.
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AL Risk strategy planning.
A1.01: Formulate or update business risk policies.

A1.02: Identify the organisation's current needs against the risk.

A1.03: Develop or update the objectives and key metrics of the RMS.

A1.04: Define or update the scope of the RMS

A1.05: Define or update the RM process.

A1.06: Define or update the business RM resources.

A1.07: Establish or update the periodicity for monitoring and evaluation of the RMS
A1.08: Create, validate and approve the RMS document.

A1.09: Define the RMS training plan

A1.10: Define and approve the RMS communication plan.

Process Category: Strategic
«Suboniology»
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9
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Preparation for implementation.

A2.01: Assign and notify roles and responsibilities to management resources.
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A2.02: Risk analysis.
A2.03: Risk evaluation.
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Figure 6: Processes, activities and tasks of the RM Methodology.

Overview of the main processes of the defined RM methodology:

e EBRM: This process is oriented at the strategic level of the organisation. It provides a consistent approach to
defining and establishing an RMS that is aligned with the governance approach and allows for a holistic view of
risk to help preserve the value of the organisation. Through the definition of a risk policy that achieves the
organisation's objectives, with clear coverage of the assets to be managed, objectives and key metrics to
measure and control the execution of the RMS. It also allows specifying a standard approach to RM with respect
to the nature of the business, including the different organisational structures, roles and responsibilities that
will address the risks. It furthermore ensures monitoring and evaluation of the RMS to provide results that
promote continuous improvement and documentation of lessons learned.

e RM: This process is oriented to the tactical and operational level of the organisation and provides the key
elements to define and establish the context of RM, through the identification of the different sources and causal
factors of risks that have an impact on the assets and that may be in the internal and external context of the
organisation. As well as the criteria that will allow decision making at the time of carrying out the risk
assessment, regarding the amount and type of risk that an organisation is willing to assume in the fulfilment of
its asset objectives. Each of these criteria should be documented in the asset's risk management plan (RMP). This
RMP will address the organisation's intent with the RMS and serve as a mechanism to support the
implementation of an asset's RM. Through the systematic application of activities and tasks that will support the

identification, analysis, assessment, treatment and monitoring of risks. These should be collected, documented
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and communicated through appropriate management of the asset's risk profile. The RMP and RM process

should be monitored and evaluated to improve its effectiveness.

6 DISCUSSION

As described in Section 2.2, most of the ontologies oriented to the RM domain are based on approaches (models,
frameworks, standards, etc.) that have already been withdrawn or replaced by the institutions that publish them. Also,
very few reported a formal method for their construction, which together with the shortcomings found regarding the
definitions of concepts and their relationships, the use of modelling languages for the representation of the proposals
or their implementation through tools, prevented a better analysis and use of the defined knowledge. These situations
reveal a dearth of maturity and formality in the development of ontologies [136]. Moreover, they are focused on
supporting specific RM activities in various application contexts and with differing degrees/levels of specification,
which means that there is still ambiguity and heterogeneity in the terminology associated with this management
practice. This situation can also be seen in the different approaches to RM that were analysed for the design of the
ontology and which are presented in Section 2.1.

It could also be observed that, at the ontological level, the RM field has not been treated from an integrated
approach. Most of the proposals still consider RM from a traditional or tactical approach. For this reason, the present
proposal has been designed to support a holistic view of risk that could be adapted to the needs of an organisation.
This ontology is intended to provide the key and fundamental elements for organisations to establish an RM that
supports their in-house strategy and that allows the creation and preservation of value, through the application of RM
practices at any organisational level. In addition, it should provide support to the stakeholders involved in the various
RM activities. All of the above, based on a thorough analysis of the most relevant RM approaches and following a
rigorous method for its development, which helped to meet the main requirements of the ontology. Additionally, it
was implemented using the Protégé tool to check the logic of the knowledge it represents and shared through a web
repository, so that it can be tested by other researchers and reused/modified in future research. As a result, it is
expected to contribute to closing the gaps in this domain which were detected in the literature review.

On the other hand, as shown in Table 2, only 56,25% of the analysed ontologies present some kind of evaluation
and very few follow a formal method that allows each of the steps followed in the evaluation process to be
corroborated. Of these studies, 25% (4 studies) report validating their ontology through a case study. However, they do
not present or describe the protocol followed, the research question, units and subjects of analysis, validation plan,
among others, which shows insufficient rigour in the use of this validation method. Although it should be noted that
despite the absence of these elements in [24] the researchers present and discuss the validity threats of their proposal.
This evidences the need for a systematic and unique method that can be applied to any type of ontology and that is
supported by well-defined and proven theories [82]. Those who design ontologies would undoubtedly be helped by
having available to them a systematic method that guarantees the quality of their proposals and which allows them to
consider and combine methods that help to evaluate the quality of an ontology from different dimensions. From this
perspective, once the SRMO had been designed and implemented, we evaluated its quality by applying different
methods contained in the framework proposed by McDaniel et al [82]. The application results obtained demonstrate
that the proposal meets several quality and content criteria. This was also corroborated through the FOCA
methodology, which was applied by an expert in ontologies, software processes and project management, who also
had basic knowledge of RM. The result of this validation determined that the ontology meets quality criteria. We are

aware that this result depends on the expertise of the evaluator on the domain and as it was performed by a human, it
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may contain biases, but this was a beneficial activity that allowed us to have an external opinion on the quality of our
proposal. In a future, the validation of the ontology with this methodology will be reinforced with more evaluators
who should have different degrees of experience in RM.

In order to strengthen the evaluation, three application scenarios were successfully conducted. The first represents
a hypothetical real-world scenario, through the creation of an instance of the ontology. This instance is based on the
extraction of information present in the approaches to RM used for the implementation of the SRMO and from
scientific literature associated with RM. This instance was implemented using the Protégé editor and with the help of
the Hermit reasoner, it could be verified that the ontology is consistent. All CQs were also applied in SPARQL which
allowed us to verify the concepts and their relationships and to demonstrate that the ontology meets its requirements
with respect to the results achieved and to refine it where necessary. The second application scenario was in a real
environment, which allowed us to demonstrate the usefulness of the SRMO. The ontology was used to analyse the
implementation of strategies to mitigate risks related to COVID-19 and RMS in a higher education institution, where it
can be evidenced that ontologies can be of great use to support the activities of verification, validation or improvement
of standards, models, methods, processes, etc. [73,115,136]. This is possible because of the type of domain knowledge it
integrates and represents. And the third application scenario to support the definition of a specific risk management
methodology where we were able to structure the knowledge and its relationships to carry out the definition of each
of the processes and their constituent elements. This methodology is part of the definition of a methodological
framework for RM which is in the process of being validated.
Therefore, it can be concluded that the SRMO was successfully evaluated and is ready to be used in future studies.
Furthermore, we believe that it can help to contribute to improve the existing proposals regarding the formalism used
for its construction and the way in which the knowledge of the domain it represents is structured. Therefore, through
this proposal it can be demonstrated that it is possible to conceptualise and represent the knowledge associated with
RM at different management levels of the organisation. Through the use of different RM approaches widely recognised
by the industry and documentation associated with this management practice. This is in order to propose a consistent
terminology for this domain and help reduce ambiguities and inconsistencies. Table 18 shows a general mapping of
how the SRMO covers the main sources of knowledge used for its construction (ISO 31000, COBIT 2019, PMBOK,
CMMI V2.0).

Table 18. General mapping between RM approaches and the SRMO

SRMO
RMEO RCEO RPMO

Approaches to risk management

1SO 31000:2018
6.2 Communication and consultation. X
6.3 Scope, context and criteria.
6.3.2 Defining the scope. X
6.3.3 External and internal context. X

6.3.4 Defining risk criteria. X
6.4 Risk assessment.
6.4.2 Risk identification.
6.4.3 Risk analysis.
6.4.4 Risk evaluation.
6.5 Risk treatment.
6.5.2 Selection of risk treatment options.
6.5.3 Preparing and implementing risk treatment plans.
6.6 Monitoring and review.
6.7 Recording and reporting.
COBIT 2019 Framework
EDM03 — Ensured Risk Optimization.
EDMO03.01 Evaluate risk management.
EDMO03.02 Direct risk management.
EDMO03.03 Monitor risk management.
APO12 — Managed Risk.
APO12.01 Collect data. X
APO12.02 Analyse risk. X

HX XK XXX

b lalal
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AP012.03 Maintain a risk profile.
APO12.04 Articulate risk.
APO12.05 Define a risk management action portfolio.
APO12.06 Respond to risk.
PMBOK 6th ed
11.1 plan risk management. X
11.2 identify risks.
11.3 perform qualitative risk analysis.
11.4 perform quantitative risk analysis.
11.5 plan risk responses.
11.6 implement risk responses.
11.7 monitor risks.
CMMI V2.0
RSK 1.1 Identify and record risks or opportunities and keep them updated.
RSK 2.1 Analyse identified risks or opportunities.
RSK 2.2 Monitor identified risks or opportunities and communicate status to affected stakeholders.
RSK 3.1 Identify and use risk or opportunity categories.
RSK 3.2 Define and use parameters for risk or opportunity analysis and handling.
RSK 3.3 Develop and keep updated a risk or opportunity management strategy. X
RSK 3.4 Develop and keep updated risk or opportunity management plans.
RSK 3.5 Manage risks or opportunities by implementing planned risk or opportunity management activities. X

PR XX

e R R ol

ROX X

HKR R R
el

7 CONCLUSIONS

This paper presents the details of the development and evaluation of a domain ontology for Software Risk
Management, called SRMO. One of the main motivations for the development of this ontology was to address the
ambiguity in the terminology associated with RM and inconsistencies resulting from the different contexts of
application of the existing proposals. This can lead to misinterpretation and so jeopardise the usefulness and benefits
of standardised RM practices. In this sense the SRMO can be a valuable contribution to help reduce ambiguity in this
domain and improve understanding on the part of each of the stakeholders involved in this type of management. The
ontology seeks to provide the integration of a common terminology through the comparison and integration of the
concepts that are present in the most widespread and recognised approaches to RM in the industry. Furthermore, it
can serve as a useful tool for software engineering and especially for RM in the context of the software life cycle. But
we are also aware that our proposal does not solve all the problems in this domain, but rather it serves to lay the
foundations for new research that will help to formalise and synthesise the practices of RM.

The SRMO ontology is subdivided into three subontologies which are used to support the establishment of an RMS
from an integrated approach at the level of the processes and projects executed in an organisation. The overriding
purpose is to allow organisations to establish a more robust RM that could contribute to improving the capability and
maturity of the organisation in its conduct of RM practices. The purpose of this management is to create and protect
value, improve performance, encourage innovation, and contribute to the achievement of the organisation's objectives
at any level, with regards to all its activities and defined functions [71]. The Pipeline framework was applied to assure
and verify the quality of the proposed ontology, which was implemented in Protégé and validated by means of
competency questions. Furthermore, an example of the instantiation of this ontology for the management of software
project risks and two real application scenarios serves to illustrate its potential use.

Although the evaluation enabled us to obtain promising results, this must be completed with the validation of the
ontology in software organisations, in order to verify its quality and benefits for the software industry. This would
allow us to reinforce the results achieved so far. One possible direction of future research may focus on integrating RM
with other domain ontologies that cover other processes in the software life cycle and on using SRMO as a knowledge
base for the development of tools to extract and reuse the knowledge generated in the different assets of an
organisation. An expected result of this is to help organisations to better automate the activities of the RM process in

supporting decision-making and improving the performance of their processes.
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