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Abstract. Watermarking identification codes were introduced by Y.
Steinberg and N. Merhav. In their model they assumed that

(1) the attacker uses a single channel to attack the watermark and both,
the information hider and the decoder, know the attack channel;

(2) the decoder either completely he knows the covertext or knows noth-
ing about it.

Then instead of the first assumption they suggested to study more
robust models and instead of the second assumption they suggested to
consider the case where the information hider is allowed to send a secret
key to the decoder according to the covertext.

In response to the first suggestion in this paper we assume that the
attacker chooses an unknown (for both information hider and decoder)
channel from a set of channels or a compound channel, to attack the
watermark. In response to the second suggestion we present two models.
In the first model according to the output sequence of covertext the
information hider generates side information componentwise as the secret
key. In the second model the only constraint to the key space is an upper
bound for its rate.

We present lower bounds for the identification capacities in the above
models, which include the Steinberg and Merhav results on lower bounds.
To obtain our lower bounds we introduce the corresponding models of
common randomness. For the models with a single channel, we obtain
the capacities of common randomness. For the models with a compound
channel, we have lower and upper bounds and the differences of lower
and upper bounds are due to the exchange and different orders of the
max—min operations.

Keywords: Watermarking, identification, compound channel, common
randomness.

1 Introduction

Watermarking technique is a way to embed secret information into a given mes-
sage, say image, that cannot be removed nor deciphered without access to a
secret key.

It can be used to protect copy right. Watermarking is now a major activity in
audio, image, and video processing and standardization efforts for JPEG-2000,
MPEG—4 and Digital Video Disks are underway.
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One way to analyze watermarking problems is to regard them as communi-
cation systems e.g., [16], [20], [27], [28], [29], [30], and [32]. In these systems the
messages, which are called covertext, are generated by an information source.
An information hider, whom we often call encoder because of his role in the
system, has full access to the information source of covertexts and the set of
secret messages. These secret messages are independent of the covertext, they
are uniformly generated from the set, and will be called watermark. The role of
the information hider, or encoder, is to embed the watermark in the covertext.
When the embedding changes the covertext, it disturbs the message. To guar-
antee the quality of the watermarked message, we certainly would like not too
much distortion. That is, for a given distortion measure, the distortion between
the original covertext and the watermarked message in average may not exceed
a given constant. An attacker wants to remove the watermark from the wa-
termarked message without distorting the message too much i.e., the distortion
between the covertext and the message corrupted by the attacker is not too large
with respect to a certain distortion measure. Finally a decoder tries to recover
the watermark from the corrupted message correctly with high probability. As
the attacker is allowed to use a random strategy, we assume that the attacker
uses a noisy channel to attack the watermark. Depending on the models the at-
tacker may choose various channels and the encoder and decoder share different
resources (e.g., secret key, side information, etc.).

Among huge contributions on watermarking we here briefly review two of
them. In [28] P. Moulin and J.A. O’Sullivan obtained the capacity for the wa-
termarking codes under the assumptions that the covertexts are generated from
a memoryless source, the distortions are sum—type and the attack channels are
compound channels whose states are known to the decoder but unknown to the
encoder. The strategies of encoder—decoder and attacker are discussed as well.

Identification codes for noisy channels were introduced by R. Ahlswede and
G. Dueck for the situation in which the receiver needs to identify whether the
coming message equals a specified one. If not, then they don’t care what it is
[11]. It turned out that this weaker requirement dramatically increased the sizes
of messages sets which could be handled: double exponential grown in the block
lengths of codes. Identification is much faster than transmission!

Y. Steinberg and N. Merhav notice that in most cases people check watermarks
in order to identify them (e.g. copyright) rather than recognize them and so they
introduced identification codes to watermarking models [32]. In their models
the attack channels are single memoryless channels. That means the attacker’s
random strategy is known by information hider (encoder) and decoder. They
notice that the assumption is not robust and so suggested to study more robust
models. As to the resources shared by encoders and decoders they consider two
cases, the decoder either completely know the covertext or he knows nothing
about it. (In all cases the attacker must not know the covertext because otherwise
there would be no safe watermarking.)

By considering common randomness between encoder and decoder, they ob-
tained lower bounds to the capacities of watermarking identification in both



Watermarking Identification Codes with Related Topics 109

cases and the upper bounds easily followed from a theorem in [31]. The lower
and upper bounds are tight in the former case but not in the latter case. As
Y. Steinberg and N. Merhav only studied two extremal cases, they suggested to
consider the more general case, that the decoder may obtain partial information,
about the covertext, say key, from the encoder via a secure noiseless channel.
The exponent of error probability was discussed as well.

In the present paper we deal with these two problems. But before turning to
our result, we draw readers’ attention to common randomness, which — as noticed
in [12] — plays a central role in identification problems. It does so also in [32]
and here R. Ahlswede and G. Dueck discovered in [12] that common randomness
shared by encoder and decoder can be used to construct identification codes and
therefore the rate of common randomness (in the sense of first order of logarithm)
is not larger than the rate of identification codes (in the sense of the second order
of logarithm). In general the capacities of common randomness shared by the
encoder and the decoder may be smaller than the capacities of identification.
Examples for discrete channels and Gaussian channels were presented in [5]
and [17] respectively. Notice that the sizes of the input alphabets of the former
channel is growing super exponentially as the length of codes and the sizes of
the input alphabets of the latter is infinity. In fact it is seen from [31] that for
any channel, whose input alphabet is exponentially increasing in the case that
strong converse holds, the rates of common randomness and identification codes
are the same.

The topic of common randomness has been become more and more popular
e.g., [6], [9], [10], [23], [26], [33], [34], etc. Common randomness may be ap-
plied to cryptography, (e.g., [9], [18], [23], [26]), identification (e.g., [5], [11], [12],
[10], [15], [18]), and arbitrarily varying channels (e.g., [1], [2], [8], [10]). For the
first two applications the rates are important and the distributions of common
randomnesses are required nearly uniformly. For cryptography certain secure
conditions additionally needed. For the last application one has to face in the
difficulty made by the jammer and find a smart way to generate the common
randomness.

Now let us return to the two suggestions by Steinberg and Merhav. For the first
suggestion we assume in our models, attackers are allowed to choose a channel
arbitrarily from a set of memoryless channels to attack watermarks and neither
encoders nor decoders know the attack channels. This is known as compound
channel in Information Theory.

The assumption makes our models slightly more robust than that in [28] since
in [28] the decoders are supposed to know the attack channels.

For the second suggestion we set up two models. In out first model we assume
the encoder generates a random variable at time ¢ according to component at
time ¢ of the output sequence of covertext source and certain probability and
sends it to decoder via a secure channel. In this case the “key” actually is a
side information of covertext shared by encoder and decoder. We obtain the
first and the second models in [32] if we choose the side information equal to
covertext almost surely and independent of covertext respectively. So our first
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model contain both models in [32]. In our second model the encoder is allowed
to generate a key according to the covertext (but independently on watermark)
in arbitrary way and sends the key to decoder through a secure channel with
rate Rg. Obviously in our second model the key can be generated in a more
general way than in our first model. For all combinations of above assumptions,
we obtain lower bounds to the identification capacity, which contains both lower
bounds in [32] as special cases.

To obtain our lower bounds to identification capacities, for each combination,
we introduce a corresponding model of common randomness and obtain lower
and upper bound to its capacity. For the single channel the two bound is closed
for compound channel the gap between two bounds is up to the order of max—
min. In addition, we show a lower bound to common randomness in [32] in fact
is tight, which supports a conjecture in [32].

We must point out that our assumption of compound attack channels is still
far from the most robust and practical assumption although according to our
knowledge, it is most robust and practical existing assumption in this area.
Actually the attacker has much more choices.

— He does not necessarily use a memoryless channel and stead he can chooses
a channel with finite memory.

— The attacker may change the states time by time i.e., he may use an arbi-
trarily varying channel.

— The attacker knows output of the channel; even at time ¢, he know the output
at time ¢’ > t, since all outputs in fact are chosen by himself/herself. So the
attacker may use this information to choose attack channel. This clearly
makes the attack much more efficient.

So there is still a long way for us to achieve the most practical results and it
provide a wide space for future research.

The rest part of the paper is organized as follows. In the next section we
present the notation used in the paper. Our models and results are stated in
Section 3 and Section 4 respectively. The direct parts of coding theorems of
common randomness are proven in Section 5 and their converse parts are proven
in Section 6. In Section 7 we briefly review the observation in [12] on the relation
of identification and common randomness and therefore the lower bounds to
the identification capacities from capacities of common randomness. Finally the
converse theorem for a model in [32] is proven in Section 8.

2 The Notation

Our notation in this paper is fairly standard. log and In stand for the logarithms
with bases 2 and e respectively and a® is often written as exp,[z]. The random
variables will be denoted by capital letters L, U, V, X, Y, Z etc. and their domains
are often denoted by the correspondent script letters £,U,V, X, Y, Z etc. But
in some special cases it may be exceptional. When we denote a set by a script
letter (for example, X), its element is often denoted by the corresponding lower
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letter (for example z). X™ is the nth Cartesian power of the set X and 2" =
(21,x2,...xy,) is the sequence of length n. Pr{€} is the probability of that the
event £ occurs and E[] is the operator of expectation. Px, Pxy, Pz x etc.
will stand for the distribution of random variable X , the joint distribution of
the random variables (X,Y), the conditional distribution of random variable Z
under the condition that X is given respectively. When we write a probability
distribution as P™, we mean that it is a product distribution of P and similarly
a discrete memoryless channel of length n with stochastic matrix W is written
as Wm.

Throughout this paper 77, T[}IV,T[?IVL(W"Z”) etc. will denote the sets of
typical, joint typical, and conditional typical sequences and the corresponding
sets of 0- typical, joint typical, and conditional typical sequences are written
as 17 (6), TJV(6)7T(}1|VL(U”Z”76) etc.. We always understand these sets are
not empty when we use the notation. When we introduce a set of typical se-
quences (for example, say 7}), it is understood that the correspondent ran-
dom variable(s) (i.e., Z in the example) with the (joint) type as distribution
(Pz) is introduced at the same time. For a subset A of sequences of length n
we write Ay = ANTF and analogously Apv, Ayjvr(v"l"), Au(6), Avv(6),
Ayvr(v"l",6) ete.

7| and the common values of |77, (I")[, I" € 7} some times are written as
ty, tyr etc. respectively (the length n of the sequences are understood by the
context). Analogously ¢y (0), ty|x(6) etc, also are used.

3 The Models

Watermarking Identification Codes

In this subsection, we state our models for the simpler case that the attacker
choose a single channel to attack the watermark and both the encoder (informa-
tion hider) and the decoder know the attack channel. In the next subsection, we
introduce the corresponding models of common randomness. In the last subsec-
tion of the section, we assume the attack chooses a channel unknown by both
encoder and decoder from a set of channels and replace the single channel by a
compound channel.

Let V be a finite set, and V' be a random variable taking values in V. Then
the covertext is assumed to be generated by an memoryless information source
{V"}22, with generic V. The watermark is uniformly chosen from a finite set
{1,2,..., M} independently on the context. The encoder is fully accessed the
covertext and source of watermark and encodes the outputs of covertext v™ and
of watermark m jointly to a sequence z" (= 2" (v™,m)) with the same length of
sequence of covertext. The attack use a single discrete memoryless channel W
to attack the watermarked sequence x™ i.e., to change z™ to y™ with probability

n
Wn(y™z™) = [] W{(yt|z:). Usually for practical reason people assume that
t=1

o™ ", and y" are chosen from the same finite alphabet, but for convenience of

notation we assume they are from finite alphabets V, X', and ) respectively. The
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encoding mapping in general disturbs the covertext. To measure the distortion,
we introduce a sum type distortion measure, watermarking distortion measure
(WD-measure) p, such that for all v = (vy,...,v,) EV™, 2" =(21,...,2,) EX",

p<vn7wn) = ZP(Ut,CUt)7 (1)

where for allv € V, x € X 0 < p(v,x) < A, for a positive constant A.

By definition, there should be certain distortion constraint to the output of
attack channel. But now we are given a memoryless attack channel and we may
omit the constraint simply by assume that the attack channel satisfies the con-
straint automatically. This clearly does not loss generality. Next we have to set
up the key-resources shared by encoder and decoder, according to which we dis-
tinguish our watermarking identification codes into watermarking identification
codes with side information (WIDCSI) and watermarking identification codes
with secure key (WIDCK) as follows.

Watermarking identification codes with side information (WIDCSI)
In the first case, we assume that the encoder can generate “a component of a
key”, Ly = l; at the time t according to the current output of covertext V; = v,
and a given conditional distribution Py (-|v). That is, the sender generates a se-
quence L™ = (L1, Lo, ..., Ly) = 1" = (I, 1o, .. ., 1) with probability PE‘V(Z”W”)
if the source outputs a sequence v™ of covertext and then sends it to the de-
coder. The latter try to recover the watermark from the invalidated message
by the attacker with the help of the side information L™ = [". In this case the
key-resource is actually governed by the conditional distribution Py or equiv-
alently the joint probability distribution Py . So it can be understood as a pure
side information at both sides of encoder and decoder instead of a “ secure key”.
That is, if {V"}22, is a memoryless covertext with generic V, and {L"}%2, is
a side information observed by both encoder and decoder, then {(V", L™)} is
a correlated memoryless source with generic (V, L). Thus the decoder can learn
some thing about the covertext from the side information whereas the attacker
knows nothing about it. A WIDCSI code becomes a “watermarking identifica-
tion code with side information at transmitter and receiver” in [32] when V and
L have the same alphabet and equal to each other almost surely and it becomes
a “watermarking identification code with side information at the transmitter on-
ly” in [32] if V and L are independent.So the two codes defined in [32] is really
the extreme cases of WIDCI codes.

Watermarking identification codes with secure key (WIDCK)

In this case we assume the encoder may generate a key K, = K, (v™) according
to the whole output sequence V™ = v™ of the random covertext V™ in an arbi-
trary way and send it to the decoder through a secure (noiseless) channel so that
the attacker has absolutely has no knowledge about the covertext (except its dis-
tribution) nor the key. Since for given output v™ of the covertext the encoder
may generate the K, randomly, a WIDCSI code is a special WIDCK code. We
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shall see that in general the latter is more powerful. Notice that a deterministic
key function of output of covertext is a special random key. Finally of course the
size of the key must be constraint. We require it exponentially increasing with
the length of the code and its rate upper bounded by the key rate Rx. When the
key rate is larger than the covertext entropy H (V) the encoder certainly may
inform the receiver the output of covertext. However “the rest part” of the key
may serve as a common randomness between the communicators which increases
the identification capacity (see [12], [10], and [32]).

Thus an (n, R, A1, A2, D1) WIDCSI code is a system {Qy, D, (1) = 1™ € L7,
m € M} for M ={1,2,..., M} satisfying the following conditions.

— Qm,m = 1,2,..., M are stochastic matrices Q,,, : V" x L™ — X" such
that form =1,2,..., M,

Yoo BRI YD Qu e IMp"a") < D, (2)

vNeyn ncLn znexn

where Py, is the joint distribution of the generic (V, L).
— For all I" € L™, m € M, D,,,(I"") C Y™ and for all m € M,

S PRI Y Q" MW (D (")) > 1Ay, (3)

vnNeyn.inecLn znexn

and for all m,m’ € M, m # m/,

S PRI YD Q" MW (D (IM)[27) < Ag. (4)

vNeyn incLn znexn

A1 and Ao is called the errors of the first and the second kinds of the code
— The rate of the code is
R =loglog M. (5)

Watermarking identification codes with secure key (WIDCK)

Next we define WIDCK code. Let {V"}2°, be a memoryless covertext with
generic V' and alphabet V, the attack channel W be memoryless, and WD-
measure p be as (1). Then an (n, R, Ri, A1, A2, D1) WIDCK code is a system
{QF,, Dk (kn), Wk, : m € Mk, € K,} for M = {1,2,..., M} satisfying the
following conditions.

— K, is a finite set, which will be called the key book, with
1
- log K| < Rk (6)

Ry will be called key rate.

— Wk, is a stochastic matrix, Wg,, : V" — K,,. The output random variable
will be denoted by K, when the random covertext V™ is input to the chan-
nel Wk, i.e., the pair of random variables (V™ K,,) have joint distribution
Pyngn(v™, k™) = PR(v")Wk, (kn|v™), v™ € V k,, € K,. In particular K,
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may be a deterministic function of output of covertext and in this case we
write K(-) as a function defined on V™. Note that the choice of K, does
NOT depend on the message m € M since the key should independent of
the protected message.

- Qr,m = 1,2,..., M are stochastic matrices from V" x K, to X™, (the
alphabet of the input of the attack channel), such that

SR Y Wiatkal™) S0 Qoo™ ka)p(e",2™) < Di. (7)

vneyn kn€n znexn

— For all k,, € K,,,m € M, D,,,(k,,) C Y™ and for all m € M, the error of first
kind

ST PR DD Wra(kalt™) ST Qe " kn) W (D (kn)a™) > 1= A1,

vNeyn knekn Znexn
(8)
and for all m,m’ € M m # m/,

D PPN D0 Wia (k™) D0 QeI k)W (Do (kn)la") <

vheyn kn€Kn znexn
9)
— Finally the rate of the code is defined in (5).

The capacities of the codes of the two types are defined in the standard way
and denoted by Cwipsr((V, L), W, D1) and Cwipk (V, W, Rk, D1) respectively,
where (V, L) and V are the generic of memoryless correlated source and source
respectively, W is an attack memoryless channel, Rx is the key rate, and D; is
the distortion criterion.

The Common Randomness

We speak of the common randomness between two (or among more than two)
persons who share certain common resources, which may be correlated sources
and/or (noisy or noiseless) channels. The common randomness between these
two persons is just two random variables with common domain, which converges
each other respect to probability. According to the resources different models
are established.

For the purpose to build watermarking identification codes we need the follow-
ing two kinds of common randomness. In the following two models of common
randomness, the correlated source {(V"™, L™)}5°; corresponds to the source of
covertext and side information and the memoryless channel W corresponds the
attack channel in the models of watermarking identification. The K, in the Mod-
el IT corresponds the key in the model of WIDCK.

Model I: Two-source with a constraint noisy channel
Let {(V™, L™)}22, be a correlated memoryless source with two components,
alphabets V and L, and generic (V, L). Assume that there are two persons, say
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sender (or encoder) and receiver (or decoder). The sender may observe the whole
output of the source (V™, L™) whereas only the output of the component L™ is
observable for the receiver. To establish common randomness the sender may
send message through memoryless channels W with input and output alphabets
X and Y under certain constraint condition (specified below). The receiver is not
allowed to send any message to the sender. The sender first chooses a channel
code with set of codewords U C X™ with the same length n as output sequence
of the source and generates a random variable M, his/her “private randomness”
taking values uniformly in a finite set M (, which is exponentially increasing as
the length n of the source sequences increases) and independent of (V™, L™) of
the output of the source. Assume a (sum type) distortion measure p in (1) and a
criterion of distortion D; are given. According to the output (V™, L™) = (v™,1")
of the source and the output of his/her private randomness M = m the sender
chooses a codeword x,, (v™, ™) € U(C X™) such that the average of the distortion
between the codeword and the component V" = v™ of the correlated source may
not exceed D;. Namely,

1
_ P n n n n n < .
- > Pu(m) > > Pop(@™ 0")p(am (v, 1"),0") < Dy (10)
meM vneYn neLn
The receiver receives an output sequence y" € Y™ with the probability
W (" [zm (0", 1))

if the sender input the codeword x,,(v™,{™) to the channel. We also allow to
choose z,,(v,1™) as a random input sequence instead of deterministic one (it is
more convenient in the proof). Finally for a finite set A which typically increases
exponentially when the length n of the source increases, i. e., for a constant x

1
~log|A| < r, (11)

the sender creates a random variable F' with range A, according to the outputs
of (V™,L™) and M, through a function

F:V'sx LM x M — A (12)

and the receiver creates a random variable G according to the output of the
channel W™ and the output of the component L™ of the source, through a
function

G: L' x Y — A (13)

After the terminology in [10] we called the pair of random variables (F, G)
generated in the above way permissible and say that a permissible pair (F,G)
represents A-common randomness if

Pr{F # G} < X. (14)

Typically A should be an arbitrarily small but positive real number when
length n of source sequences is arbitrarily large. It is not hard to see that under
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the conditions (11) and (14) by Fano inequality, the entropy rates L H(F) and
%H (@) are arbitrarily close if A in (14) is arbitrarily small. This was observed
n [10]. Thus we can choose any one from the pair of entropy rates, say + H(F)
as the rate of common randomness.

A pair of real numbers (r, D;) is called achievable for common randomness
if for arbitrary positive real numbers €, A, u and sufficiently large n (depending
on e, A and ) there exists a A-common randomness satisfying (10) — (14), such
that

%H(F) >r—c (15)

and 1
Z | Pr{F =a} — — |< p. (16)

| Al

acA

The last condition says that the common randomness is required to be nearly
uniform and we call it nearly uniform condition. We set it for reducing the
errors of second kind of identification codes. The set of achievable pairs is called
common randomness capacity region. For fixed D; the common randomness
capacity (CR-capacity) is Corr((V, L), W, D1) = max{r : (r, D7) is achievable}.

Notice that there is no limit to the amount of sender’s private randomness in
the present model and the next model, Model II. However because of the limit
of the capacity of the channel the “ extra” private randomness is useless.

We remark here that this model is different from the model (i) in [10] in
three points. First, the channel connect the sender and receiver is noiseless with
constraint that rate < R in the model (i) of [10] whereas in general it is noisy
in current model. More importantly, because of the requirement of distortion
the source not only plays a role of “ side information” but also a role of “con-
strainer”. That is, to fight for reducing the distortion the sender has to choose
codewords properly. This makes the transformation more difficult. To see that
let us consider an extremal case that the component L™ of the source is a con-
stant. In this case the source makes no difference at all in the model (i) of [10]
and therefore the common randomness capacity is trivially equal to capacity of
the channel. But in this case for the present model the source makes difference
i.e., because of it the sender may not choose the codewords freely and therefore
the common randomness is reduced. To obtain the CR-capacity region for this
model is also absolutely non-trivial. Finally in this model the sender and receiver
observe the output (V™, L") = (v™,1") and L™ = [ respectively. The common
randomness before the transmission, is equal to H(L™) = I(V™, L™; L™) the mu-
tual information between the two observations. So it seems to be not surprising
our characterization in Theorem 4.1 is quite different from that in Theorem 4.1
of [10] and it cannot obtain simply by substituting rate of noiseless channel by
the capacity of the noisy channel.

Model II: Two-source with a constraint noisy channel and a noiseless
channel

It is clear that our goal to study the common randomness of the model I is for
the construction of WIDCSI-codes. Next to study WIDCK codes we introduced
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the Model II of common randomness. Actually our model is a little more general
than that we really need. That is, we add “the side information”. But for this
we need to do almost no more work. Thus to define the Model II we only add a
noiseless channel between the sender and receiver based on th Model I.

Namely we assume that the correlated source {(V™, L™)}22 ;, the noisy chan-
nel W, the distortion constraint (10), and the sender’s private randomness M
are still available. Additionally the sender may send a message k, from a set
of message KC,, with rate - log K| < Rk to the receiver via noiseless channel.
Again Ry is called key rate Of course k,, is necessarily to be a function of the
outputs of the source and sender’s private randomness i.e., k, = ky (v, m) for
o™ € V", m € M. More generally the sender may use random strategies i.e.,
treats k,, is output of a channel Wy with input (v, m). To define the common
randomness for this model we change (13) to

G: K, xL"xY" — A (17)

and keep the conditions (10), (11), (12), (14), (15), and (16) unchanged (but
now the definition of function G has been changed due to the changing).

Analogously, one can define CR-~capacity Corrr((V, L), W, R, D1) for mem-
oryless correlated source with generic (V, L), memoryless channel W, key rate
Ry and the distortion criterion D of this model.

The Models for Compound Channels
In this subsection we assume that the attacker employ a (stationary) memoryless
channel from a family of channels satisfying attack distortion criterion to attack
the watermark. Neither the sender nor receiver knows the which channel the
attacker uses. These channels are known as compound channels in Information
Theory. This assumption is slightly more robust and practical than that in [28]
where the decoder has to know the attack channel in order to decode. In fact,
according to our knowledge it is most robust assumption in this direction.

A compound channel is just a family of memoryless channels W = {W(-|-, s) :
s € 8} with common input and output alphabet X and ) respectively. S is a
index set which is called state set and its members are called states. An output
sequence y™ € Y™ is output with the probability

n
Myt s) = [ W wiler, )
t=1

when the channel is governed by the state s and 2™ € X" is input.

Underlie assumption for the attacker to use a compound channel to attack
a watermarking transmission or identification code is that the attacker knows
the input distribution P, generated by the code. He then may employ such a
compound channel that for all s € §

LY mn) Y W )l @) < D,

znexn yheyn
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where p’ is a sum type distortion measure, attack distortion measure (AD-
measure), may or may not be identify to WD-measure p and D5 is the attack
distortion criterion. In particular when the codewords are generated by an i. i.
d. input distributions so that the input distribution generated by the code is an
i. i. d. distribution

P(a") = [ Pla)
i=1
a compound channel such that for all s € S

> P(x) > W(yla,s)p (z,y) < Ds

TEX yeyn

may be used. We always assume that all compound channels under the consid-
eration satisfy the condition of distortion and do not worry it at all.

To adjust the models in the last two subsections to the compound channels
the following modifications are necessary.

For WIDCSI code for compound channels: replace (3) and (4) by for all I €
L m e M, D, (I") C Y™ such that for all m € M, and s € S,

S Pp ) YD Qe W (D (IM)]a",5) > 1= A1, (18)
vneyn neLn znNexn

and for all m,m' e M m#m/,and s € S

ST PN ) Y Quat o YW (D (1) ]2, s) < A2 (19)

pneyn meLn znexn

respectively.
For WIDCK for compound channels: replace (8) and (9) by for all k,, €
Ln,m € M, Dy, (k) C Y™ such that for all m € M, and s € S,

S R Y Wnlkalo™) S Qo 0" k)W (Do (ka)[2™,5) > 1= A,
vneyn kn€ekn zNexn

(20)

and for all m,m’ e M m #m/, and s € S,

STPpe") > Wi (kalv™) Y Q@ 0" E"YW™ (D (ki) |27, 5) < Ao
pnepn kn€Kn znexn
(21)
Here the fact that Q.,, QF,, Dm(l™) and D,,(k,) are independent of the states
governing the channels reflects the requirement that neither encoder nor decoder
knows the states and that (18) — (21) hold for all s € S is because the worst
case to the encoder and decoder is considered.
For the Common randomness in the models I and II: for compound channels,
replace (14) by, whenever any state s governs the channel,

Pr{F # G|s} < \. (22)
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Again the functions F', GG, codewords are independent of the states because
the states are unknown for both encoder and the decoder.

Analogously, for compound channel W the corresponding capacities of
watermarking identification codes and common randomness are denoted by
Cwipsi((V,L),W,D1), Cwipk(V,W,Rk,D1), Ccri((V,L),W,D;) and
Corrr((V,L), W, Rk, Dy).

4 The Results

The Results on Common randomness

For given a correlated memoryless source {(V™,L")}>2; whose generic has
joint distribution Py, a memoryless channel W and distortion criterion Dy,
let Q((V, L), W, D) be the set of random variable (V, L,U, X,Y) with domain
YV x LxU x X x )Y and the following properties, where U/ is a finite set with
cardinality [U| < |V||£]|X| and X and Y are input and output alphabets of the
channel W respectively.

ForallveV, le L, ueld, x€ X, andyec )Y

Pr{(V,L,U,X,Y) = (v,l,u,z,y)}
= Pyruxy(v,l,u,z,y)
= Pvr(v,)Pyx|v(u, z|v, )W (y|z). (23)
For the given distortion measure p

Ep(V,X) < Dy. (24)

I(U;V,L) < I(U;L,Y). (25)

Then we have the coding theorem of common randomness in the model I for
single channel W.

Theorem 4.1

Cori((V, L), W, D1) = [I(U; L,Y) + H(L|U)].  (26)

max
(V,L,U,X,Y)eQ((V,L),W,D1)

For a given correlated source with generic (V, L) a channel W and positive
real numbers Ry and D1, we denote by Q*((V, L), W, Ri, D1) the set of random
variables (V, L, U, X,Y) with domain as above and such that (23), (24) and

I(U;V,L) < I(U; L,Y) + Rx (27)
hold. Then
Theorem 4.2

Cerrr((V,L),W,Rg,Dy) = [[(U; L,Y)+H(L|U)]+Rk.

max
(V,L,U,X,Y)eQ*((V,L),W, R ,D1)

(28)
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To state the coding theorem for compound channels we need new notation.
For random variables (V, L, U, X') with alphabet V x £ xU x X as above and the
channel with input and output alphabets X and ) respectively, denote by Y (W)
the random variable such that the joint distribution Pryyxyw) = PovuxW
(consequently, LVU < X « Y form a Markov chain). For a compound channel
W with set of stares S and a state s € S we also write Y (W(:]-,s)) = Y(s).
With the notation we write

I(U;L,Y(W)) = inf I(U; LY (s))

and
U Y W)IL) = inf 1Y (5)|1).

Sometimes just for the convenience, we also write Y (s) as Y (s) when we

substitute Pryvyx by Pyygx and similarly Y (W). Then
I(U;L,Y(W)) =1(U; L) + I(U; Y (W)|L). (29)

Now for a compound channel we define Q1((V, L), W, D;) as the set of ran-
dom variables (V, L, U, X) such that its marginal distribution for the first two
components is equal to the distribution Py, and (24) and

I(U;V, L) < I(U; L, Y (W)) (30)

hold. Analogously to set Q*((V, L), W, Rx, D1) we define Q5 ((V, L), W, Rk, D)
the set of random variables (V, L,U, X) such that its marginal distribution for
the first two components is equal to the distribution Py, and (24) and

I(U;V,L) < I(U; L,Y(W)) + Rk. (31)
hold. Then
Theorem 4.3
sup [L(U; L,Y(W)) + H(L|U)] < Ceri((V, L), W, D1)
(V,L,U,X)€Q1((V,L),W,D;)
< inf max [I[(U;L,Y)+ H(L|U)]. (32)

T WeW (V,L,U,X,Y)eQ((V,L),W,D1)

Theorem 4.4
sup [I(U;L,YW))+ H(L|U)] + Rk
(V,L,U,X)€Q; ((V,L),W,Ri,D1)
< Ccrir((V,L),W, Rk, D1)
< inf max [I(U;L,Y)+ H(L|U)] + Rk (33)
Wew (V,L,U,X,Y)eQ*((V,L),W,Rx,D1)

Notice the gaps of lower and upper bounds in both Theorems 4.3 and 4.4 are
due to the orders of inf-sup.
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The Results on Watermarking Identification Codes

We shall use the same notation as in the above part. Moreover for above sets
V, X and Y and a finite set U with cardinality bounded by [V||X]|, a memoryless
source with generic V', a memoryless cannel W, and compound channel W, we
define the following sets. Let Q**(V, W, Rk, D1) be the set of random variables
(V,U,X,Y) with domain V x U x X x Y such that forallv e V, u e, z € X,
and y € Y

Pyuxy (v,u,z,y) = Py (v)Pyxv (u, z]v) W (y|z), (34)

I(U;V) < I(U;Y) + Rk, (35)

and (24) hold. Let Q7*(V, W, Rk, D1) be set of random variables (V, U, X) with
domain V x U x X such that for allv € V,u € Y and x € X,

Pyyx(v,u,x) = Py (v)Pyxv(u.zlv), (36)

IU; V) < I(U;Y(W)) + Rk, (37)

and (24) hold, where I(U;Y(W)) = infwew [(U;Y(W)). In particular, when
the second component L™ of the correlated source {(V™, L™)}52 , is a constant,
Q*((V,L),W, R, D1) and Q:((V,L),W, Ri, D1) become Q**(V,W, Ry, D)
and Q7*(V,W, Rk, D1) respectively.

Theorem 4.5
C V.L),W,Dy) > I(U;:L,)Y)+ H(L|U)|. (38
wipsi((V,L),W,Dy) > (V,L,U,X,Y)rélg}(((V,L),W,Dl)[ (U; L,Y) + H(L|U)]. (38)

Theorem 4.6
CWIDK(MVI/’RKuDl) Z max I(U,Y)+RK (39)

(V,U,X,Y)eQ**(V,W,Ri,D1)

Theorem 4.7

Cwipsi((V,L),W,Dy) > sup [I(U; L, Y(W)) + H(L|U)].
(V,L,U,X)€Q1((V,L),W,D1)

(40)

Theorem 4.8
Cwipk(V,W,Rg) > sup I(U;Y(W)) + Rk (41)

(V,U,X)eQi*(V,W, Rk, D1)

Note that in Theorems 4.6 and 4.8 one may add side information L™, the
second component of the correlated source and then one can obtain the corre-
sponding lower bound almost does not change the proofs.
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A result on Watermarking Transmission Code with a common Exper-
iment Introduced by Steinberg-Merhav

To construct watermarking identification code Y. Steinberg and N. Merhav in
[32] introduced a code, which they call watermarking transmission code with
common experiment, distortion measure p, and covertext Py . They obtained
there an inner bound to the its capacity region, which is sufficient for achieving
their goal. We shall show their bound is tight and therefore actually the capacity
region. Their definition and result on it and our proof will be presented it the
last section.

5 The Direct Theorems for Common Randomness

In this section we prove the direct parts of Theorems 4.1 — 4.4. Since a DMC can
be regarded as a special compound channel with a single member (i.e., |S| = 1),
we only have to show the direct parts of Theorems 4.3 and 4.4. To this end we
need the following three lemmas for n—type Py ;7 over the product set V x £ xU
of finite sets V, £ and U.

Lemma 5.1 (Uniformly covering). For (" € 77, let U;(¢") i = 1,2,..., |2"%]
be a sequence of independent random variables with uniform distribution over
73 ;(€") and for any v™ € TZ ; (€") let Ug y 1 (v"L") be the random set {U;(€") :

“UIL VIL
1=1,2,...,|2 J}QTUIVE(U ™). Then for all € € (0,1]
N |T[7‘\7L(Un£n)| |T§‘\7L(Un£n)| g2 onn
P - . nén _ 27LD¢ > 27LD¢ < 4 . 27T
(42)
for sufficiently large n if
|75, ()]
2] > 2V
| Ulf/i(v )|
Proof: Let
1 it U;(em) e 72 - (v™4"),
2o, 07) = € TGen ) 43)
0 else,
ITL'TNL(vnen)‘ N nom LQnaJ o
and ¢ = T Then  [Up 7 (™M) = ;:1 Z;(v™¢™) and for
i=1,2,..., 2"
Priz ) =zp={7 1P (a4)
r i\v =Zy =
1—q ifz=0

by the definitions of U;(¢") and Z;(v"™, ™).
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Then by Chernov’s bound, we have that

Pr Z ZZ(UT"EW’) Z |_277,an(1 +€)
i=1

. LGu " .

< e~ 512™%a(+e) B 2 El Zi(v",e™)

[27¢]

= 5 ] B 3507
=1

= e_%l-2nujq(1+5) [1 + (e% — l)q] LQnGJ

§ 12" q(1+e) e 5y,
i (545
s (e G )

<exp, {512 Ja(l+ )+ 512")q (1+5) }

— oS 12™e < 9-52™ (45)
if |27 > 2mg—1

Here the first inequality follows from Chernov’s bound; the second equality
holds by (44); the second inequality holds because e < 1 + 5+ (%)2 a by the
assumption that € < 1, eZ < e? < 2; and the third inequality follows from the
well known inequality 1 + = < e®. Similarly one can obtain

127 ,
Pri N z("m) < 27 q(1—g) p < 207 T2 (46)

=1

if [2n0 | > 2ngL)
Finally we obtain the lemma by combining (45) and (46).

Lemma 5.2 (Packing). Let P;; be an n—type, let U;(€"), i =1,2,...,[2"*] be
a sequence of independent random variables uniformly distributed on Tg‘i(ﬁn) for

an ™ € TE”, and let Y be a finite set. Then for all n-types P; gy and Ppgy with
common marginal distributions Py and Py = Py, all i, v > 0 and sufficiently

large n,

Fipo (CU) N U T ze (€U (7))

G

1 [27]
Pr W Z

=1

> t{,if]2_gv} < 2_%’Y
(47)

: nao OIE 5—n
i 2] < 2L g

Here ty i, tgp, and tgpy are the common values of |T§ILU(€"U”)| for
(" um) € T, |T§‘E(£”)| for 0" € T, and |T2 - (€*y™)| for (€, y") € T}

U|LY LYy’
respectively.
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Proof: For i =1,2,...,|2"*], y" € ’]’7" = ’2}77 let

’ 0 else

and for all u"™ € Tg‘i(én)

Si(u") = | Tf o (™) 0 | U T (€T (6M) | ] (49)
i
Then R
Swh= Sz (50)
Y €T Lo nun)y
and

E Zi(y") = Pr {y € UTY\LU (eru;(em)) } < ZPr{y € T)?|LU([H (M)}

J#i J#i
t -~
=S Pr{U;(") € T v (™)} = 27 — 1) ;"LY <27 (51)
J#i UlL
if [2ne] < [0l g—ny,
tocy

Hence by (50) and (51) we have that E S;(u") < ty;527"7 and ie.,
E[Si(U;(tm)|U; (e™)] < tyipp2™ "7 (as.), so

Thus by Markov’s inequality we have that
LQnO(j
pr 2no¢ Z S ?\ile—E’y < 2_7’Y’

ie., (47).

Lemma 5.3 (Multi—Packing). Under the conditions of the previous lemma, let
Ui(0™), i =1,2,..., 2" |, k= 1,2,...,|2"], be a sequence of independent
random variables uniformly distributed on T - (L") for a given (" € ’TLTL Then

U\L
for all n—types P; ¢ and Py in the previous lemma

> tyzf}?_"”}
(53)

n '
TY\LU

1 L2n dzj 1 LG 81 J
Pr L2nﬁ2j ; 2nﬂ1 Z

J#i

N U Ro (U ))}

<2787

if 2] < tau“Lva Y,
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Proof: For u™ E’Télli(fn) let

Sik(u") = T)?\LU (£"u") U Y|LU Jk(gn))
J#i

Then we have shown in the proof to the previous lemma (c.f. (52))
E SiJc (UZ(En)) < t37|[~,[72_n7’

Thus (53) follows from Markov’s inequality.
Now let us turn to the direct part of Theorem 4.3.

Lemma 5.4 (The Direct Part of Theorem 4.3). For a compound channel W,

Ceri((V,L),W,D1) > sup [I(U;L,Y(W)) + H(L|U)].
(V.L,U.X)€Q: ((V.L),W.D1)
(54)
Proof: We have to show for a given correlated memoryless source with generic
(V, L), a compound channel W, (V, L,U, X) € Q1 ((V, L), W, D) and sufficiently
large n, the existence of the functions, F', G and x, (v™, £") satisfying (10) — (13),
(22), (15) and (16) with the rate arbitrarily close to I(U;L,Y(W)) + H(L|U).
Obviously the set of achievable rates of the common randomness is bounded and
closed (i.e., compact). So without loss of generality, by uniform continuity of
information quantities, we can assume that Ep(V,X) < Dy, and I(U;V,L) <
I(U; L,Y(W)). Because I(U;V, L) = I(U; L)+ 1(U; V|L) and I(U; L, Y (W)) =
I(U; L) + I(U;Y(W)|L), there exists a sufficiently small but positive constant
&, such that
I({U;YW)|L) = I(U; VL) > €. (55)

Without loss of generality, we also assume Py is an n—type to simplify the
notation. Then for arbitrary e; > 0, by uniform continuity of information quan-
tities, we can find 61,62 > 0 with the following properties.

(a) For all £™ € T;*(6,) with type Py = Pj, there exists a ¢’ > 0, such that
(0™, ") € Ty (65) yields that T‘;‘E(W) C T‘ZL(E",(SQ), where P is the
joint type of (v", ") and Py ; = P; Py|r.

We call a pair (v", ™) of sequences with ¢* € 72 (61), (v",€"™) € T}, (62),
(61, 62)—typical and denote the set of (61, 82)—typical sequences by 7™ (61, 62).

Then we may require o — 0 as 6 — 0. Moreover (e.g., see [35]), there
exist positive ¢; = (1(61), (2 = (2(61,62), and ¢ = (61, 62) such that

PP (T (61)) > 1—27"4 (56)

V\L{U (", ™) e Tn(51752)|fn) — 2 (57)
for all ¢™ € 7*(61) and
Py (T™(81,62)) > 1 -2 (58)
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(b) For all £™ € T*(61) with type P;m = P; (say), one can find a joint type
of sequences in L™ x U™, say Pjp, with marginal distributions P; and Py,
sufficiently close to Pry, (which will be specified below). We say that P;
is generated by the type P; of £".

(c) For all (v™,£") € T™(61,062) with joint type Pyngn = Py ; (say), one can find
a joint type Py ;5 of sequences in V™ x L™ x Y™ with marginal distributions
Py ; and Pj; and sufficiently close to Py (which will be specified below),
where P is the type generated by P;. We say Py is generated by the
joint type Py of (v™, ™).

(d) For all (61,062)typical sequences (v™,£") with joint type P ; (say) and the
joint type P ;7 generated by Py ;, we let (f/7 LU, X) be random variables
with joint distribution Py ;55 such that for allv € V, £ € £, v € U and
rek

PVEUX (U7 l,u, ‘T) = PVEU(U7 L, U)PX|VLU(‘T|U5 l, u)7 (59)

and let (V,L,U,X,Y(W)) be random variables with joint distribution

Pyigz (v, b, u, )W (zly), (60)

) =
for any W € W and Py ;5 in (59). Then the following inequalities hold

Ep(V,X) < Dy, (61)

|H(L) — H(L)| < 1, (62)

(LU VIL) = (U VIL)| < e, (63)

" (LU Y W)IL) = LU Y W)IL)| < e, (64)

where I(U; Y (W)|L) = infywew [(U; Y (W)|L).
For arbitrarily small fixed g9 with 0 < g9 < %5, for ¢ in (55), we choose &1
(and consequently, 61, 62) so small that €1 < %52 and an « such that

I(U:YW)|L) — g <a<I(U;YOW)|L) - & (65)

and M = 2™* (say) is an integer. Notice that by (65) we may choose « arbitrarily
close to I(U; Y (W)|L) — €5 and therefore arbitrarily close to I(U; Y (W)|L) by
choosing €5 arbitrarily small. Then by (55), (63) and (65) we have that

a>I(U;VIL) + g > I(U;V|L) + g —e, > I(U; VIL) + %, (66)

where the last inequality holds by our choice £; < %52 < i{“ , and by (64) and
(65) we have

a < I(U;YW)|L) +e1 —eo < I{T:; YW)|L) — %2 (67)
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Denote by t ; and ¢y 7 the common values of |77 - (£")], " € T7* and

UL
| UlVL(v",K")L (v",€") € T7; , respectively.

Then it is well known that < log ttu% arbitrarily close to I(U;V|L).
ulvi
This means under our assumption that %52 < %{, (66) implies that for all
types Py j generated by the joint types Py of (61, 02)-typical sequences
n.. to|i
gfe2 UL gna _ (68)
U|VL

Next we let Qy(£"u",7) be the set of conditional type Py, for a pair

(€™, u™) of sequences such that there exists a W € W with T”‘ gut) C
T}’}(W)‘LU(E u",7), where Pjp is the type of (€",u") and Pjgy () is the
marginal distribution of the distribution in (60). Then
U T o (0w 7) = | Tz (0™ 7), (69)
PricGeo,y ( nun.t) Wew
and
|Qw (0™, 7)| < (n+ 1)IEIIY] (70)
Againforthecommonvaluestmi of|T§‘E(£”)| " e Tty py of | U|LY(£nyn)|’
(e ym) e TEV’ lim —logt = I(U;Y|L).

Thus, (67) ylelds that for all Py 75 generated by the joint type of (61,02)-

typical sequences, ((",u") € T/, and Py ;5 € Qw(l"u", 7),

M =2 <2 %2 UL (71)

if we choose T so small (depending on e2) that for all Py ;5 € Qw({"u”, 7)

O T\L) > 1(0: YOW)|L) — %52

(recalling that by its definition I(U;Y (W)|L) = V[}rg/v I(U; Y (W)|L)).

Now we are ready to present our coding scheme at rate «, which may arbi-
trarily close to I(U; Y (W)|L).

Coding Scheme

1) Choosing Codebooks:
For all £™ € T;*(61) with type P;, P;; generated by P; (cf. condition (b)
above), we apply Lemma 5.1 with n = £ and Lemma 5.2 with v = % to
random choice. Then since the numbers of sequences v™, £™ and the number
of n—joint types are increasing exponentially and polynomially respectively,
for all £ € 7;'(61) with type P;; generated by P;, by (68), (71) we can
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find a subset U (£™) C ’Té“ 7 (£) with the following property if n is sufficiently
large.
If (v™, ") € T™(61,02) and has joint type Py ; and Pp j; is generated by

Py 7 (cf. condition (c) above), then

tovE

oo - ML) < DL (72)
U|L U|L
for any € > 0 (with ¢ — 0 as n — 00), where
Ug o (V™) 2 UE™) N I3, oL W™ 0). (73)

For any Py j; generated by a joint type of (61, 62)-typical sequence, (v™,£"),
and joint type Pjgy with marginal distribution P;; and any P7| ig €
Qw (€ul, (™), 7) (notice that Qyy(¢"u™,7) depends on (¢"u") only through
their joint type Ppnyn!)

12 Fio (O, () N U 7 Vipe (i, () <2 Ry

m’/#m

(74)
if we label the members of U (™) as ﬂ’f(ﬂ”) ay (€, ..., uh (0"). Consequently
by (70) and the fact that (¢, u™), (¢'™,u'™) have the same type Qyy ({"u™) =
QW (E/nuln)7

oo (M) N [ U U T 1o (0, (Wﬂ]'

m'#Fm Py g €Qw (LMuyy, (€M)

(75)
We call the subset U(¢™) the codebook for ¢™ and its members @7, (™), for
m=1,2,..., M codewords.
Choosing Input Sequence to Send through the Channel:
The sender chooses an input sequence z"” € X" according to the output
(v™, £™) of the correlated source observed by him and his private randomness
as follows.
— In the case that outcome of the source is a (61, 62)—typical sequence
(v™,4") with joint type Pyj, the sender chooses a codeword in
Ug 7z (", £") in (73) randomly uniformly (by using his private random-

ness), say
Um (L") € UUIVE(U",E”) cur). (76)
Then the sender chooses an input sequence z" € X™ with probability
Pxjyro («" o™, £, ay, (0)) (77)

by using the chosen @, (") and his private randomness and sends it
through the channel.
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— In the other case i.e., a non—(é1,62)—typical sequence is output, the
sender chooses an arbitrarily fixed sequence, say z7, and sends it through
the channel.

— The codewords randomly chosen here and the random input of the chan-
nel generated here will be denoted by U’ and X" in the part of analysis
below.

Choosing the Common domain A of Functions F' and G:

Let

J = LG(H(L)_%l)J (78)

and let e be an abstract symbol (which stands for that “an error occurs”).
Then we define

A={{1,2,...,M} x {1,2,...,J}} U {e}. (79)

Defining the Functions F' and G:
To define functions F' and G we first partition each 77* C 7/'(é1) into J

. . . . . s
subsets with nearly equal size i.e., each subset has cardinality L‘—j‘J or
" . . . e
‘—JLI . Then we take the union of the jth subsets in the partitions over all

77 C 7/'(61) and obtain a subset £; of 7'(61). That is for j =1,2,...,J

n 77| 77|
|£jmTE|:\‘TL or TL . (80)

4.1) Defining Function F:
The sender observes the output of the source and decides on the value
of function F.
— In the case that the source outputs a (61, 62)—typical sequence (v™, £™),
F takes value (m, j) if {* € L;, according to sender’s private random-
ness U, (£") in (76) is chosen in the step 2) of the coding scheme.
— In the other case F' =e.
4.2) Defining Function G:
The receiver observes the output " of the component L™ (side informa-
tion) of the correlated source and output of the channel y™ to decide on
the value of function G. We use the abbreviation

PVlI:GEQW(Znﬁpn(EnLT)
— In the case that (™ € 7;7(61) and that there existsanme{1,2,..., M}

such that y™ € Y, (0") ~ < U Y (€™) G takes value (m, j) if
m’#m
" € L;. Notice that this m must be unique if it exists.
— In the other case G = e.
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Analysis
1) Distortion Criterion:

First we recall our assumption that the watermarking distortion measure p is
bounded i.e.

0<p<A (81)
Then by (58)

1 —n
—Pr((V, L") ¢ TP (62) E[p(V™, X™I(V", 1" € Ty (52)] < 274 (82)
On the other hand, under the condition that

(V" L") € Ty C Ty (62),

by definition (V", L",U") € 77 ; with probability one for the joint type Py 7
generated by Py ;.
So, by (60), (61) and the definition of (U™, X'™) we have that

1
EE[p(V“z X"V, L") € TS

= Z PVEU(U’E’ U)ZPX|VLU(‘T|U7€7 u)p(v, x)
(v,l,u)EVXLXU T

= Ep(V,X) < Dy. (83)

Thus it follows from (82) and (83) that

BV, X = Pr((VY L") ¢ T (8) E[p(V", XV, 1Y) ¢ T2, (62)]
+ Y Pr((VLY) e T E[p(VT X™(VTL L") € T
TP CTYL (62)

< Dy, (84)

for sufficiently large n.
2) The Condition of Nearly Uniformity

By the definition of function F' in the step 4.1) of the coding scheme,
Pr{F =e} < Pr{(VTﬂL") ¢ ’T‘?L((Sg)} =1- P‘?L(T&L(ég)} and hence by
(58),
|Pr{F = e} — |A|7!| < max{27"¢,|A|7!} — 0 (n — o0). (85)

Next fix an £ € 7;*(61) with type P; (say), let P; be the joint type generat-
ed by P;, and let Q(LU) be the set of joint types Py ;5 with marginal distribu-
tion P;; and generated by the joint type of some (61, 62)-typical sequence. Then
Pr{U™ =u"|L™ = ("} > 0, only if u™ € U((") = {ar,({") :m =1,2,...,M}.
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Moreover, for a (61, 62)-typical sequence (v™, £") with joint type Py, ug, (€")
€ U(L™), by the coding scheme
Pr{V"* =o" U™ =up,({")|L ="}

_ P (V=0 Ug g p (0 )T, (£7) € Up g (V) (6)
0 else.
Recalling (73), then we have that for all (" € T7* C 77" (61), Uy, (€") € U(L™)
Pr{U™ =ap ((")|L ="}
= > Py (0" [0 Ug g (") 7 (8T)

Pyrg€QLU) vNETH o (nag(en)

By (72) we have that

1 T )] 1 TE )]
[M(1+¢)] 1n|7nn < |Ugpp (") < < [M(1-e¢)] nlinn
725z )] Y 735 (01
(88)
On the other hand,
|7, ()]
> > Py ("] )W
P\7|~_0€Q(EU) vneT\?lto([nun(gn)) UIV
|7z, ()]
= Z Z PV”\L(TV (e
\L m _(fn m __(gn gn
Pypg€QLU) vMETH g (CNam(en)) |TV|L(€ )HTU'VL(U .
= > P‘CL‘L(T&‘L(E”)W)
Py g €QLD)
- Pr{(vn’gn) S Tn(61a62)|€n}7 (89)

where the first equality holds because the value of Py (v"[¢") for given £"
depends on v™ through the conditional type; the second equality hold by the

toe _ topc 1 . ;
fact that i tqu = for — Wi ; and the last equality holds because Py ;5
is generated by Py ; uniquely (see its definition in condition (c)).

Thus by combining (57), (87) — (89), we obtain for an n > 0 with n — 0 as

n—oo,e—0
(L—pM ' <Pr{U™=a}(")|L=0"} < (1+nM", (90)

for €™ € Ty, @ (€7) € UL).
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So form € {1,2,...,M}, j€{1,2,...,J},
Pr{F = (m,j)} = Pr{U™ = a4} (L"),L" € L;}

= > PrmPr{U™ =y, (")|L = ("}
neL;
< (L+n)MPP(L). (91)

Since |77'| > on(H(D+F) for sufficiently large n, by (62) and (78), we have

that IT |'> 281 and hence by (80)
n 71| 177 77| _n
|£jﬂTE|§’VT <T+1<T(1+2 251).

Because the value of P*(¢") depends on ¢™ through its type, this means that
Pp(L;NTF) < JPR(T) (1427%9)

and consequently

PP(Lx) < PR(TR(6:)) 7 (1+2729) (92)
which with (91) is followed by
Pr{F=(m,j)} < M~'"J (1 4n) (1+272%) PP (T7(61)).  (93)

Similarly we have that
Pr{F = (m,j)} > M~ T (1 —n) (1 —272) PR(T7(61))- (94)

Now (56), (93) and (94) together imply that for an n’ > 0 with ' — 0 as
n—00,1n— Oa

Z |Pr{F = (m,j)} — A" <7, (95)
m,j)
which with (85) completes the proof of condition of nearly uniformity.

3) The Rate:

n (65) one can choose
1
a>I(U;Y(W)|L) — &' for any &’ with e, <&’ < 55.

Then by (58), (78), (79), (95), we know that for an n” > 0 with n” — 0 as

n—oo, 17 —0
1 1
EH(F) >~ log|A] =" > I(U; Y (W)|L) — '+ H(L) — 261 — 1
=I(U;YW)|L) + I(U; L)+ H(L|U) — &' — 2e1 — 7
=I(U;L,YOW)) + H(LIU) — &' —2¢; —

for sufficiently large n.



Watermarking Identification Codes with Related Topics 133

4) Estimation of Probability of Error:
In and only in the following three cases an error occurs.

Case 1
The source outputs a non—(81, 62 )—typical sequence whose probability is less than
27"C by (58).

Now we assume that a (61, 62)-typical sequence (v", £™) with joint type Py j
is output. So the sender first chooses a @y, (¢") € Ug (v, €"), then an 2" €
X™ according to his private randomness and sends x™ through the channel.
Consequently a y™ € Y" is output by the channel. Then in the following two
Cases an error occurs.

Case 2
A codeword 1, (€") € Ug 77 (V™€) C U™ (L") is chosen and an output sequence

P = U R
Py g €Qw (LM, am (€M)

is output of the channel. Suppose now W € W governs the channel. Then by
(59), and (60) the probability that y™ € Y™ is output of the channel under the
condition that (V™ L™) = (v™,£"™) € T"(61, 62) is output of the correlated source
and U™ = iy, (£") € Uz (v, €7) is chosen is

Pr{Y™ = (V" L") = (", ), U = 0, ()}

= 3 Puu(@ o e @ ()W (" ")

znexn
PE oo Wm0 0 dm (7). (96)
On the other hand
T oy io (W um (), 7) € T gy £ (P (€7),7) € Vi
So the probability that such an error occurs vanishes exponentially as n grows.

Case 3
A codeword @, (¢™) is chosen and a y™ € Y, N [Um,;ém ym,} is output of the

channel.
Now by (86), (88), (90), and simple calculation, we obtain that

[(1=n)(1 =) P W)t,;ﬁ < Pr{V" =" |L" = 0, U™ = @7, (67) }

<[A+n)+e)] Py ")

for (61, 02)-typical sequences (v",£") with joint type Pp; and
Um (0") € Uy 7 (v", €"), where Py ;g is the type generated by Py ;.
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voc
t'““_

the value of P{}‘ L( v™|€™) depends on v™ through the conditional type,

] ~ o~ — TL
Moreover, since tgwi = s tovin = toitviios and since for given £

TL n J|L mn tV i’ 13 3 n
P07 O = ey IR = P (2 () . (98)
Lo VLT tyiio
Further it is well known that for all
. 1 1
(™, " u™) € TVL(W log Py VIL o @" 0", u") — log =0.
oo n toiLo
So by (97) and (98), we have that
Pr{V =v"|L" =", U™ = a2 ((")}
< 2B (T2 () 6) Pl (07 €7, (7))
< 2Py 1o (V" i, (07) (99)

for (61, 062)-typical sequences (v", £") with type Py, p, € Ug (") CULT)
and sufficiently large n,and a § — 0 as n — oc.

We choose 6 < 55

Since Pr{ (V" L”) (v, ™), U™ = u"} > 0 only if (v", ") is (61, 82) typical
and u" € UU\VL(” ™), by (96) and (99) we have that

n@ n n ni,n gm ,n
< Z 2 f/\fj] |€ ) mg } Y (W)|V (y [o™, 07, u")
vnepyn
né pn nigm ,mn (pn
< 2"Pg o (WO u, () (100)
for £™ € T*(61), tm (™) € U(L™) and y™ € Y™ if W € W governs the channel.
Now we obtain an upper bound in terms of a product probability distribution
whose value depends on y™ through the conditional type. Consequently by (75)
and (100) we have that for all " € 7;(61), Um(£™) € U(L™) with joint type P; 7,
Py € Qw (€%, tm (07),7)

U Yl

m’'#m

M
M~y Pr {Y’” € Tf 1 (0 un (€))

m=1

L’!L é’n, U/TL — u (éTL)}

2n9M 1 Z y(W>LU{ Y‘LU([n n En

< om0 gmRepn LT (0, (6) |60 () )
§27W,(55276)<2 20627

m’'#m

U Yule® ] f’%u&(ﬁ”)}

(101)
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where the last inequality holds by our choice < 52. Recalling

V(") = U T o (O, (),

Py Lo €Qw ("N am (47),T)

by the union bound and (101) we obtain that

M
Mt Z Priyme ym(én) N U ym(fn) |L” =", Um = am(gn)
m=1 m’'#m
< (n+ 1)\EHUIIJ’\2—%52
< 9-Be: (102)

for (™ € T/*(61), 4l (™) € U(L™) and sufficiently large n. Finally by (90) and
(102) we obtain an upper bound to the probability that on error of this type
occurs, under the condition L™ = (™ € T;*(61).

m=1

Z PT{UML _ [rL ‘Ln (n}PT {Y/n c y Zn

U ym f” ‘| |Ln _ fn,Um _ ,&m(én)}

m/#m

M

1+n§:A11%{Ym€ymW

m=1 m/#m

U ym/ é" ‘| ‘Ln _ én,Um' _ ﬁm(fn)}
< (1+4n)2 5,

(103)
Which completes the proof because by definition

Z Pr{U™ =, ((")|L" = ("} =1 for all " € T}*(61).

Remark: Our model of identification becomes that in [32] if L takes a constant
value with probability one. So our proof of the lemma above provides a new
proof of Theorem 4 in [32] (as special case) without using the Gelfand-Pinsker
Theorem in [24].

Corollary 5.1 (Direct Part Theorem 4.1): For all single channels W

Cori((V,L),W,Dy) > [I(U;L,Y)+ H(L|U)|.

WLnyQOumWDﬂ

Lemma 5.5 (Direct Part of Theorem 4.4): For all compound channels W

Cerir((V,L),W, Rk, Dy)

> sup [I(U;L,Y(W)) + H(L|U)| + Rk. (104)
(V,L,U,X)€Q;((V,L),W,Rk,D1)
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Proof: By the same reason as in the proof of the previous lemma, it is sufficient
for us to show the availability of I(U; L, Y (W)) + H(L|U) + Rk for (V,L,U, X)
with Ep(V, X) < D; and for some £ > 0

I({U;Y(W)|L) + Rg — I(U; V|L) > €. (105)

In the case I(U; Y (W)|L) > I(U;V|L), by the previous lemma I (U; LY (W))
+ H(L|U) is achievable even if the noiseless channel is absent. So sender and
receiver may generate n(I(U; LY (W)) + H(L|U)) bits of common randomness
and at the same time the sender sends Ry bits of his private randomness via
the noiseless channel to the receiver to make additionally nRy bits of common
randomness. That is, the rate I(U; L, Y (W)) + H(L|U) + Rk is achievable.

So, next we may assume that I(U;Y (W)|L) < I(U;V;|L). Moreover we can
assume

I(U; Y(W)IL) > 0,

because otherwise I(U; L,Y(W)) + H(L|U) + Rx = I(U; L) + H(L|U) + Rg =
H(L)+ Rk is achievable as follows. We partition 7;7(61) into £;, j =1,2,...,J
as in the step 4) of the coding scheme in the proof of the previous lemma to get
n(H (L) — 251) bits of common randomness and get other nRx bits of common
randomness by using the noiseless channel. Thus it is sufficient for us to assume
that

0<I(U;YW)IL) <I(U;VIL) < I(U;Y(W)|L) + Rk — &, (106)

for a & with 0 < £ < Rk.

We shall use (61, 62)-typical sequences, the joint types P; 5 and Py ;5 generat-
ed by the types P; and Pp; respectively, and the random variables (f/7 LU X )
and (V,L,U, X,Y(W)) in (59) and (60) satisfying (61) — (64), which are defined
in the conditions (a) — (d) in the proof of the previous lemma.

Instead of the choice « in (65) we now choose (1,082 > 0 and 83 > 0 for
arbitrarily small but fixed g5 with 0 < 9 < %5 such that

[(U; YOV)|L) — 252 < B < I(U;YOV)|L) — o, (107)
HUVIL) — I(UsYOV)IE) + € < o < R (108)

and
0 < B3 = Rk — Bo. (109)

Notice that the existence and positivity of Bz are guaranteed by (106).
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By adding both sides of the first inequalities in (107) and (108), we obtain that

3
Pr+ B> 1(U;VIL) + (5 - 552) ) (110)
and by the first inequality in (107) and the equality in (109) we have that
3
B+ ot B3 > LU Y WV)|L) + Ric = 5. (111)

Let & — 32 = 2n and rewrite (110) as
Pr+ B2 > I(U; VIL) + 2n. (112)

Then n > % > (0 by our choice €5 < %5.

Next as in the proof to the previous lemma we fix an (arbitrary small)
positive €2, 7, choose €1 (and consequently 61, 62) sufficiently small so that
g1 < min (3e2,37). Then by (64) and the second inequality in (109) we have

that
€2

B < 1T WD) - 2. (113)
and by (65) and (112) we have that
.. 3
Bu+ B> 10 VIE) + 2. (1)

Without loss of generality we assume that 2781, 2792 and 2793 are integers
and denote by M; = 291 [ = 2782 and K’ = 279,

Then similarly as in the proof of the previous lemma, we have that for suffi-
ciently large n, sufficiently small 7, all joint types Py ;; generated by types of
(61, 62)—typical sequences and Qyy(¢"u™, ) in the proof of the previous lemma,

t~ ~
omn YL app (115)
oL
and
n. lo|i
My <2 5 YL (116)
tg| iy

for all Py € Qu(l"u™, 7).
Coding Scheme

1) Choosing the Codebook:
We choose a codebook for all £ € 7/*(61) in a similar way as in the step 1)
of the coding scheme in the proof of the previous lemma. But we now use
Lemma 5.1 for o = 31 + 2 and Lemma 5.3 for v = % instead of Lemmas

5.1 and 5.2. Thus by random choice we obtain subsets of 77 U'({") =
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{fﬂ;m(fn) m = 172,...,M1} for i = 1,2,...,1 for all £™ € T;*(61) such
that for

I
usemy = Ju'wm, (117)

and U[’;IVE(U"K”) =U*(™)n Tglf/i(v”,ﬁ”), where P ;7 is the type gener-
ated by the joint type Py ; of (61, 02)-sequences (v", (™) as before, and with
an abuse of notation in the union in (117): counting it twice and labelling it
as different elements iy, ,(¢") and 4y, ,, (") if a codeword appears twice in
it, the following holds.

U tovi

t,. ~ ~
oip (0" 0) = Myl Lt
O|VE

< MyI £ (118)

U|VL

and for Qyy,("v™, 7) in the proof of the previous lemmas and any conditional
type Py zis

I M,
Iy Mty T 1o (O (€)1 [ U U T Eﬁ(e"u::u,,;(z"))] '
i=1 m=1 m'#m P?\IZOEQW (enom)

<27 %ty pp
(119)

here (118) and (119) are analogous to (72) and (75) respectively, and are
shown in an analogous way.
Choosing Inputs of the Channels:
In the current model, we have an additional noiseless channel with rate Ry
except for the noisy channel which exists in the Model I. The sender chooses
the inputs of the two channels as follows.
2.1) Choosing the Input Sequence of the Noisy Channel:
— In the case that the source outputs a (61, 62)—typical sequence (v™, £™)
with joint type P, by (118) for the type P j; generated by
Py, L{EIVE(v”K”) # &. Then similarly to the Step 2) of the cod-
ing scheme in the proof of the previous lemma, the sender random-

ly and uniformly chooses a member of Z/laf/i(vnﬁn), say Uy, ("),

and according to the probability Px |y v ($n|’0n7 o, ﬁ’;”(ﬁn)) choos-
es an input sequence ™ of the channel W and sends =" through the
channel.

— In the case that the output of the source is non—(81, 62)-typical, the
sender sends an arbitrary fixed sequence x through the channel.

2.2) Choosing the Input of the Noiseless Channel:

— In the case that a (61, 61)—typical sequence (v™,¢™) with joint type
Py ; is output of the correlated channel, the sender first spends
logI = nBy bits to send the index i € {1,2,...,I} to the receiver
via the noiseless channel if a codeword aj, ;(0") € U (") € U*(1™)
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is chosen in the substep 2.1) in the current coding scheme, then he
randomly and uniformly chooses a k' € {1,2,..., K'} independent of
the output of the source and sends it through the noiseless channel
by using the rest of nRx — nf2 = nf3 = log K’ bits.

— In the case that a non—(61, 82)—typical sequence is output, the sender
sends a constant message through the noiseless channel.

3) Choosing the Common Range A of Functions F' and G:
Let J be as in (78) and

A

=[{1,2,...., My} x{1,2,..., I} x {1,2,...,K'} x {1,2,..., J}] U {e}.

(120)

4) Defining the Functions F' and G:
Partition 7;*(61) into £;, j = 1,2, ..., J as in the step 4) of the coding scheme
in the proof of the previous lemma and let K,, = {1,2,..., I} x{1,2,..., K'}.

4.1)

4.2)

Defining Function F:

The sender decides on the value of function F according to the output
of the correlated source and his private randomness as follows.

— In the case that a (81, 62)—typical sequence (v™, £") is output, F' takes
value (m,i, k', j) if 07 € L;, @, (07) € U(E") N U3, o7 (0" ") s
chosen in step 2) of the current coding scheme, and &’ is chosen for
sending it via the noiseless channel in the last ngs bits (that means
(i, k") is sent through the noiseless channel).

— In the other case F' =e.
Defining Function G:
The receiver decides on the value of the function G according to the
output (i, k") € K, of the noiseless channel, the output £" of the compo-
nent L™ of the correlated source, and the output y™ € Y™ of the noisy
compound channel W as follows.
Let

Popg €Qw(enag, ;(4M),7)

form=1,2,...,My,i=1,2,...,1, and the type P;; generated by the

type P; of {™ € L; C T (61).

— In the case that (¢, k") is output of the noiseless channel, ¢™ € T;7(61)
is output of the source, and there exists an m € {1,2,..., M;} such
that the output of the noisy compound channel W,

Y™ € Vi i(£™) N { U ym/7i(€")}7 G takes value (m, i, k', ) if £ €
m’'#m
j.
— In the other case G = e.
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Analysis

1) — 3) Distortion Criterion, The Nearly Uniformity Condition, and the Rate.
One can verify the distortion criterion, the nearly uniformity condition and
the rate

1
- log H(F) > p1+ B2 + B3+ o(1) = I(U; Y (W)|L) + Rk + o(1)
(c.f. (111)), and obtain analogous inequalities
(L=n)(MI) ™" < Pr{U™ =u}, ;(")|L ="} < (1+n)(MI)~" (121)

to the inequalities in (90) for £* € 7;'(61), uyy, ;(£") € U*(£") and random
variable U™ chosen by the sender in step 2) of the coding scheme in the
same way as in parts 1) — 3) of the Analysis in the proof of the previous
lemma except that the roles of U (¢™) and (72) there are played by U* (") =

U U (£™) and (118). Notice that in those parts of the proof of the previous
i=1

lemma (75) is not used, neither is (119) here correspondingly.
4) Estimation of Probability of Error:

By the same reason as in the proof of the previous lemma, the probabilities
of errors of the first two types, the error caused by that a non—(61,82)—
typical sequence is output and the error caused by that @, ;(£") is chosen
and y" ¢ Vp,,i(€") is output of the noisy compound channel exponentially
vanish as n grows.

Next by replacing U (¢") and (75) by U*(¢™) and (119), in the same way
as in the proof of the previous lemma we now obtain

My
]w'l IZ Z Pr {Y’n S y gn ! U y’m z én ] |Ln = £n7Uln = u?nﬂ(gn)}

i=1 m=1 '#m
< 27mie
instead of (102). (122)

Finally analogously to in the way to obtain (103) in the proof of the
previous lemma from (90) and (102), we finish the proof by combining (121)
and (122).

Corollary 5.2 (Direct Part of Theorem 4.2): For all single channels W

CCR”((V,L) W, Rk, D1) (I(U;L,Y)+H(L|U))+RK.
(V,L,U,X Y)eQ ((VL) W,R ,D1)

6 The Converse Theorems for Common Randomness

To obtain single letter characterizations for the converse parts of coding theorems
for common randomness, we need a useful identity which appears in [22] (on
page 314).
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Lemma 6.1. (Csizdr-Kérner) Let (A™, B™) be an arbitrary pair of random se-
quences and let C' be an arbitrary random variable. Then

H(A™C) — H(B"|0)

=Y [H(A|Ars1, Arga, o A, BT C) = H(By|Apy1, Arya, .., An, BT O],
t=1

(123)

Proof
Let (A4y1, Asra, ..., Ay, BY) to be understood as A™ and B™ when ¢ = 0 and
t = n, respectively. Then:

H(A™C) = (B"|C)
n—1 n
=3 H(Ay11, Avya, ..., An, B'[C) =Y H(As1, Arya, ..., An, BY|C)
H

= t=

~+~
Bl
—

3

H(Ap, Ay, ..., A, B7HC) = Y H(Avi1, Arga, .., A, B'[C)
t=1

[
lng

S|

—

[H(A¢, Avyry .., Ap, BT C) — H(Agyq, ..., Ay, BT O)]

~+

ik

[H(A¢s1, Airo, ..., Ap, BYC) — H(A4y1, ..., Ay, BTHO)

t=1

=Y [H(A|Avs1, Avra, ..., Ay, BT, C)= H(By| Ary1, Aeya, ..., An, BT O]
t=1

(124)

Lemma 6.2 (The converse part of Theorem 4.1)
For single channel W,

Ccri((V, L), W, Dy) <maxwv,p,u,x,v)eo(v,r),w,p)[L(U; LY') + H(L|U)].
(125)

Proof: Assume that for a source output of length n there are functions F' and
K such that for the channel W™ and the distortion measure (10) - (16) hold.
Denote by X™ and Y™ the random input and output of the channel generat-
ed by the correlated source (V™, L™), sender’s private randomness M, and the
channel.

Then (10) be rewritten in terms of (V™ X™) as

1
“Ep(V", X") < Dy (126)
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Further by Fano inequality, (11) - (14), we have that

H(F)
<H(F)— H(F|G) +nAlog k + h(X)
I(F;G) 4+ nAlogk + h(\)
I(F; L™, Y™) 4+ nAlog k + h())

(

(

IA I

I(F; Y™ L™) + I(F; L") + nA\log k + h(A)
I(F; Y™ L™) + H(L™) + nAlog k + h(\)

IN

=I(F;Y"|L") + > H(L;) +nA\log s + h(\)
t=1

=S I(F;Yi|L" Y'Y + Y H(Li) + nAlog s + h()), (127)
t=1 t=1

where h(z) = —zlogz — (1 — z)log(1 — z) for z € [0,1] is the binary entropy.
Here the first inequality follows from the Fano inequality, (11), (12) and (14);
the second inequality holds by (13); and the third equality holds because the
source is memoryless. Since I(F; V™ L") < H(F), the first four lines in (127) is
followed by

0< I(F; L™, Y™) — I(F; V"™, L") + n\log k + h())
< [[(F;Y™|L") + I(F; L™)] — [[(F; VL") + I(F; L™)] + n\log & + h())
=I(F;Y™|L") — I(F; V*|L") + nAlog k + h(\)
=[HY"|L") - HY"|L",F)] - [H(V"|L") — H(V"|L",F)] + nAlog & + h(\)
=[H(Y"|L") — H(V™|L™] + [H(V*|L", F) — HY"|L", F)] + nAlog k + h()).

(128)

To obtain a single letter characterization we substitute A™, B™ and C in (123)
by V™, Y™ and (L™, F) respectively and so

H(V"|L"F) — H(Y"|L"F)

- Z[H(V;l‘/t+17 ‘/t+27 ey Vn7L7L7Yt717F) - H(}/tl‘/t-}—lv ‘/2$+27 .- '7Vn7Ln7Yt717F)]'
t=1

(129)
Moreover because the source is memoryless, we have

V) = 3D H(VIL). (130)
t=1

We now substitute (128), (129); (130) and H(Y™|L") = Y7 | H(Y;|L", Y1)
into (127) and continue it;
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0 SZ[H(K|LTL7YIE_1) - H(‘/HLt)] + Z[H(V;H/H-h‘/t-i-% EER) VnaLTL?Yt_l?F)
- H(n“/t-i-la V;H-Qa AR Vn7Ln7Yt_17F)] + TL)\lOg“i + h(A)

:Z[H(}/“Ln?Yt_l) - H(}/t“/;f-‘rh ‘/t+27 ceey VTLa Lna Yt_l? F)]

n

— > [HWIL) = HVi|Vigr, Vo, Vo, LY F)] + ndlog s+ h())

t=1

M:

I(}/;fy ‘/t-‘rl7 V;H-Qa EREE) Vna Fana Yt_l)

~
Il
-

— ZI(%; Vier,Viea, - Vi, L, Lo oo L1, Lyg, .o L Y7L F|Ly)
t=1

+ nAlogk + h(A)

<

NE

[I(Ye; Vie, Vigos o, VaLa, Lo ooy Ly, Lyg1, ..o, L, YU F|Ly))]

~
Il
-

- ZI(‘/;h ‘/;f+l7‘/;5+2; B '7VTL7L1;L2 .. '7Lt—17Lt+l; B '7LnﬂYt_1ﬂF|Lt)]

t=1
+ nAlogk + h(X). (131)
Let J be the random variable taking values in {1,2,...,n} uniformly, and

Uy=Vig1,Vigas- o Vo, Ly Lo oo Lyy, Ly, oo Lo, Y7L F) (132)
Then J and (Vy, Ly) are independent i. e., I(J;Vy, Ly) = 0. Thus (131) is

rewritten and continued in the following a few lines.
0<nl(Uys;Ys|Ly,J)—nl(Uys;Vy|Ly,J)+nilogk + h(N\)
=n[I(Us; L;,Y;|J) = I(Uys; Lj| )] —[I(Uys; Vs, Ls|J)—I(Uy; Ls|J)
+nAlogk + k()
=nl(Uys; L;,Y;|J) —nI(Uy;Vy, Lj|J) + nXlogk + h(N)
<nIl(Uj,J;L;,Yy)—n[I(Uy,J;Vy, Ly) —I(J;Vy, Ly)]+nAlogk + h()\)
=nl(Uy,J;L;,Yy)—nl(Uy,J;Vy,Ly) +nAlogk + h()). (133)

Next we denote by
(V/I,LI/,U/I7XI/7Y/I) — (VJ7LJ7UJJ, XJ,YJ) (*)

for the uniformly distributed J and U, in (132). Then, obviously (V”, L") has the
same probability distribution with the generic (V, L) of the correlated source,
the conditional probability distribution Py« x» = W, and (V"L"U", X", Y")
forms a Markov Chain. Namely, the joint distribution of (V' L”, U" X" Y") is
Pyrpnynxnyn = PVLPU”X”|V”L” W. With the defined random variables, (126)
is rewritten as
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1
Bp(V", X") = BIEp(V", X")|.J] = BBp(Vy, X)|J] = ~Bp(V", X") < Dy.
(134)
Moreover, by substituting () in (133) and then dividing both sides of resulting
inequality by n, we obtain that

0<I(U";L",Y") - 1(U"; V" L") + o(1), (135)

(as A — 0).
Because the set {Py,ruxy : (V,L,U,X,Y) € Q((V,L),W,D1)} is a closed
set, by (134) and (135) is is sufficient for us to complete the proof to show that

1
~H(F) < I(U"; L",Y") + H(L"|U") + o(1)

for A — 0. This is done by dividing both sides of (127) by n and continuing it
by the following few lines.

=

(F)

1 1
F: YLy + =S H(L Al Zh(X
I(F; Y |L", )+n; (Le) + Mog i + —h(2),

Si= 3
Mﬁ

~
Il
-

1

SRS
NE

I(Vig1, Vigo, .o, Vi, F YL Y7 +

A
S
Mﬁ

t=1

o~
Il
s

(Vt+1, Vitoseo s Vs L1y Lo oo oy Ly, Liya, ..o, L, YL P Y| Ly)

IA
Sie
M:

o~
Il

zl)—‘

Z (Li) + Mogk + = h(A)

=IUy;Ys|Lys,J)+ H(Lj|J)+ Aogk + %h(/\)

<I(Uy, J:Yy|Ly) + H(Ly|J) + Aog x + %h(A)

—I(Uy, J:Yy|Ly) + H(Ly) + Alog x + %h()\)

(U, J;Yy|Ly) + I(Uy: Ly) + H(Ly|Uy) + Alog x + %h()\)
<I(Uy, J;Yy|Ly) + (U, J: Ly) + H(Ly|Uy) + Mog 5 + %h()\)
(U, J; Ly, Yy) + H(Ly|Uy) + Alog & + %h()\)

1
=I(U";L",Y") + H(L"|U") + Aog k + —h()\), (136)
n
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where the second equality holds because U; is independent of J. Finally the
upper bound to the size of U follows from the Support Lemma in [13] (as well
on page 310 in the book [22]).

Lemma 6.3. (The converse part of Theorem 4.2) For a single channel W,
OCR]((V,L)7W,RK,D1) < max [](U;L7Y)+H(L|U)]+RK.
(V\L,U,X,Y)eQ*((V,L),W,Rx ,Dy)

(137)

Proof: Let {(V"*,L™)}52, be a correlated source with generic (V,L), W be
a noisy channel, and Rx and D; be the key rate and the distortion crite-
rion in the Model II of common randomness respectively. Let F' and G be
functions satisfying (10) - (12), (17), and (14) - (16) in the Model II of com-
mon randomness (for output sequence of source of length n). Denote by X"
and K, inputs of noisy channel W™ and the noiseless channel chosen by the
sender according to the output of the correlated source and his/her private ran-
domness. Then (126) holds and similarly to (127) by Fano inequality, we have
that

H(F)

I(F;G) 4+ nAlog k + h(\)

I(F; Y™, L™, K,) +nAlogk + h(X)

I(F; Y™ L")+ I(F; K,|Y™, L") + nA\log k + h()\)
I(F;Y"|L™) + I(F; L") + I(F; K, |[Y™, L") + nAlog k + h()\)
I(F;Y"|L™) + H(L™) + H(K,|[Y™, L") + n\log ks + h(\)
I(F;Y"|L™) + H(L™) + H(K,) + n\log & + h()\)
I(F;Y"|L")+ H(L") 4+ nRk + nX\log k + h(\)

I IA A

IN A IA

—
— — — —

I(F; Y, L™, YY) + Y H(Ly) +nRi +n\log s + h()), (138)
t=1

-

~~
Il
-

where the second inequality holds by (17). Analogously to (128) we have

0<I(F;Y", L™, K,)—I(F;V", L") +n\logk + h()\)
=I(F;Y™ L") — I(F; V' L") 4+ I(F; K, |Y™, L") + nAlogk + h(X)
<I(F Y™ L") = I(F; V' L") + H(K,|Y™, L") + n\log k + h()\)
<I(F;Y", L") —I(F;V",L") + nRk + nAlogk + h(X). (139)

Note that we only used the basic properties of Shannon information measures,
Lemma 6.1, and the assumption that the correlated source is memoryless in the
estimation of I(F;Y™,L™) — I(F;V™, L") in the part of (128) - (131) and all
these are available here. So we have the same estimation here i. e.,
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I(F; Y™, L") — I(F;V"L")
<Y IV Vign, Vigas 5 Vi, Ly Lo o Loy, it oo Lo, YU F| L)
t=1

=Y I(ViiVigr,Vigaso oo Vi, La, Ly oo Ly—1, Liga, .o, L YU FILy)
t=1

+nAlogk + h(N). (140)
Let Uy and J be defined as in (132). Then (140) is rewritten as

I(F;Y", L") — I(F; V"L") < nI(Uyg, J; Ly, Ys) —nI(Uyg, J; Vs, Ly) + n\log s + h(N).

(141)
Let (V" L",U", X", Y") is defined as in the previous lemma.
Then (134) and Pyupnynxmnyn = PVLPU”X”|V”L”W are certainly fulfilled. But
now (139) - (141) lead us to

0<I(U";L",Y") = I({U"; V", L") + Rk + o(1). (142)

In the same way as (136) we can show

n

STIFE YL Y'Y + > H(Ly) + nRi +nAlog s + h())
t=1 t=1
<nI(U"; L") Y")+nHU"|L") + nAlog x + h(}\) (143)

which with (138) yields
1 1
SH(F) < I(U";L"Y") + H{U"|L") + Ry + Mlogk + ~h(\).
n n

Again |U| is bounded by the Support Lemma. Thus our proof is finished.
Finally it immediately follows from Lemmas 6.2 and 6.3 that

Corollary 6.4. For compound channel W,

1) (The converse part of Theorem 4.3:)

L D) < inf I(U:L,Y H(L
Ceori((V,L),W, D) < of (V)L)U)X7Y)Iélg>(<i(v7L)7W7Dl)[ (U; L,Y) + H(L|U)]
(144)

and
2) (The converse part of Theorem 4.4:)

Corrr((V,L),W, Rk, D)

< inf max [I(U;L,Y)+ H(L|U)] + Rg. (145)
WeW (V,L,U,X,Y)eQ*((V,L),W,Rk,D1)
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7 Constructing Watermarking Identification Codes from
Common Randomness

R. Ahlswede and G. Dueck found in [12] that a identification code with the same
rate can be always obtained from the common randomness between a sender and
and receiver under the condition

(*) The sender can send a massage with arbitrarily small but positive rate (in
the exponential sense).

Thus under the condition (*) the capacity of identification is not smaller than
that of common randomness. Note that the sets Q((V, L), W, D), Q**(V, W,
Ry, D1), Q1((V,L),W, D;), and Q5*(V, W, Ry, D1) are not empty implies the
condition (*) in the Theorems 4.5, 4.6, 4.7, and 4.8 respectively. Consequently
Theorems 4.5, 4.6, 4.7, and 4.8 follows from Theorems 4.1, 4.2, 4.3, and 4.4
respectively.

8 A Converse Theorem of a Watermarking Coding
Theorem Due to Steinberg-Merhav

In order to construct identification codes in [32], Y. Steinberg and N. Merhav
introduced the following code to build common randomness between sender and
receiver and obtained an inner bound of the capacity region. This inner bound
is sufficient for their goal. We shall show that it is as well tight. This would
support their conjecture that the lower bound in their Theorem 4 ([32]) is tight
although it does not imply it.

Let {V"}22; be a memoryless source with alphabet V and generic V and W
be a noisy channel with input and output alphabets X and Y respectively. A
pair of functions (f,g) is called an (n, M, J, 6, \, D) watermarking transmission
code with a common experiment, distortion measure p, distortion level D and
covertext Py if the followings are true.

— fis a function from V™ x {1,2,..., M} to {1,2,...,J} x A™
— ¢ is a function from Y™ to {1,2,...,J} x {1,2,...,M}.

—Z ST PremW{y gy™) = (20", m),m)} fx (" m)) > 1— A,

m=1oneyn
(146)
where fx and f; are projections of f to X™ and {1,2,...,J} respectively.

i Z 3 PR, fx (0" m)) < D. (147)

m=1v"epyn

For m = 1,2,..., M, there exists a subset B(™) C {1,2,...,J} of cardinality
|B(™)| > J27"% such that

T2 < PR{f5 (V" m) = j} < J T2 (148)
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for all j and
Yo BHAVm) =41 =1 (149)
jeBm)

g serves as a decoding function here. (148) and (149) play the same role as
nearly uniform condition in construction of identification codes from common
randomness. In fact one can find the nearly uniform condition (16) is stronger
but for the purpose to construct identification codes the conditions (148) and
(149) are strong enough.

A pair (Ry, R2) is called achievable with distortion D if for all positive reals
6, A, and ¢ there is an (n, M, J, 6, A, D) code defined as above such that

1
—logM > Ry — ¢ (150)
n
and 1
- logJ > Ry —e. (151)

The set of achievable pair of rates is called capacity region and denoted by R.
Denote by R(*) the subset of pair of real numbers such that there exist random
variables (V, U, X,Y) taking values in ¥V x U x X x Y such that |U| < |Y| + |X],
for all
veVuel,r € X and y € ),

Pvuxy (v,u,z,y) = Py (v)Puxv (u, z|v)W (y|z),

Ep(V,X) < D,
0< R, <IU;)Y)-IU;V), (152)
and
0< Ry <I(U;V). (153)

It was shown in [32]
Theorem 8.1 (Steinberg-Merhav)
R* C R. (154)

We now show the opposite contained relation holds i. e.,

Theorem 8.2

R CR" (155)
Proof: Let (f,g) be a pair of functions satisfying (146) - (151) for sufficiently
large n (which is specified later) and Z, be a random variable with uniform
distribution over {1,2,..., M }. Further let f(V™, Z,) = (B,,X"), where B,
and X" have ranges {1,2,...,J} and X" respectively and Y be the random
output of the channel W™ when X" is input.

Then (148) and (149) are rewritten as

J7127m < Py iza (jim) < J712m (156)
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for all 7 € B and

Pp 120 (Bn € B™|m) > 1 -\ (157)
respectively. So,
M
2z = Z Pz, (m) Z Pp,1z,(jlm)log Pp,, 7, (j|lm)
jeBm)
> - Z Pzo(m) > Pp,z,(jlm)log J 12"
jeBm
M
- (log J —n6) Y Pz, (m)Pp,|z,(Bn € B"™|m)
m=1
> (logJ —né)(1 —X)  (158)

where the second inequality holds by (156) and the last inequality follows from
(157). Or equivalently

1 LH(By|Zy)
—lo J<”7
n 1—A

Since H(B,,) <logJ, (159) implies that for a function 6 such that 6(6,\) — 0
as 6, A — 0,

+6. (159)

1 1 1 1
—logJ —6(6,\) < —H(B,|Z,) < —H(B,) < —log J. (160)
n n n n

which says that B,, and Z,, are “nearly independent”. Moreover because Z,, is
independent of V", by Fano’s inequality,

1 1
R —e< ElogM: —H(Z,)

1
= ~H(Zu|V")
< %H(BH,ZTJV”)
< %[H(Bm Zp|V™) — H(By, Zn|Y™)] + Mog JM + %h()\)
= LB 20 Y™) ~ 1(Bay 20 V7)) 4 Ax log JM + h(3)

(161)

where the second inequality follows from Fano’s inequality. Since B, is a function
of V™ and Z,,, we have also

H(B,,Z,|V") <HV",Z,|V") = H(Z,), (162)
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which and (160) are followed by

1 1
Ry —e< ElogJ < EH(Bn|Zn) +0(5,\)

_ %[H(Bn, Z,) — H(Z,)] + 0(6, )
< L[H(Bu, Z0) — H(By Zu[V")] 4006,
_ %I(Bn,Zn; V™) 1 0(8, ). (163)

So far we have had a non-single-letter characterization of the capacity region
(161) and (163). In the rest part of the proof we shall reduce it to a single letter

one.
First we substitute A™, B", and C in (123) by V™, Y™, and (B,, Z,) respec-
tively and obtain that

H(V"|B,,Z,) — H(Y"|By, Zy)
:Z[H(W|‘/t+l7 Vrt+27 .. '7Vn7Yt717B7L7Zn) - H(n|‘4+17%+27 .. '7Vn7Yt717Bn7Zn)]'
=1

(164)
Next we note that H(V™) = >°", H(V;) because the source is memoryless
and H(Y™) =3,_, H(Y;|Y'™!). Therefore, we have
(B, Zp; Y™) — I(Bn, Zn; V")
=HY"™) —H(V")+ [H(V"|Bn, Z,) — HY"|B,, Z,)]

n

= ZH(}/AYt_l) - Z H(‘/t) + Z[H(‘/t“/;-‘rh ‘/t+27 L) Vn7Yt_17 Bn? ZTL)
t=1 t=1 t=1
- H(}/t“/;-‘rh ‘/t+27 L) VTLa Yt_17 Bn? ZTL)]

[H()/Hyt_l) - H(}/t“/t-i-h ‘/t+27 ceey V’na Yt_la BTL? Z’n)]

-

~~
Il

=~

[H(V;) — H(Vi|Vig1, Viea, ..., Vo, YU B, Z,)]

1

I(V;H-la ‘/15+2a ceey Vna BTL7 Zn7 }/;5|Yt_1)

7

o~
Il

|
-~ [l
HM:
A

I(W+17 ‘/;54-2; cv ey Vn; Yt—l’ BTL7 Z’IH ‘/;f)

<Y I(Vig1, Vigay oo Vi, Y7L By, Z03 V)

~+~
HM:
-

n

=D (Vg1 Vigzy oo Vo YT By Zas Vo). (165)
t=1
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Moreover,
I(Bp, Zn; V™)
=Y I(Bn, Zn; Vi[Vis1, Viga, ..., Vo)
t=1
<Y I(Vigr, Visas -+, Vi, Bo, Zo; Vi)
t=1
<Y I(Vigr, Viga, - Vo, Y By, Zs V). (166)
t=1
So we may let I be a random variable taking values in {1,2,...,n} uniformly
and

U/ = (VI-‘rlv VI+27 RN Vna YI_la BTL7 Z’n.)
and conclude by (163), (164), (165), (166)
1
Ry —e < I(U;Y7|I) — I(U; Vi|I) 4+ Xog JM + Eh(/\)
1
< I(U'LYy) = LU 1 Vi) + 1(1: Vi) 4+ Alog JM + ~h()),  (167)
and
Ry —e < I(U; Vi|I) < I(U', I; Vi) + 66, \). (168)
Let U = (U/,I),V/ = V],X = X] and Y = Y]. Then PV/ = PV7 (V’U,X,Y)
forms a Markov chain and (168) can be re-written as
Ry < I(U; V') +0(6, M),
and
EP(W',2") < D.

Further that I(I;V;) =0 (as the source is stationary) and (167) are followed
by

1
Ry < I(U;Y) = I(U; V') + Mog JM + =h(\) +¢.
n

Finally || is bounded by the support Lemma in the standard way.
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