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Praise for Communication
Networks: A Concise Introduction

'This book is a welcome addition to the Networking literature. It presents a comprehensive set of
topics from an innovative and modern viewpoint that observes the rapid development that the
field has undergone. It is informed, informative, and useful to students, faculty, and practitioners
in the field. This book is a must have!

-Anthony Ephremides, University of Maryland

Computer networks are extremely complex systems, and university-level textbooks often contain
lengthy descriptions of them that sacrifice basic conceptual understanding in favor of detailed
operational explanations. Walrand and Parekh depart from this approach, offering a concise and
refreshing treatment that focuses on the fundamental principles that students can (and should)
carry forward in their careers. The new edition has been updated to cover the latest developments
and is of great value for teaching a first upper-division course on computer networks.

-Massimo Franceschetti, University of California, San Diego

'The book presents the most important principles of communication network design, with em-
phasis on the Internet, in a crisp and clear fashion. Coverage extends from physical layer issues
through the key distributed applications. The book will be a valuable resource to students, in-
structors, and practitioners for years to come.

-Bruce Hajek, University of Illinois at Urbana-Champaign

Conceptual clarity, simplicity of explanation, and brevity are the soul of this book. It covers a
very broad swathe of contemporary topics, distills complex systems into their absolutely basic
constituent ideas, and explains each idea clearly and succinctly. It is a role model of what a
classroom text should be. I wish there had been such a book when I was learning about com-
munication networks.

-P. R. Kumar, Texas AGM University



PRAISE FOR COMMUNICATION NETWORKS: A CONCISE INTRODUCTION iii

This book focuses on the basic principles that underlie the design and operation of the Inter-
net. It provides a holistic account of this critical yet complex infrastructure and explains the
essential ideas clearly and precisely without being obscured by unessential implementation or
analytical details. It is the best introduction to networking from which more specialized treat-
ment of various topics can be pursued.

-Steven Low, California Institute of Technology (Caltech)

Communication Networks: A Concise Introduction by Jean Walrand and Shyam Parekh is an amaz-
ing book. Jean and Shyam are in the unique position for writing this book because of the foun-
dational contributions they made to the area and their many years of teaching this course at
UC Berkeley. This book covers many important topics ranging from the architecture of the In-
ternet, to today’s wireless technologies, and to emerging topics such as SDN and IoT. For each
topic, the book focuses on the key principles and core concepts, and presents a concise discussion
of how these principles are essential to scalable and robust communication networks. Mathe-
matical tools such as Markov chains and graph theory are introduced at a level that is easily
understandable but also adequate for modeling and analyzing the key components of communi-
cation networks. The comprehensive coverage of core concepts of communication networks and
the intuition/principle-driven approach make this book the best textbook for an introductory
course in communication networks for those students who are interested in pursuing research
in this field. It is certainly a must-have book for students and researchers in the field.

-Lei Ying, Arizona State University
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ABSTRACT TO THE SECOND EDITION

'This book results from many years of teaching an upper division course on communication net-
works in the EECS department at the University of California, Berkeley. It is motivated by the
perceived need for an easily accessible textbook that puts emphasis on the core concepts behind
current and next generation networks. After an overview of how today’s Internet works and a
discussion of the main principles behind its architecture, we discuss the key ideas behind Eth-
ernet, WiFi networks, routing, internetworking, and TCP. To make the book as self-contained
as possible, brief discussions of probability and Markov chain concepts are included in the ap-
pendices. This is followed by a brief discussion of mathematical models that provide insight into
the operations of network protocols. Next, the main ideas behind the new generation of wireless
networks based on LTE, and the notion of QoS are presented. A concise discussion of the phys-
ical layer technologies underlying various networks is also included. Finally, a sampling of topics
is presented that may have significant influence on the future evolution of networks, including
overlay networks like content delivery and peer-to-peer networks, sensor networks, distributed
algorithms, Byzantine agreement, source compression, SDN and NFV, and Internet of Things.
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Internet, Ethernet, WiFi, Routing, Bellman-Ford algorithm, Dijkstra algorithm,
TCP, Congestion Control, Flow Control, QoS, LTE, Peer-to-Peer Networks,
SDN, NFV, IoT



Contents

Praise for Communication Networks: A Concise Introduction . ............... ii
Preface . ... xix
Thelnternet . ... ... ... .. . i 1
1.1 Basic Operations ..............ooiiiiiiiiiiiiiiiiiiiiiiiiiiiiaa, 1
1.1.1 Hosts, Routers, Links .. ...... ... . i 1
1.1.2 Packet Switching . . ... 1
1.1.3 Addressing . . ... 2
1.1.4 Routing .. ..o 3
1.1.5 Error Detection . .. ... ... .. i 4
1.1.6 Retransmission of Erroneous Packets............................ 5
1.1.7 Congestion Control. . ....... ... .o 5
1.1.8 Flow Control. . ... 5
1.2 DNS HTTP and WWW . . e 6
1.2.1 DN 6
1.2.2 HTTPand WWW . . e 6
1.3 Summary ... 6
1.4 Problems . ... o 7
1.5 References. .. ..ot 7
Principles. ... ... ... 9
2.1 Sharing ... ..o e 9
2.2 MMEtriCS .« oot 10
221 LinkRate. ... ... . . 10
2.2.2 Link Bandwidth and Capacity ............ ... . ... ... ... 11
223 Delay ... ..o 12
224 Throughput . ... . 12
2.2.5 Delay Jitter ... ... 14
22.6 M/M/TQUEUE .\ttt e e e et et e 14
2.2.7 Little's Result. .. ... o 16

2.2.8 Falrness . ..ot 17




2.3 Scalability ... 18
2.3.1 Location-based Addressing ............. ... ... ... L. 18
2.3.2 Two-level Routing. .. ... 19
2.3.3 BestEffort Service ......... ... . . 20
2.3.4 End-to-end Principle and Stateless Routers ..................... 20
2.3.5 Hierarchical Naming........ ... ... ... ... ... ... ... 20
2.4 Application and Technology Independence ........................... 21
241 Layers ... 21
2.5 Application Topology......... ..o i i i 22
251 Client/Server..........iiiiiiii i 22
252 P2P o 23
253 Cloud Computing ......... ... i 23
2.5.4 Content Distribution .......... ... ... ... . 24
2.5.5 Multicast/Anycast . . ......ooiiiii i 24
256 Push/Pull... ... . 24
257 DISCOVEry . ... 24
2.6 SUIMMATY ..ottt ittt ettt ettt e e e 24
2.7  Problems ... ... ... 25
2.8  References....... ... 28
Ethernet. ... ... ... . . . 29
3.1  Typical Installation . ... 29
3.2  Historyof Ethernet ...... ... ... . 29
3.2.1 AlohaNetwork ..... ... ... 29
3.22 Cable Ethernet ........ ... . i 31
323 HubEthernet ........ ... i 32
3.2.4 Switched Ethernet .......... ... ... .. ... ... L 33
3.3 Addresses . ... 33
3.4 Frame .. ... 33
3.5 Physical Layer. . ... 34
3.6 Switched Ethernet ....... ... ... 35
3.61 Example..... ..o 35
3.6.2 Learning .......... 35
3.6.3 Spanning Tree Protocol.......... ... ... ... oo il 36
3.7  Aloha ... 37

3.7.1 Time-slotted VErsion . ... ... ... 37



3.8
3.9

3.10

3.11
3.12
3.13

WiFi
4.1
4.2

43
4.4

4.5

4.6
4.7
4.8
4.9

Non-slotted Aloha .. ...t 38
Hub Ethernet . .. ... . 38
3.9.1 Maximum Collision Detection Time . .......................... 38
Appendix: Probability ............ ... 39
3.10.1 Probability .. ... 40
3.10.2 Additivity for Exclusive Events ......................... .. ... 40
3.10.3 Independent Events ........... ... ... ... . ... 41
3.10.4 Slotted Aloha ... ..ot 41
3.10.5 Non-slotted Aloha .. ... ... 42
3.10.6 Waiting for Success . . .......... i 43
3.10.7Hub Ethernet . ... ... 43
Summary ... 43
Problems . .. ... o 44
References. ... .o 46

............................................................ 47
Basic Operations ......... ...ttt 47
Medium Access Control IMAC) . .. ..o e 48
421 MAC Protocol. .. ..o 48
4.2.2 Enhancements for Medium Access . ..., 50
423 MAC AAresses . .....vvuiiee e 51
Physical Layer. .. ... 52
Efficiency Analysis of MAC Protocol ........... ... ... 53
441 Single Device. ... ...t 53
4.4.2 Multiple Devices . ......... ... i 53
Recent Advances . ...t 57
4.5.1 IEEE 802.11n—Introduction of MIMO in WikFi ................ 57
4.5.2 IEEE 802.11ad—WiFi in Millimeter Wave Spectrum ............. 58
4.5.3 1IEEE 802.11ac—Introduction of MU-MIMO in Wiki ........... 59
454 1EEE 802.11ah—WiFiforIoT and M2M ...................... 59
455 Peer-to-peer WiFi. ... ... ... . 60
Appendix: Markov Chains......... ... ... o o i 60
Summary ... 63
Problems . .. ... 63
References. ... ..o 65




Routing ... ... .. .. 67
51  Domains and Two-level Routing . . ... .. ... .. 67
5.1.1 Scalability ...... .o 67
5.1.2 Transitand Peering . ........... .. 68
5.2 Inter-domain Routing ............ . ... ... i 68
5.2.1 Path Vector Algorithm .......... ... ... ... ... ... 69
5.2.2 Possible Oscillations ............... .. .. it 70
5.2.3 Multi-exit Discriminators.......... ... ... i 71
5.3  Intra-domain Shortest Path Routing. ............................. ... 72
5.3.1 Dijkstra’s Algorithm and Link State............................ 72
5.3.2 Bellman-ford and Distance Vector ............................. 73
5.4 Anycast, Multicast .......... ... . 75
541 Anycast ... 75
542 Multicast ... 76
5.4.3 Forward Error Correction............. ... ... ... ... 77
5.4.4 Network Coding ...t 79
55 AdHoc Networks . ... ... 80
551 AODV .. 80
552 OLSR ... 81
553 AntRouting ... 81
5.5.4 GeographicRouting .......... ... .. ... . o oL 81
5.5.5 Backpressure Routing ......... ... ... ... o oL 81
5.6 SUMMAIY .. ...t 81
57 Problems .. ... ... 82
58 References...... ... .. 85
Internetworking . ... L 87
6.1  ODbjective. . ...t 87
6.2  Basic Components: Subnet, Gateway, ARP ........................ ... 88
6.2.1 Addressesand Subnets .......... ... .. 89
0.2.2 GatEWAY . . . oo vttt ettt 89
6.23 DNSServer...... ... 90
624 ARP ... 90
6.2.5 Configuration .......... ... .. . . . . 90
6.3  Examples ... 90

6.3.1 Same Subnet .. ... .. 90



6.3.2 Different Subnets ........ ... ... i 91
6.3.3 Finding IP Addresses ........ ... ... i 91
6.3.4 Fragmentation.................. .. .. ...l 92
6.4  DHCP ... 92
6.5 N AT L 93
6.6 SUMIMATY ...\ttt ittt ettt e 94
6.7 Problems . ... ... ... 94
6.8  References........ ..o 95
Transport. . ... 97
7.1 Transport SErviCes . ... ........ueiiiiiiii e 97
7.2 Transport Header........ ... ... ... o o i i i il 98
7.3 TCPStates . ..o 99
74 Error Control ..... ... 100
7.4.1 Stop-and-wait ......... .. 100
742 GoBack N ... . 100
7.4.3 Selective Acknowledgments .......... ... ... i 101
744 Timers .. ..o o 102
7.5  Congestion Control ......... ..., 103
751 AIMD ..o 103
7.5.2 Refinements: Fast Retransmit and Fast Recovery ................ 104
7.5.3 Adjustingthe Rate ...... ... .. i i 106
7.54 TCPWindow Size .. ..ooviii i 106
7.5.5 Terminology ........ ... 107
7.6 Flow Control ...... .. oo 107
7.7 Alternative Congestion Control Schemes . ............ ... .. ... . ... 108
7.8 SUMMATY ottt et e e e 109
7.9  Problems...... ... 109
710 References. . ... ... 114
Models . . . ..o 115
8.1 Graphs .. ... 115
8.1.1 Max-flow, Min-cut .. ... ..ottt 115
8.1.2 Coloring and MAC Protocols ............. ... 116
8.2 QUEUES ..ttt e 118

821 M/M/TQUEUE ..ottt it et et et e 119




10

8.3
8.4

8.5
8.6
8.7
8.8
8.9
8.10

9.1
9.2
9.3

9.4

9.5
9.6
9.7
9.8

QOS

10.1
10.2

8.2.2 Jackson Networks ....... ..o 120
8.2.3 Queuing vs. Communication Networks........................ 120
The Roleof Layers .......... ..o i 122
Congestion Control ....... ... .. i 123
8.4.1 Fairness vs. Throughput ................... ... . ..., 123
8.4.2 Distributed Congestion Control............... ... ...oo.... 126
8.43 TCPRevisited. ... .o 128
Dynamic Routing and Congestion Control .......................... 129
WIireless . ..o 132
Appendix: Justification for Primal-dual Theorem ...................... 135
Summary ... 136
Problems . ... ... 137
References. ... 140
............................................................ 141
Cellular Network . ... ... .. 141
Technology Evolution ......... ... ... oo, 143
Key Aspects of LTE . . ... ..o e 144
9.3.1 LTE System Architecture . ........ ..., 146
9.3.2 Physical Layer ... 147
9.3.3 QoS Support ... 150
9.3.4 Scheduler..... ... . . 150
LTE-advanced ....... ... o i 151
9.4.1 Carrier Aggregation ............ ...ttt 152
9.4.2 Enhanced MIMO Support........ ..., 152
9.4.3 Relay Nodes (RNs) ... ..ottt 152
9.4.4 Coordinated Multi Point Operation (CoMP) ................... 153
G 153
Summary ... 154
Problems . .. ... 155
References. . ... 156

........................................................... 157
OVErvIEW ... 157
Traffic Shaping . .. ... 158

10.2.1 Leaky Buckets .. ... o 158



11

12

10.2.2 Delay Bounds ........ ... ... o o oo 158
10.3 Scheduling . ... o 159
10.3.1 GPS .o 160
10.3. 2 WEQ . oo 161
10.4 Regulated Flowsand WFQ_. ......... ... ... ... ... . o . 162
10.5 End-to-end QOS ... ... 163
10.6 End-to-End Admission Control ........... ... .ooiiiiiiniiiina... 163
10.7 Net Neutrality ..........ooiiiiiiiiii i 163
10.8  Summary ... 164
109 Problems . . ..ot 164
10.10 References. . .o vvv vttt 166
Physical Layer . . . ... .. 167
11.1 How to Transport Bits? ........ ... . o i i 167
11.2  Link Characteristics « . . ..ottt et 168
11.3  Wired and Wireless Links . .. ... ... 168
11.3.1 Modulation Schemes: BPSK, QPSK, QAM .................... 169
11.3.2 Inter-cell Interference and OFDM ...... .. ... ... ... ...... 171
114 Optical Links . ... o 172
11.4.1 Operationof Fiber. . ....... ... i i i 173
11.42 OOK Modulation . .. ..ot 173
11.4.3 Wavelength Division Multiplexing.................. ... ... .... 174
11.4.4 Optical Switching . ..... ... ... .o oo 175
11.4.5 Passive Optical Network . .. ..... ... ... oo it 176
115 Summary . ... 176
11.6 References. . ..ottt e 177
Additional Topics .. ... ... .. 179
12,1 Switches ..ot 179
12.1.1 Modular Switches . .. ..ottt 179
12.1.2 Switched Crossbars . . . ... i 182
12.2 Overlay Networks. . ...... ... .. . o o i i 183
12.2.1 Applications: CDNand P2P ........ ... ... .. ... o L. 184
12.2.2 Routing in Overlay Networks. . .......... ... ... oo o ... 185
12.3 How Popular P2P Protocols Work ......... ... ... .. ... ... 185

12.3.1 1st Generation: Server-client Based ... ....... ... ... ... ... ... 186




xviii

12.3.2 2nd Generation: Centralized Directory Based................... 186
12.3.3 3rd Generation: Purely Distributed .................. ... .. ... 186
12.3.4 Advent of Hierarchical Overlay—Super Nodes.................. 187
12.3.5 Advanced Distributed File Sharing: BitTorrent.................. 187
12.4  Sensor Networks ........ ... .. i 187
12.4.1 DesignIssues .. ... 188
12.5 Distributed Applications ..............o i i 190
12.5.1 Bellman-Ford Routing Algorithm ........... ... ... ... ... .. 190
12.5.2 Power Adjustment. .......... .. i 190
12.6 Byzantine Agreement............. ... .. i i i i 192
12.6.1 Agreeing over an Unreliable Channel ......................... 193
12.6.2 Consensus in the Presence of Adversaries ...................... 193
12.7  Source Compression. . ....... ...ttt 195
12.8 SDNand NFV ... 195
12.8.1 SDN Architecture . . .......uuuuuiiiiiii ... 196
12.8.2 New Services Enabled by SDN ... .. ... ... ... oo o .. 197
12.8.3 Knowledge-defined Networking. ............... ... ... ... ... 199
12.8.4 Management Framework for NFV . ........... .. .. ... 00 .. 200
12.9 Internet of Things (IoT). ... ... .. i i 202
12.9.1 Remote Computing and Storage Paradigms .................... 202
12,10 Summary . ... 203
12.11 Problems . ..o oo 203
12.12 References. .. ... 205
Bibliography . ......... .. .. 207
Authors’ Biographies ......... ... ... ... . 215



Preface

These lecture notes are based on an upper division course on communication networks that the
authors have taught in the Department of Electrical Engineering and Computer Sciences of the
University of California at Berkeley.

Over the thirty years that we have taught this course, networks have evolved from the early
Arpanet and experimental versions of Ethernet to a global Internet with broadband wireless
access and new applications from social networks to sensor networks.

We have used many textbooks over these years. The goal of this book is to be more faithful
to the actual material we present. In a one-semester course, it is not possible to cover an 800-page
book. Instead, in the course and in these notes we focus on the key principles that we believe
the students should understand. We want the course to show the forest as much as the trees.
Networking technology keeps on evolving. Our students will not be asked to re-invent TCP/IP.
'They need a conceptual understanding to continue inventing the future.

Besides correcting the known errors and adding some clarifications, the main changes in
this second edition are as follows. Chapter 4 on Wiki has been updated to cover recent ad-
vances. Chapter 7 on Transport includes a discussion of alternative congestion control schemes.
Chapter 8 on Models has been expanded with sections on graphs and queues. Furthermore, the
chapter now explains the formulation of TCP and of sharing a wireless link as optimization
problems. Chapter 9 on LTE now discusses the basics of cellular networks and a further expo-
sition of a number of key aspects of LTE. It also includes presentations of LI'E-Advanced and
5G. Discussion of WiMAX has been dropped in light of the overwhelming acceptance of LTE.
In the Additional Topics chapter (Chapter 12), we have added the following topics: Switches
(including Modular Switches, Switched Crossbars, Fat Trees), SDN and NFV, and IoT.

These lecture notes have an associated website! that we plan to use for future updates. In
recent years, our Berkeley course has also included a research project where the students apply
the fundamental concepts from the course to a wide variety of topics related to networking. In-
terested readers can also find the extended abstracts from these research projects on this website.

Many colleagues take turns teaching the Berkeley course. This rotation keeps the material
tresh and broad in its coverage. It is a pleasure to acknowledge the important contributions to
the material presented here of Kevin Fall, Randy Katz, Steve McCanne, Abhay Parekh, Vern
Paxson, Sylvia Ratnasamy, Scott Shenker, Ion Stoica, David Tse, and Adam Wolicz. We also
thank the many teaching assistants who helped us over the years and the inquisitive Berkeley
students who always keep us honest.

Ihttps://bit.1ly/2zPXDL3
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encouragement and his help in getting this text reviewed and published.
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support.
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