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Abstract
[Purpose] This article is devoted to the study of the problem of authorization of the
removal of electronic media according to Russian Criminal Procedure Code.
[Methodology] The methodological basis of this study is a set of methods of scientific
knowledge, among which the main place is taken by the methods of historicism,
consistency, analysis and comparative law. The authors’ position is based on the legislation
and opinions of the competent scientific environment on the need to use special knowledge
in the investigation and seizure (copying) of electronic information relevant to the criminal
case.
[Findings] Based on a legal analysis of the rules of criminal procedure authors argue the
necessity to use specialists in the field of information and communication technologies in
inspections, searches, and seizures. The systematization of rules-exceptions that must be
observed by investigators during inspections, searches, and seizures is carried out. The
questions of the evidentiary value of the results of electronic withdrawal are raised.

Keywords: Electronic Media. Seizure. Criminal Activity. Electronic Devices.
Investigation.
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INTRODUCTION

The growth of computer-related crimes is observed all over the world. This
is also true for the Russian Federation. So, in 2013, 10942 crimes were registered
in this area, in 2014 - 10968, in 2015 — 43816, in 2016 — 65949, in 2017 - 90587
crimes. In 2018, more than 130 thousand such crimes were already registered.
This situation has become a driving force for the increased need for specialized
knowledge in the field of information technology (Kolycheva, 2019).

A.l. Bastrykin, the Chairman of the Investigative Committee of the
Russian Federation, stressed that "...during the first half of 2018, forensic
investigators took part in the inspection of almost two thousand electronic
devices. Among the inspected objects - computers, laptops, tablets, mobile
phones, removable media..." (Investigative Committee of the Russian Federation,
2018).

The procedure for involving a specialist in a criminal case is regulated by
article 58 of the Code of Criminal Procedure.

The art. 58 of the Code of criminal procedure "Specialist”

1. Specialist - the person possessing special knowledge and invited to
participate in the proceedings in the manner prescribed by the Criminal
procedure Code, to assist in the discovery, securing and seizure of
items and documents, use of technical means in the study of the
materials of the criminal case, to pose questions to the expert and to
explain to the parties and the court on matters within his professional
competence.

2. Calling a specialist and the procedure for his participation in
investigative and other procedural actions, court sessions are
determined by Articles 168 and 270 of this Code.

2.1. The defense party may not be denied a request to involve a
specialist in the criminal proceedings to clarify issues within its
professional competence, except for the cases provided for in Article
71 of this Code. (A specialist has no right to take part in the
proceedings in a criminal case if he is a victim, a civil plaintiff, a civil
defendant or a witness in this criminal case; participated as a juror,
expert, specialist, translator, interpreter, assistant judge, secretary of
the court session, defense lawyer, legal representative of the suspect,
accused, representative of the victim, civil plaintiff or civil defendant,
and the judge also-as an inquirer, investigator, prosecutor in the
proceedings on this criminal case; is a close relative or relative of any
of the participants in the proceedings in this criminal case, have other
circumstances that give reason to believe that they are personally,
directly or indirectly, interested in the outcome of this criminal case;
the specialist was or is in official or other dependence on the parties
or their representatives; his incompetence will be revealed).

3. The specialist has the right to:
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1) refuse to participate in the proceedings in a criminal case, if he does
not have the relevant special knowledge;

2) ask questions to the participants of the investigative action with the
permission of the inquirer, the investigator and the court;

3) get acquainted with the protocol of the investigative action in which
he participated, and make statements and comments that are subject to
entry in the protocol;

4) bring complaints against the actions (inaction) and decisions of the
inquirer, the head of the inquiry unit, the head of the inquiry body, the
inquiry body, the investigator, the prosecutor and the court that restrict
his rights.

4. Specialist is not entitled to evade the attendance at the summons of
the inquirer, investigator or the court, as well as to divulge data of the
preliminary investigation, which became known to him in connection
with participation in the criminal proceedings as a specialist, if he was
warned about it in advance in the manner prescribed by article 161 of
this Code. The specialist is responsible for the disclosure of the
preliminary investigation data in accordance with Article 310 of the
Criminal Code of the Russian Federation.

The general conditions for the conduct of investigative actions are set out
in art. 164 of the Code of Criminal Procedure. As a general rule, the production
of investigative actions is authorized by the investigator. Individual investigative
actions are carried out with the permission of the court. The specifics of removing
electronic data carriers and copying information from them during investigative
actions are defined in Art. 164.1 of the Code of Criminal Procedure of the Russian
Federation. Part 4.1 of Art. 164 of the Criminal Procedure Code of the Russian
Federation was added relatively recently.

According to the specified norm, when conducting investigative actions in
criminal cases on crimes committed in the field of entrepreneurial activity, the
unjustified seizure of electronic information carriers is not allowed. At the same
time, the legislator designated the cases provided for in Part 1 of Art. 164.1 of the
Criminal Procedure Code of the Russian Federation as exceptions to this rule.

The art. 164.1. of the Code of criminal procedure "Peculiarities of
withdrawal of electronic media and copy them in the production of
investigative actions"

1. In criminal proceedings on business activity, the seizure of
electronic data carriers is not allowed, except in cases where:

1) a decision on the appointment of a forensic examination in respect
of electronic media has been issued;

2) the seizure of electronic data carriers is carried out on the basis of a
court decision;

3) electronic data carriers contain information that the owner of the
electronic data carrier does not have the authority to store and use, or
that can be used to commit new crimes, or the copying of which,
according to a specialist, may entail its loss or change.
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2. Electronic data carriers are seized in the course of investigative
actions with the participation of a specialist. At the request of the legal
owner of the seized electronic media or the owner of the information
contained therein, the specialist involved in the investigative action, in
the presence of witnesses, copies the information from the seized
electronic media. The information is copied to other electronic media
provided by the legal owner of the seized electronic media or the
owner of the information contained therein. Copying of information is
not carried out in the presence of the circumstances specified in
paragraph 3 of part one of this Article. Electronic data carriers
containing copied information are transferred to the legal owner of the
seized electronic data carriers or to the owner of the information
contained on them. On the implementation of copying information and
on the transfer of electronic media containing copied information to
the legal owner of the seized electronic media or the owner of the
information contained therein, an entry is made in the protocol of the
investigative action.

3. The investigator in the course of the investigative action has the
right to copy the information contained on the electronic data carrier.
The protocol of the investigative action must indicate the technical
means used in the process of copying information, the procedure for
their use, the electronic media to which these means were applied, and
the results obtained. The protocol shall be accompanied by electronic
data carriers containing information copied from other electronic data
carriers during the course of the investigative action.

The adopted amendments to the Russian criminal procedure legislation are
quite timely and logical. Analysis of foreign legislation has shown that such norms
are already contained in procedural torts.

Thus, in accordance with Article 39 bis of the Belgian Code of Criminal
Procedure, if necessary, information is found in a computer network, it can be
copied to an electronic data carrier without removing the electronic device
containing the information.

In this case, the prosecutor ensures the safety of the seized data by using
the necessary technical means. If the data is the object of a crime; obtained by
criminal means; contradicts the recognized principles of morality or public order;
or it poses a threat to the security of other data stored in a computer network, the
court must take measures to ensure the inaccessibility of such data. If it is
impossible to copy the necessary data, the prosecutor is obliged to ensure their
safety and the inability of third parties to access them (Criminal procedure code
of Belgium, 2018).

PROCEDURAL EXCEPTIONS TO AN ELECTRONIC EXEMPTION

The first exception for the law enforcement officer is cases when a
decision on the appointment of a forensic examination concerning electronic
information carriers is made. The formation of this case in the investigative
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practice is extremely doubtful, since a decision on the appointment of a forensic
examination in relation to electronic media can be made only after its inspection
and seizure.

It is extremely important to emphasize that based on the position
expressed by the legislator in paragraph 1 of part 1 of article 164.1 of the Code of
criminal procedure, the formal basis for the seizure of an electronic data carrier is
an already prepared decision on the appointment of a forensic examination
(accordingly, the protocol of familiarization with the decision should also be
provided for familiarization to interested persons).

Paradoxically, in this case, the formal basis for making a decision on the
appointment of a forensic examination is the protocol of the investigative
inspection, search, seizure, during which the objects of research — electronic data
carriers-were discovered, recorded and seized. We dare to assume that such a
situation will be formed extremely rarely and in the investigation of criminal cases
in the conditions of the created public response.

With the second exception, the legislator designates a situation where the
seizure of electronic media is made on the basis of a court decision. But so far,
there is a controversial practice on this issue of judicial authorization of the
inspection of the contents of mobile phones. One example of the problematic
nature of this issue is the precedent created in practice in the Primorsky Territory
in 2016.

The investigator appealed to the court with a request for permission to
examine the information contained on electronic data carriers, which the
Frunzensky District Court of the city of VIadivostok was left without satisfaction.
The Court of Appeal upheld the decision. According to the judge, the examination
of the information on the electronic media seized from V. is carried out by the
investigator in accordance with Article 176 of the Criminal Procedure Code of the
Russian Federation and, for this, a court decision is not required (The Primorsky
regional court of Russian Federation, 2016).

Later the Constitutional Court of the Russian Federation explained that,
if during the inspection of the mobile phone owner self-reports installed on his
password, expresses readiness to provide a printout of telephone connections from
the number used by him, does not object to the study of the messages available in
the phone and information about telephone connections, a violation of
constitutional law is not seen (The Constitutional Court of the Russian Federation,
2017).

Meanwhile, according to the position expressed by the Constitutional
Court of the Russian Federation in the ruling of 25.01.2018 Ne 189-0, conducting
an inspection and examination in order to obtain information relevant to the
criminal case that is in the electronic memory of subscriber devices seized during
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investigative actions in accordance with the procedure established by law does
not imply making a special court decision. (The Constitutional Court of the
Russian Federation, 2018).

So, there are reasons to assume that electronic media may be seized in
accordance with paragraph 2 of part 1 of article 164.1 of the Criminal Procedure
Code of the Russian Federation in case of receiving the court decision for the
investigation, the scope of which is outlined in the norms of article 29 of the Code
of Criminal Procedure.

It should be noted that, the American practice is quite consistent in this
matter. Thus, on June 25, 2014, the US Supreme Court in its decision in the case
of Riley v. California (Riley v. California) ruled that mobile communication
devices should be seized only by a court decision.

At the same time, the court's decision was significantly influenced by the
opinion of Stanford University law Professor Jeffrey L. Fisher, who acted on
behalf of the applicant, David Riley.

J. Fisher notes that

“very, very profound problems with searching a smartphone without a warrant»
and that it was like giving «police officers authority to search through the private
papers and the drawers and bureaus and cabinets of somebody's house. The
Professor also warned the judges: «every American's entire life to the police
department, not just at the scene but later at the station house and downloaded
into their computer forever” (The US Supreme Court, 2014).

Meanwhile, the judicial practice of Belgium was formed in a different
way. The victim's representative alleged a violation of article 8 of the Convention
for the Protection of Human Rights and Fundamental Freedoms by the
investigator in the course of examining the contents of the applicant's mobile
device without a court order.

However, the court of first instance recognized the actions of the
investigator as lawful, on the basis that, according to Article 88 ter §1 of the
Belgian Code of Criminal Procedure, the investigator can inspect the information
system without the court's approval if there is a threat of loss of evidence, or the
investigator has good reasons to assume that the information system contains the
necessary evidence. On 10 October 2014, the Belgian Court of Appeal issued a
decision on the application to declare the investigator's actions illegal.

In particular, it was declared a violation in the course of proceedings is
article 8 of the Convention for the protection of human rights and fundamental
freedoms, articles 15 and 22 of the Constitution of Belgium, article 28bis §3 of
the Belgian code of criminal procedure, article 39bis §3 CCP Belgium, article
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88ter of 81 of the criminal procedure code of Belgium, article 88ter 83 of the
criminal procedure code of Belgium. Violations consisted of non-compliance with
the following established procedures:

— The seizure is carried out strictly in accordance with the procedure
established by law and must not violate human rights. Control over the
legality of the seizure is carried out by the prosecutor;

— If the necessary information can be withdrawn without removing the
information carrier itself, the investigator copies the data to another
information storage device;

— If the investigating judge has issued a permit to inspect a certain
information system, the necessary procedural actions may also be
performed in relation to other devices located in a different location, but
connected with this system;

— Ifthe necessary information is stored in the territory of another state, this
information is subject only to copying (Muratova, Sergeev, 2020).

The investigating judge, through the prosecutor's office, informs the
Ministry of Justice about this, which in turn informs about the necessary
investigative actions carried out by the representative body of this foreign state.
The victim's representative alleged a violation of article 8 of the Convention for
the Protection of Human Rights and Fundamental Freedoms by the investigator
in the course of examining the contents of the applicant's mobile device without a
court order.

However, on February 11, 2015, the court of Cassation recognized the
investigator's actions as lawful, since according to Article 88ter 81 of the Belgian
Code of Criminal Procedure, the investigator can inspect the information system
without court approval if there is a threat of loss of evidence, or the investigator
has good reasons to assume that the information system contains the necessary
evidence (The Court of Cassation of Belgium, 2015).

The Russian Code of Criminal Procedure provides for three exceptions.
The first case of exclusion is possible when electronic data carriers contain
information that the owner of the electronic data carrier does not have the
authority to store and use. In this case, it is assumed that the electronic data
carriers that (or the information on which) are held by the owner due to the illegal
actions committed by them will be seized. For example, if counterfeit licensed
software is recorded on electronic media with the help of special equipment.

The following exception indicates the case when the information
contained on electronic media can be used to commit new crimes. Evidence of
such use can be operational-significant and evidential information.
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Also, an exception may be a situation in which copying information at
the request of a specialist may lead to its loss or change. When carrying out the
seizure of electronic media, the conclusion about the possible loss or change of
information is made only by a specialist involved in the investigative action. At
the same time, this conclusion is expressed in a statement, which is recorded in
the protocol of the investigative action during which the seizure was carried out.
The absence of an appropriate record that the copying cannot be carried out due
to the possible loss or change of information is the basis for recognizing the
actions of persons who seize electronic media as inadmissible (Bulgakova,
Bulgakov et el., 2019).

On March 13, 2018, the Kamchatka Regional Court found illegal the
actions of the detective, expressed in the refusal to satisfy the request of the
general director of the enterprise to copy the information seized from electronic
media during the search. As it followed from the materials presented to the court,
the search report recorded S.'s explanation that the seizure of electronic data
carriers (hard drives) completely paralyzes the operation of the enterprise. During
the court session he confirmed that he asked the police officers to copy the
information seized on electronic media, offered to do this with his own electronic
media free of information, but was refused. He wanted to write comments about
this in the protocol, but he was not allowed to do so.

Taking into account that the search report does not contain any
information indicating that copying the information seized from electronic media
may hinder the investigation or lead to its loss or change, the court of appeal
concluded that the actions of the official who conducted the search did not fully
comply with the provisions of the criminal procedure legislation (the Kamchatka
regional court, 2018).

THE NEED TO ATTRACT A SPECIALIST

Part 2 of Article 164.1 of the Code of Criminal Procedure contains the
provisions of the law on the mandatory participation of a specialist in the seizure
of electronic media. Electronic data carriers are seized in the course of
investigative actions with the participation of a specialist. At the request of the
legal owner of the seized electronic media or the owner of the information
contained therein, a specialist copies the information from the seized electronic
media. Information is copied to other electronic media provided by the legal
owner of the seized electronic media or the owner of the information contained
therein. The special entry about ones is made in Protocol of investigative action.

At the same time, the legislator leaves out of sight the urgent questions —
which media belong to this category and whether it is necessary to differentiate
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the procedure for removing information from copying during investigative
actions.

As has been repeatedly mentioned (Knyazkov, 2018), (lvanov, 2018),
(Vasyukov, Gavrilov, Kuznetsov, 2017), the lack of clarity of these issues has led
to numerous scientific discussions (Gavrilin, 2017), (Gavrilov, 2018) and
ambiguous court decisions.

In one case, the courts conclude that the participation of a specialist is
mandatory only when copying the information contained on the seized items (The
Samara regional court, 2018). In another, it is explained that " the participation of
a specialist in the production of a seizure during the seizure of electronic media is
required if there is a need for this specialist. In fact, during the seizure, the
electronic media was not seized, but the available information was copied to a
separate medium, which is not prohibited by the norms of the Criminal Procedure
Code of the Russian Federation and does not require the mandatory involvement
of a specialist” (The Ryazan regional court, 2018).

In the third case, the court recognizes the absence of a specialist as
permissible during investigative actions, since "electronic media were seized
entirely, that is, without checking and withdrawing the information itself", which
does not give the court grounds to doubt the reliability of the information that can
later be found in this medium (The Yaroslavl regional court, 2017).

In the fourth case, the court considered unfounded and not to be satisfied
the arguments of the appeal about the violation during the search provisions on
the mandatory participation of a specialist, because, in the opinion of the judges,
"the application of special knowledge and skills in the seizure of a computer
block, a part of which is an electronic storage medium, without its opening or
copying is not required” (The Supreme Court of Republic Khakassia, 2018).

CONCLUSIONS

Due to the different interpretation by the courts of the need to use special
knowledge in the seizure of electronic media, further enforcement of the rules of
"electronic seizure" will be accompanied by even greater difficulties. This is due
to the fact that the law provides for the mandatory participation of a specialist in
the production of an investigative action in the event of the seizure of all types
and types of electronic devices where information can be accumulated and stored.

Given the prevalence of electronic media, this rule will lead to the fact
that specialists will be more involved in the production of investigative actions
than to conduct computer examinations. Therefore, it is necessary to increase the
number of experts of state institutions, taking into account their possible relevance
in the detection and investigation of crimes.
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